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Er— AR ERE, R OWAINHTEEAHRAEOAR . A S HANES, RE 24 FER
I A RIS TICRAT, ke 2 EEASHIREMGE. Hik, AL IA L RGER N
RIXPIFIEA, KA GBI TEEANLAN, XAEREf S AR T

HEAMLL  HEAUNL2  HEADALS

RERX| [ REHY || BRZ

FEA FEB B

HE AP B A

EHRIERSE

HE

B 1-1: BITAER-BENL 3 TEMMN

1 BIRFERRE % = £ BUHLEFERR)F, 41 Virtualbox F1 VMWare Workstation, ‘EisfTE#RIERSZ L.
A % — R IBHWPLVE PR, 40 Xen, BHBBITEMRILE,

T 2: WRGRBRIERGMIRLOH, Ttk AR TR T RAE. CPU LLK X Ui M A R4 ThEE.
— A SERRE R SRR NS MRS, AUssh (nit) FREE. G mE NS,

4 | EE




LIRS

R

1-2: BTER-B8ENLH 315

1.2 Docker 5828

BaIEA RS, JL TR, UNIX R4 —H LA chroot iy & SR A& (1L fA] B 10 SC R 4iks
2. H 1998 42, FreeBSD i T jail fir4, ‘B4E chroot HIV> & HLHIY & ZHERE, 2001 4F
JiAi, Solaris Zones #E4: T — X s By e (b A, 102 R AT Solaris #1E R %,
[FIFEFE 2001 4F, Parallels 2y &) (246 FRoA SWsoft) i T Linux BRIl s AR, £
A Virtuozzo, F£T 2005 4EFEELOHATFR, FRE OpenVZ, *#RJ5, BHIT4AR Linux
N % ¥ % CGroups HLHI, FF FF 44 5 & 19 3% il 1% 6 75 &% 1L, 2008 4F, Linux 7 %% (Linux
Containers, LXC) HiH B3h, ‘B4 CGroups, WHifir Az LA chroot ZH Rl &, $21ik
T BB R R, BF, Docker T 2013 E40FE T UM B BB AL, HES
BARMA TR

Docker FI FHELARY Linux &R, DRI ACRH B R e——F S @ e S (i T 24 Y
Bilg, DS PG A ——R G — S e B A s O S K A J5 %, Docker *E-E 1A
FAARIGSY . Ol 5154 T35 %/ Docker 5148, LK HIsk R A 75 #2092 Ik 5% Docker Hub,
Docker 51852 (it T —A-Peikl HARFENE: O FRis T ds . TRk 20, 40 LXC %HAR
BT T A Y 2 L R, e Fah 48 E. Docker Hub $2 ALK R A LA S BE R UL
T, HEAPPeE BT, HEHEER T ER S5 5), Docker BiE—PIFk THE LA TH, 4n
R T H Swarm, FH TA0FE 225 19 B H P 1 Kitematic, LA K% HB%E Docker ALY
v 417 LH Machine,

H T Docker 5158 TFERT, X {#F Docker #1x. H zithk, FEREMBI R K AVIE B R AEIE ]

{£3: OpenVZ —H A RMBEE K, AIAER t1 T2 AT T 8.

AiERs%. HEIFEEE | 5



B R teidt . Docker HORV# RS, (&R AL ERDLA4rdE, B A A/ AR GRS
T3R8 R b 2R i H — B, TR IE R bR, 2015 48, I AE2$1EdE4S (Open
Container Initiative, OCI) & T3, BA—1H Docker, %4k, CoreOS LA %/~ %A
TR B R0, BRI A R X —FrifE, Docker B a8 #5 UA Bs PR % T
X LrER A,

e PR HIPHRIRR —ER o I R E FrIRsh iy, Wb 1E M T RERIE R 12 a5
DT R, Rl ik O AT &k UL, Docker 7 s BERE BA B XEE, K
BT AR PR IR S G HIEE R . A REPRIERI AT R T R PR B e, RS
BHERR T Z R E R S ME, AT R & s e R AR A RIEASE T #ERE LAE, iz ks
(AT LE T A SR TR g, MEFHLOER T REDH S,

Docker AR Kafik T EIREIAIE, (RAn3EA Docker, {ERK— BRI RINZE &5 H57)
T —FPEE R NHAIHCAR o

finiz A L iy
Docker #3352 2% B ALid & ¥ 48 09 i R A 8, X R4 AL & Docker & F 498 k&,
IXAFOS KA R X AR,

BHAHE, BRI SATRGEHIE, TROETF, L&, LEN, KEF
A, ABAFXLETALMEBLEXNT—, BMELEFATH (4o RE 6o
MBI ENF S, EROLT S8 RAGREHE SAREH), AEZXR—
BARAAARFHILAF, EEMAEREANS, 0B 13T, BKIALEEAN
FHEF A E I TN,

REERANRENBHZLFRT —HE G, FERAGRDATHR—IFA, FALEK
ity K B RRAR Y AN LR Wity XZ BB, PR 6 bR, iR
X EFeREM, TAWE, KEARA, MAWEIXEERHEMLT, SR L4
By itdn (defontetidn) B, TUERELRAZBRKBEARAERLRHM, FALAGITL
EERMI AN TIERA, REERAOFERLHF X, B, BHAFLRELEETL
WELEHAGOBBVARMSGEARA, REXHANABNZEGTHEST AT,

Docker #) B AR R AT R A AR AL AAZZ A B ITr P&, A5k, R4 %
HHHg, AY—MBFEFLAMP A0 H FE—X AR, b BAle) A4TH
@& JavaScript FE &, NoSQL #t4& &, i &A7|, REST AP, YR @& AR %425
TR B MG, WX AN 23 A HE BB A& AR R LB —AK
FFRAGLERAR, BN RGN KER, BRI RRNGEZIR, FNRLAA
LE R, CNAETR—HGRGE LB ITE R— B A G RR A GALF &, B
TZ, RAEA L L0y = & 2] 694 5 A8 L KAMERHAAEERAN, £
R IFZ 044 5425, Docker BB ML T AN AALF G ITAE, IFILEEE X HH

{1 4: LAMP A& Linux. Apache, MySQL 1 PHP (U455, "BATHEH WT Web 7 AU (.,




T Sz —H, FAERELFZTHEFTA, ALARN2SRKE EX KT
HARMK ARG 2R RG A, BHERTINREFSRELBTEEAXNTC
B, BldepBTIR, B A FtSa b RS, AR IR S B 6945 TR,

1-3: BATAGERBMBEHEDIE, HT 1940 F RERBERIBALEZIN)

1.3 Dockergj[m s

2008 4, Solomon Hykes & T BT — M 5% BIES LR FE MRS (Platform-as-a-
Service, PaaS) j*dh, G137 dotCloud 2 Hl, HEEIE & JLRX A dotCloud fl—JE —
RYSE S, [Rh 24 PaaS #3446 E 5K 41E Z45E ({541 Heroku 37 3% Ruby, Google App
Engine 3 £ Java il Python), 2010 4, dotCloud 225 T Y Combinator 113 &% 11X, A
T2 A TE R, TIPS | B — S R RY SRt . ERAVEHLIBLE 2013 43 H,
HBIE 5 dotCloud K4 HAZ O Docker FFR, R A RIEBHFE XM SR LB CBAST
G HEAES, H dotCloud MITASHHE Docker ¥ AL B — ML B ERITH H 54 H2Z MR £,

Docker F-HAAI A FURTE @ B 3E LXC LA IRA 3248 (union filesystem) 2 E£ZINT
JEZRVE, HAEJE TCT AR S JE s A Wl 32 10 FE AR A N . 6 4~ H A Docker 5k 7E GitHub
BRI T 6700 WA, LA 175 ZAEA TR T TTHRE . X 58 dotCloud #1123 =] 4 Frik
2 Docker, B2 RIRYR AR EHESL, 0.1 lRAS %A 15 4 HJ5, Docker 1.0 F 2014 4f

rigRs%, AEHEE | 7



6 H %4, Docker 1.0 &3
X ZAEEH —LEA T
#4474 Docker Hub fy 2y 328
NEREIES,

HoAth 2y BIRHREE LB T Docker HUH 1, £1WET 2013 4F 9 H A T B EZEATENS:, Fl
M Docker KX 5 B/ OpenShift .55, Ak, LI FN DigitalOcean s i 75 H < ik
-S4t Docker F % FF. ALK ODILA FMFF4E T %1 T Docker FEE VLS5, fil4n
StackDock, 2014 4F 10 A, %K 2 A £ K1) Windows Server 25 & #F Docker, X ftFK%E
XKLL B SRIGAR S I ol Bk e 23 =1, fEE b B R T3 R MAs

£ 2014 4F 12 H %% 17 B9 DockerConEU |-, Docker Swarm 5 Docker Machine [&] It} 1 H:,
Docker Swarm A& —/~ Docker ZERE4H T ., 1M Docker Machine #&/~#B& Docker FHLAY Ay
&A1 T H, XKW Docker B BN UE$E Mt Docker 5188, Mg —A~ 5% HEz A1y
HaisfTHE,

FER—A A B, CoreOS H i JT % H K W7 %18 T3R5 vkt LA K appe 75 45 B3, 2015 4
6 A, DockerCon £ IH 4 LLI % 1T, 2K H Docker fJ Solomon Hykes 53k H CoreOS AY Alex
Polvi B i it s Rt & (4B FRA P75 1+ X], Open Container Project) 1ER %37,
Hiv Tk el —2dl A A S & S s B b,

[FFEAE 2015 45 6 H, FreeBSD il H & #i % +F Docker FI| ] ZFS 1 Linux 3% B Kiaf7, 2015
4 8 H, Docker 5kt %4 Windows server 7% i Docker Engine “ AT A,

Docker 1.8 FRASIAT “NAMEE” (content trust) Fitk, HEWEH%SE Docker Bilf 158 81
fkAE G by, T EALET Docker & FEBL R IR E LIERE, “MAEE BN REE
AR B4

1.4 fHESEMIEE

Docker 2 &l —H BT AINEIE A B FA SRS, 24 Docker 23 7] 1E 4042 EHb % —
e HA kg i & 2 514t , Hb AR (40 CoreOS. WeaveWorks F1 ClusterHQ) 1]
TEH AR TR K e, B AR S mHEF M 2382, (AR A2 )5, 28K Docker 2+l
IEAERER TR — B PR BNV, I Re G M . EFLA R ARSS ditlk. A T 8k
HEBRGIIFESR IR, FEROR A P RERUE & ARG RO 7%, Docker 23 &l B AR IS
7 Docker HE3L —EAEH AL BT § JRAVHESS, B A WY DA A S =T ik, &
A= R R B g, Docker 2 GIFRIX —ZhigA “E &M, AW (Batteries
Included, But Replaceable), A TCAIRM —ERBA LR, (HILAE) wTLAR R E#, °

BEABN, HEERCLTH, BERPHB. Bl A B Tt ek
B A AR PR

4n Spotify FIE ) IERHKAM A, [, Docker #EH T —4

EREME S AR RER—— B RO R, BARE
(
ar @I, XFREE Docker N— A~ BLALRYZE 65 5 | BEIF 4768 A —

{E5: MANHAEYXADE, FAFA RIS REMER L, hi Bk, #L5UE AR
TR, FfbitXfiEek A Python IEFHY “BLE L™ #E, BHIUE Python A5 LAH
E—ADrRE T IbRIEE .




541, Docker i <F —fy H CHITIIE S, #A “HEaliXEty®E 3" (Infrastructure
Plumbing Manifesto), 1% & &%/ ol GEE FHFSE BLA i AR s e 2 0, JF HAEAE X7
SO L EAIR, BT DA & AV R A f R . X R Ts T A 4% iU 2 AR b
Peor ik, B4 runCIH, FH OCL Y%, Mt (af ANES AT AR &2 FI HI Sk #5 d Ho iy 75

[=1=}
wEa.

1.5 644{iLinux

fEEARBEE, 64 7 Linux &M ——/fefa a7 Docker Hi& & H FAHRIEES, X
BB, RITFE LY FE 1T 64 (8 Linux RATAR, 1 BT A B2 25 0 44 40 2 64 i
Linux, #0505k L Windows 2% Mac OS, YRATLATE BE4WLEL 54T Docker,

HAhF4, 41 BSD. Solaris 2 Windows Server 9 JfE X Hib &b T R IA R EE. H

F Docker FEM HIEIMELE AR, BE4HE FEYLRINE —E——Windows Server FIZ 2% H
HETE Windows Server [IFEHL 547, 64 i Linux B 4% RAETE 64 7 Linux fU=EHL FisfT.

AR SN A —42Ha
HIRHAEBREZG RG], LAEBRAROR KBNS,

IR H R — AP A R LT A AR X, s msdyathames, XEafadmg
ZANEREAR, X5 RGE—FH (monolith) HFABXME, BHRA—A
B KOAZ A, —Ad C++ & Java £,

YERY R—ANE MM, AR R (scale up) /2R E—##F, Lt
W, BEEEMNEAL, EmALFERRRXYG CPU, THEAMAL S AR, MA,
PRS- N % R RY R (scaleout), HTHEEKNAER, REHREFLEMERS
REBT, MIRHFFEMETUHN ZAEFTHRA, Ry EENRZIRSTEGTR,
fesf FE—RMTT, BATRHAAS, ZATY R, AR AERTREL,

HMALRLRERT, MRS RN S, ARG HIR S A% 5 TR Ftg ok,
e, A—AMRAILTEILEANZ RIS AL T, B LL2FHERY L
TEIE I,

FREEEARNBZIUAURRE, TAECALLESCATHRIRS KM, HEMMA
o, BHOGERDNRS, FHERRFE, IEFAMRSFHEEARS TR, X
eI R A E KA T4,

® %k F MRS 69145 &, A N Sam Newman 65 F 45 (#IR 4% +1) °, ¥L & Martin
Fowler # “# R % % /& 48 @~ (Microservice Resource Guide, http://martinfowler.com/
microservices/) ,

6. ZPEm AR R, 55 978-7-115-42026-8, —FwE ik

AiERsE. ATEEE | 9



A TR 22 % Docker (P TR, IRIEIRPT HIIVERIE RSE, AT SVF Sih 3] — L8/ ) 5
ANILB TR, % B P 120 T AR AN . AR IR E &4 Docker HIFHTRA (1.8
fzh5), ATLVEAREE] T —%,

2.1 7 Linux EZx3EDocker

EIiA 1k, fE Linux _E%%€ Docker Bt HY 75 75 & (E 1] Docker $2 i3 IA . BEERK
#B5y Eift Linux RATHRERA B CRVER IR, (BARZ I fox Lek (G O R A#87% J& T Docker
HIEATRRA . 45T Docker FF & HIPAAtR, A LA AN GE 2K X A (A RUHY ™

Docker IR G EK

Docker Xt ZGHEA KL ERK, NdRFE NN (BEABiHZ
N, 310 LA ERRA) . ATLAEIT AT uname - SRAS A VRIGIBIRA . AR IR(E
MK THRZE RHEL 3 CentOS, fHTE 7 82 JEMIRRA .
BTHERE, RRZELHIE 64 0L, RELEHFTLLE T AT uname -m A5k,
ZEBLIY k) x86_64,

YRAT A I https://get.docker.com 2 L[ IAS Sk A 3h %2 %% Docker, MR HHIULHE, HE
AT curl -sSL | sh B wget -q0- | shFKRILAT, (HEAEBSTRIARIERSA — T 'ERIN
7, IRV BRI RGP TRk E) -

$ curl https://get.docker.com > /tmp/install.sh

$ cat /tmp/install.sh

$ chmod +x /tmp/install.sh



$ /tmp/install.sh

RAMA S MEBA R, RIEHE A R RS % Docker, AR BRILAGHRD T
R RN R RETHELIRBC &R, DA BN IR,

ARARTE A EE A RE 7, B8 A BAEH — A e R P R 1R BERY Docker lRAS, 7
" ELTE Docker WG T 8 —#EMISCHE. XM B AR A S E KBS AR, HFHLL
SRR T AR AR RIS AE £ 5 B T 35k, 20 Docker Binary [ 577

(https://docs.docker.com/engine/installation/binaries/) ,

2@t Docker 1.8 I&iE
EAREE, Docker A 1.8, BT A Bl il iZ A LS IIE,

2.1.1 BSELinuxBFEZFZERKXTIEIT
R AR S TR TLOEMI 24T, 4 RHEL. CentOS #1 Fedora, IFAIRA W REC &%
37 SELinux 224 kb,

NIl FF 4418 B Docker B}, @i % & (permissive) $2R.iz4T SELinux, iX#E SELinux # R
HEHR B AL, mAERESFHET. RLLE S (enforcing) 1R izfT SELinux, IBARA AT
BETEPAT B IIIEHI, B3 &M A0 “BRAE” (Permission Denied) #i%.

SR R SELinux AE T2 88, aILLld T sestatus ar SRS RFH0. Biln.

$ sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: enforcing @
Mode from config file: error (Success)
Policy MLS status: enabled

Policy deny_unknown status: allowed

Max kernel policy version: 28

O R XEE /R “enforcing”, {8 SELinux BRI RG],
Z264 SELinux BT AR, HFEHAT sudo setenforce 0,

¥ £ 5T SELinux BIE 8., LI M 4% Docker /&5 G408 5 A4 W FTH SELinux, =W,
13.9.1 91,

2.1.2 AMEFsudofmdH{TDocker
K% Docker & f71HH B R FR AU, T LABRASA (T fr &I 8544 07 BT - sudo, (A




THCRA S BE N IR, — S AT AT B DR T3 75 2 4 P G docker FIPZH ML, £E Ubuntu TR AT
LA -

$ sudo usermod -aG docker SUSER
AR docker A FAAAFAE, XA A OEE, HHARYETH P RmMEIHER, K5, R
TESIE R RS, HoM Linux R ATRRAOHEE B 12K RN R,
PRIBFFETE ST Docker ik55, ARIKATRRIVERIES A —4, Ubuntu FHIRIES LT
$ sudo service docker restart

AR I, A5 T IS T Docker B AT & HBSHE sudo A%,

P docker F P S [R] TI T fth root ALBR, BRI, R T il E FT
K% ala b, RRALE LR, WA RHEEE. E LX)
{5 B, 1§ 2 W Docker security % TT (https://docs.docker.com/engine/security/

- security/ )o

2.2 fEMac OSEWindows_EZ3EDocker

A0 R A FH (19452 1E 2 48 /& Windows B Mac OS, I 2 R 25 B2 3 Fh i 4010 B2 A A BE 1
FH Docker, ' #RAT LA T 54 2 09 g UL -2 B8 Linux B9 158 B 3k 22 3% Docker, 2% 1% £ 22 3
Docker Toolbox T.EL44 (https://www.docker.com/toolbox ), Docker Toolbox & —/ Mk /Y
boot2docker FEIHL, LA K A< 45 ol 25 i F 9 — 2% Docker T. H., {50 Compose F1 Swarm,
N1 F Homebrew 7E Mac 223, R4 & B boot2docker Y brew recipes Avid—
S BIUE B J7HY Toolbox HeZ2E, LGB 2 m)E,
Toolbox I 23k S5, {HAILAFTFF Docker 1 quickstart 2 {# ] Docker, > BRUILLASN, Al
DLk DL iy 4 o i B 24 i 28 i

$ docker-machine start default

Starting VM...

Started machines may have new IP addresses. You may need to rerun the

‘docker-machine env' command.
$ eval $(docker-machine env default)

ORISR B 22, ARG ERES Ui ) HUAL B 1Y Docker Engine T,
{# Fl Docker Toolbox Bl 4% A{E 2 DL T 2570,

{E 1: 5 Docker O A 516 A HESh Windows Server *f Docker 13 £, F3k Windows Server i ' A Fi-
TEBL LB AL DS 550 Windows B, (Docker 5K T 2016 4= 9 H & 77 Windows
Server 2016 1F 3 3% +§ Docker, https:/blog.docker.com/2016/09/build-your-first-docker-windows-server-
container/, ——RFE{E)

£ 2: Docker Toolbox i £ & Kitematic, — iz 4T Docker 2% &5 [ TE H P . A HEARBHNB
Kitematic, {HEiBRIEAER EIMFFERY, JCHAENIEH Docker YA,

12 | $2E



. ZIS%EI’J/M?HE:(IX Docker izf7EFENL L, an PR {E FH Docker Toolbox, iX /AR BEHEAS B
, VREEFEIEIR S localhost [l J7 —HES S S ALHLIT TP Huhik, {540 .
$ curl localhost:5000

T A DL T TR 3] 1

$ curl 192.168.59.103:5000

JEAHLEY TP #phE WLt docker-machine ip default XA &gkfT, RIULFATIL AT AR
s A shit

$ curl $(docker-machine ip default):5000

o AHEE ARG Docker 75 &% 2 [A] B W 56F £ 95 4 44 251 [6] Bt 4 38 F g UL _E. Docker
Toolbox fE—ERE LRI LLA shitix A~ TAE, (HARAEEH Docker a6 I i 3 [a)
R IEX— A

o WRIRAEEMRRECK, AIRERZEUURINLAIEL S, boot2docker FEFIMLEMY /var/lib/
boot2docker/profile -4 & & FhA A% & , £04E Docker Engine FUEC & . il &k /var/
lib/boot2docker/bootlocal.sh {4, FRi& AT LA EEHINLEN AL Z Gt ATIR B CHIMIA, 1
21152 W boot2docker GitHub )%  (https:/github.com/boot2docker/boot2docker ) ,

AR VRIRA _E BRI T-, ATLAPAT docker-machine ssh default REEEARBIUNL, 2R
SEERIUNLEBATIEFI a4,

Docker B3 4ERR

BT R E A, Docker B4 — A~ X B 14 i A (experimental build),
R E B AMIKILThRe, BT XeIhreEHe R R B, ek
AFERR Z AT EA A wT Re S e B S ke, R8sz HOH T 1E 3k A mixd g
IhRERIIFZE, HaAREFF R ER(E FRSE,

Linux Al LA XA AR SR e iR B0 A -

$ curl -sSL https://experimental.docker.com/ | sh

TREFATEAM Docker Wik T8 eSO, TEER, IGERRE R L#B R, MGt
U UERSUAE BN T 20 & IR

2.3 PURFIA

AT LLE L AT docker version my Ao —UE & CAEMAZR SR vl FH, IR IZS BT
T R AR

$ docker version

Client:

Version: 1.8.1

API version: 1.20

Go version: gol.4.2

Git commit:  di12ea79

Built: Thu Aug 13 02:35:49 UTC 2015




0S/Arch: linux/amd64

Server:

Version: 1.8.1

API version: 1.20

Go version: gol.4.2

Git commit: di12ea79

Built: Thu Aug 13 02:35:49 UTC 2015
0S/Arch: linux/amd64

AREERANTF, ERIRCL MY, TUEAT 5 1, (HARIRAIE RAR T HHE

$ docker version

Client:

Version: 1.8.1

API version: 1.20

Go version: gol.4.2

Glt commit: d12ea79

Built: Thu Aug 13 02:35:49 UTC 2015

0S/Arch: 1inux/amd64
Get http:///var/run/docker.sock/v1.20/version: dial unix /var/run/docker.sock:
no such file or directory.
* Are you trying to connect to a TLS-enabled daemon without TLS?
* Is your docker daemon up and running?

X Docker SE R REH B T (% Pim Lkl e) . B @ E, "L T
sudo docker daemon >KF-3fj )55 Docker ~Fidtfe, ‘BEIFREL 258, f5HIB—iBs
s, mArsefs B A TR FE L. (5EE, XABIAEHT Linux L, AR
FHAY/& Docker Toolbox B¢ T HE., iR B TAHICSCRY. )




16X — B U538 H ] Docker BOS5— 2. AT RS0 —LE W B 25 28 0 18, I
%— T Docker A TAEMI; SRJGHETT Dockerfile—#4J% Docker 25 25U A1, LAR Ak
A58 B HL B HF 0 Docker Registries (%7£MR55 ), B I VARG FET i 25 28 R R FE ALLAE b
FIEE—NIEFE (key-value store) ,

A e )
3.1 BITE—1THERK
ZRPIT TR M4, MK Docker B %42 B 1L,
$ docker run debian echo "Hello World"

BATIEA iy A T SAL AT ], SEBR PraR il (e 2% R BE T2, (H e AR A B 20 T TR
iR,

Unable to find image 'debian' locally

debian:latest: The image you are pulling has been verified
511136ea3c5a: Pull complete

638fd9704285: Pull complete

61f7f4f722fb: Pull complete

Status: Downloaded newer image for debian:latest

Hello World

FKERETH 27 WIABNTAM T docker run fiy4, ERIZIRER TTRI A E. Ko
debian ZHLE AT RAEFAIER ' 28R, X BPHRITZ — A BORE fE2LfY Debian Linux® &

H 1 RS ABRE AN E L, BEY AR TR0 B,
£ 2. B IEX 4 Debian GNU/Linux, PFETE

15



fril. a5 RS — AT R VR IR AR % A Debian 5% . Docker f# 25 £ Docker Hub #t£T
EL&AZE, I T3 Debian Bl ARAS AU EE R . 858 TG, Docker 234 B4 B4 4% Hi8 17,
RIG R w P AT IR R 2 fir&——echo "Hello World", 44k Mg R H N
BHRIE—4T.

MR FRIATE — 4, I ETRERT FRER T, FaariEsh, mEANSGAET
WA AW RE—F, RS — T W n M —EE, e mE o HA .
Docker # B F B 5h T HRANIZE &, PATIRN R EN echo iy 4, FafBascds, KL
TAEA RS R AN T, FrEnt AR S ar JLRD, HE R Lo,
FATTLAHLL T 654, ik Docker 2 ft—/~%5 28 HAY shell,

$ docker run -i -t debian /bin/bash

root@622ac5689680: /# echo "Hello from Container-land!"

Hello from Container-land!

root@622ac5689680: /# exit

exit
XV AT LAE AR 2 e 247 T, FOfEH ssh 3k A e REHLESIRARL, iy -1 -t
SRFORIAVAHE N tty B9 H 4515 (interactive session), /bin/bash 2 FIRIRAR
33— bash shell, MRIBH shell bf, ZREhssiEIb—— £ #A2EBH 5 A, BEMEBAT
P
% X,

3.2 EXmS

T #t—2 T Docker, BATAILURZN—/% 8%, PATARIG & FTE), JFFWRER G
Rt 2B, B, Bah—#IESG, AdXkH -h 280k B0E — A Fi B4

(hostname) o

$ docker run -h CONTAINER -i -t debian /bin/bash
root@CONTAINER: /#

AR BT a5 TR 2 B ?

root@CONTAINER: /# mv /bin /basket
root@CONTAINER: /# 1s
bash: 1s: command not found

TMEF) T /bin B E, BAXANRRCOREM T, BB, e A
Wew ZHl, JERFEE ps. inspect fil diff XEIRfFLAEER, BE, T HiZm (F
BHORFE ORI 483217 ) , FEAEEHLINAT docker ps, iBfTEERANT -

CONTAINER ID 1IMAGE COMMAND NAMES

00723499fdbf debian "/bin/bash" e stupefied_turing

EHERIN A SRR B RIS A S — SR fE B, Hrh K 15 B RTCR £ TR

E 3 WALDURMIHE— A v T rm, (BIRALOA ASAV/NOAE A CRIENL RBAT rm, BX RIS
FEPLEE v,

A

16 | ¥3F



B, Ak, A SRR, B2 Docker AR T — A5 BN AFR, xEY
ff “stupefied_turing” *, FEANL LA ERIDAX A28 . T LMEZS 89 & FREE 1D
E24 docker inspect Ar 4 HIZ L, KIREUE LA KA HHAIE R

$ docker inspect stupefied_turing
[

{
"Id":"00723499fdbfe55c14565dc53d61452519deac72e18a8a6fd7b371ccb75f1d91",

"Created": "2015-09-14T09:47:20.2064793Z2",
"Path": "/bin/bash",
"Args”: [,
"State": {
"Running": true,

RHEARLAMIGEE, HEAKESFEE, BWATTLU grep 8¢ --format 22 (% —
A Go #idk ) KB BRI B, Bildn.

$ docker inspect stupefied_turing | grep IPAddress

"IPAddress": "172.17.0.4",

"SecondaryIPAddresses": null,
$ docker inspect --format {{.NetworkSettings.IPAddress}} stupefied_turing
172.17.0.4

X PRAT AT A ABRER 25 25 HY TP Mk, BUAERER 75— 4, docker diff.

ocker diff stupefied_turing
.wh..wh.plnk
.wh..wh.plnk/101.715484

bin

A /basket

A /basket/bash

A /basket/cat

A /basket/chacl

A /basket/chgrp

A /basket/chmod

$d
c/
A/
D/

ALAER], ERXABITHRIAESN, AW SCgahid; mx A6, wibERE S
A /bin, HHHN [basket IR ERETHISCME, IBA —LEAFiEIRANAIFHSR SO . Docker ¢
ar (R & XA SE (union file system, UFS), ‘B EANARGEURHRTT A, IF
FIA— DRI RS BRI RGBT A, s hEassoR
MARESKRAEEEZ ERIRS R, Fik, Docker AFEAE i HIHA LS 2, (Hal{kiH g
XHafT RGP ERI BT A SR .

{ 4: Docker A FAKM AR, #AHR—REILBIERR, L0 Ex, TRMSKAEENA
TR, BT EHER, WATLH --name 2HOKARE PR (40 docker run --name boris debian
echo "Boo"),

5 X HEIRNAL Go GiFEiE STUBIEI4E, TR D IhRESE RN S 188, Shid BN S e s ot TR
SRR RIEPERRE ). 7E Docker WG T LARE 8 £ 5 T B H inspect ({58, (https://docs.docker.

com/reference/commandline/inspect/) ,




KT ERALIE LR R, &G EARKI 4 docker logs, DA% s #RIEAE
HIZHL, RRETFAIX A2 oy B 4 % ik ) — D) =i

$ docker logs stupefied_turing

root@CONTRAINER: /# mv /bin /basket

root@CONTRAINER: /# 1s
bash: 1s: command not found

BUAE, XA T A ISR b et R, AHEreMis T, E5e, M shell iR H
root@CONTRAINER: /# exit
exit
$
FH T shell &Me——/TER & Pia TR, AR E L, XBHEA R AT docker
ps, MR KMELEBEMEEBITIAERT .
Ak, XFFEFE TR, anREEA docker ps -a, BAFIHAIE R, BIFEEE LD
Koy (EHUERE “CiB AR, exited container), LR HAI A % w] UL docker start
R (BEARMELIEZai N AR RAETFTIR T, LB LEEE) ., Eia e,
FEAFEH docker rm Ay 4.

$ docker rm stupefied_turing
stupefied_turing

BECFIENER
AR AEMBR TR O (hAY 8%, WTLAFI docker ps -aq -f status=exited
IgER, SR RE A CIEIRES ID, flin.

$ docker rm -v $(docker ps -aq -f status=exited)
XA AR, BRI R AT DA% A B 5 B — 1 shell BIAS 85E L alias,
W -V SEAEX RAER, EEWE YT A I Docker & B IR &L L
B FMEAT 25 2% R, #h—AtmER
AT G O IR BV AT N, RTCA/E4AA T docker  run fR N |
--rm 24, CBITERDE S SR I, A ST RIS RS w— I
i,

W1, MEREEHUE N2 HERLANENER, —ARMNSEERE RN
s, CTNFTHES—/ %K cowsay FIR ] “Docker 187, ARRYRAJIE 24 cowsay Y
i, FEILBIT R T, BB — A, Hedk 0.

$ docker run -it --name cowsay --hostname cowsay debian bash
root@cowsay: /# apt-get update

Reading package lists... Done
root@cowsay: /# apt-get install -y cowsay fortune

{E6: BARULASNOE, HP Rt EAETRA.
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root@cowsay: /#

LA K — 1K

root@cowsay:/# [usr/games/fortune | /usr/games/cowsay

/ Writing is easy; all you do is sit \
| staring at the blank sheet of paper |
| until drops of blood form on your |
| forehead.

|
| |
\ -- Gene Fowler /

\ /\_/\
V' (eo)\
(N N/

[1---w |

JEEAF, — VIR, 2 TIE, 7 SO EHE BB RIIE, $AT docker commit HIW, ¢
WA SR T IR R ENE RSB AT UL, $04T docker  commit [, IRFG SR LIS 4R
TERIILFR (“cowsay”). BEEfgHI&4F (“cowsayimage”), AR FH A7 B A% 194 %
HFR (“test”) -

root@cowsay: /# exit

exit

$ docker commit cowsay test/cowsayimage
d1795abbc71e14db39d24628ab335c58b0b45458060d1973af7acf113a0ce61d

A A AR B R X A B I — IR RS (unique ID), BRLLE, FRA161EE T — /1 BEREIHE
- H B2 % cowsay HUGE(R

$ docker run test/cowsayimage /[usr/games/cowsay "Moo"

< Moo >

\ /\_l\
\Vo(oo)\
(N DAVA

- |

KAE T A HSHEA — L mA fefck, ARFTEEE LR, BARNEHRTHE
SRIARIDE, REERNFGEET S B GOR ORI A S HIE, e BN KIF A,
WEEAE, XFEEAYT & A1 (repeatable) fR7Z; GUEBRRAVPBRRME S Ar=, 1€
PREMMA S-S F, MHE S HE. RoiX L m] R 75 it F H Dockerfile, {6
HEBE R AYE R A B E L

57 BAREAFG HAEADRICEIM O, AN PRAEFR T BRI MOt A .




3.3 &itDockerfilefl| =%

M= 2, Dockerfile s&— ANtk an{al 617 Docker B{G B IR SCAS SO, 76T T A7
TR, FRATSE AR A SIS
$ mkdir cowsay

$ cd cowsay
$ touch Dockerfile

SRIGHE T RIN A Dockerfile :

FROM debian:wheezy

RUN apt-get update && apt-get install -y cowsay fortune

FROM #5 & 45 © W 46 85 1% (Fn 2 B — A%, X H i F debilan, 1H X &k %14 45 & £ H
“wheezy” WiAS). B Dockerfile — & B4 FROM $54 15058 — N ARFEREIR S . RUN 54 HR
FEW shell v, AW EEBGBERITH., XM, Rz ar—a, 5t

A&7 %E cowsay Fll fortune,
MR ERBGR T, fE[HE— B3 TS docker build 4> :

$ s

Dockerfile

$ docker build -t test/cowsay-dockerfile .

Sending build context to Docker daemon 2.048 kB

Step 0 : FROM debian:wheezy
---> f6fab3b798be

Step 1 : RUN apt-get update && apt-get install -y cowsay fortune
---> Running in 29c7bd4b0adc

Setting up cowsay (3.03+dfsgl-4) ...

---> dd66dc5a99bd
Removing intermediate container 29c7bd4b0adc
Successfully built dd66dc5a99bd

QUG , BT LA Z R — s T 8g 1.

$ docker run test/cowsay-dockerfile /usr/games/cowsay "Moo"

wiR. FRMEKEXNHERS

ATRXENEGBBREEB MM XE, RLMA KX KM FEE—A Docker 1% F #9
BSHAR, RARBEIMFARYE (ALY “BEER), BEIH ALK EA
IR GEM, FERA—ANE—GIHF AL, IHEXFTHIHETARE FAH F
%, 2 RXH AANIHHHEZZEAR, REEHAIHNA2E LB T AITHERH T
. Docker ¥ # % A% IR 693 & X A 4553, €46 AUFS, Overlay, devicemapper,
BTRFS & ZFS, Ak R0 AR KBk TARPT R 89 A4, Tvhidid docker info 44,
A &R T “Storage Driver” #9153 Fa, XM ALRTUL R, 2RLMFL
IRATHATF, AR C BT A RAGIF AL, & N R BUR AR,




Docker #9818 %1 % NARR 8 “B7 (layer) 28m%, #—NEHAE—NMREHLIH RL,
Dockerfile Z #9845 A4 — AN E, MEAMNEFETFI—AMEZ L, H—A4
BRI R —NE B (£ 4eif i docker run & docker create 4v4-), Docker 3|
HELALEBBRZERNM—ARTREENTHEEIMN A% (ANEAN—LERERFTH
540, e IP bk &4k, ID, VAR RAE R FRE F),

BT LB EAEE R TARIF (M B AUFS & %2 Rieh 127 NE), R&EKIIK %
Dockerfile #{42 % A~ UNIX 443 £ Bl —A~ RUN 454, IRV EW¥E,

BEETURTFUATILAKREZ—: BAE (created), B ¥ (restarting) . BT P
(running) . & # 4% (paused) #= B3R i (exited), “Z. 4127 45 & % €38 iI docker
create r 4 adst, B ARG B, KEEIE LB R LLARA CBFLET, BEETF
AAEABAANHEARE (RR LU RENEBLEALASANH#AL, = “Tik
h” WERBEVRAL—K), RENIHAR RN, RELAE L, “CiEE” WA
HT VAR docker start b EE, LIFLENEERF T —ANE, RAMNELARY
MEE, UHBEA ARG AS, “ERF KRELFE LRI BL, % Docker 5] %
ZRELE—NBAEXMNYEBNE, €+ 2N,

i L FIl F Dockerfile ) ENTRYPOINT 5§ 4, & T1 7 LA ik FH 8 55 4 H X 4 81 %,
ENTRYPOINT $54 LEFRA R & — A "I ATt , RIFHEREALER(L 4, docker run U2,

f£ Dockerfile Y Ja Ii_E T HIX —47

ENTRYPOINT ["/usr/games/cowsay"]

DUEFRR A BT BR . LU (RSB B (R A AN TR 24 cowsay i T

$ docker build -t test/cowsay-dockerfile .

$ docker run test/cowsay-dockerfile "Moo"

XA L T, A, AR THA S fortune A If tHIEA cowsay i A
RES1. A TRROXA [, FRATTAT LA ENTRYPOINT 457 A — A3 1A CHIIIA, X Fhfid:
1EBIE Dockerfile AR H WA, BULEBIEE—/81 30 entrypoint.sh, 4B T HEAYNZ AL
fEr, HARFEZE Dockerfile B[R —HZT: ©

#!/bin/bash

if [ $# -eq 0 ]; then

Jusr/games/fortune | /usr/games/cowsay
else

Jusr/games/cowsay "$@"
fi

BT chmod +x entrypoint.sh 4530 {15 A Al 4T,

1 8: 4’5 ENTRYPOINT IA[IIHEZARE /Dy, ANEHEH PG FEMIGE T——I8 B4 docker run [y
AR WA, HHAREES H BT A 3.




AR PAT A OB S A R AT T S 8, D2 A K 4538 fortune B H i o 5 8 (L 44
cowsay; M, cowsay S IRIEIEHEISE NS T, T P T EHE & Dockerfile, ffiBEix/>
A G BE(R - Hadi ik ENTRYPOINT 454 A B, BLIE{Z ek Dockerfile 21T :

FROM debian

RUN apt-get update && apt-get install -y cowsay fortune
COPY entrypoint.sh / @

ENTRYPOINT ["/entrypoint.sh"]
O COPY 54 Pl A X LA — A ST N EHLE RIRI SRR IS RS, B — S EEE T
HISCHE, A2 EE Hbrig e, X5 op A2,
BAEFF IR — BRI S EON AR 2 BN R st A w4

$ docker build -t test/cowsay-dockerfile .
...snip...
$ docker run test/cowsay-dockerfile

/ The last thing one knows in \
| constructing a work is what to put |
| first. |
I I
\ -- Blaise Pascal /
"""" \ oaa
\' (oo)\______
(N DAVA

- |

[ [
$ docker run test/cowsay-dockerfile Hello Moo

\ /\__/\
\ (oo)\_______
(N N/

=== |

3.4 EHFFRS

WA FAI T — M RA BERRIBGR, MEARNGLEERAS, ZELDR? ERZEEY)
BN, T4 B4 THY Debian 5% 5 M E 75 89 Docker 8% 257k %S (registry) °, HIl Docker
Hub T#, REE, 1AL LML A CRE% E] Docker Hub ffl N T2 K f FH

{£9: Docker registry —ii] BRI BA —AFifEEIE, —RIEESOFEERAMF. B “FERS" 1
ik AN A A (register) , —F&TE




Docker Hub ®] DL @y A7 M T[], VR W] LA FH Docker Y search fiy4-, 8 7E http://
registry.hub.docker.com F1#2E A IER,

HERS. €FE. RERIRE
B O A VR Bk, FRAULT KB,

FHMRSF (registry)

RITIEE Ao KA AR EIIR %, BINA Docker Hub,
&% (repository)

—mat X GBFA—NERSIRSHTRRA) &S
& (tag)

CEFHEIRAN T, R e F Ak (4o 14.04 & stable),

2R /M5 F, docker pull amouat/revealjs:latest % 454K Docker Hub #% amouat/revealjs
AT HIREA latest #951%,

kT RE LB AT cowsay 1%, 445 ££ Docker Hub b iE M — ANk P (Gl i 9 ool o 2
docker login fir 4 ), HEMERIG, RFEABEBGIRE A& AR CIERE, K
F docker push fiy AJ:P?@J Docker Hub, it 7E I % 2 B, & % 7E Dockerfile A il A
MAINTAINER 54>, EFEMUEA TR EEEIIRAG R

FROM debian

MAINTAINER John Smith <john@smith.com>
RUN apt-get update && apt-get install -y cowsay fortune
COPY entrypoint.sh /

ENTRYPOINT ["/entrypoint.sh"]

BAE PR, AR5 E{EF] Docker Hub, X —k, )& &FR450 FRAY Docker Hub
e 2913k (3R amouat), FREA /, BJalBIRAFRE R, BIRAFRTUBE RV =47
YeiE, fil4n.

$ docker build -t amouat/cowsay .

$ docker push amouat/cowsay

The push refers to a repository [docker.io/amouat/cowsay] (len: 1)
e8728c722290: Image successfully pushed

5427ac510fe6: Image successfully pushed

4a63ead8b301: Image successfully pushed

73805e6e9ac7: Image successfully pushed

c90d655b99b2: Image successfully pushed

30d39e59ffe2: Image successfully pushed

511136ea3c5a: Image successfully pushed

latest: digest: sha256:bfd17b7c5977520211cecb202ad73c3cal4acde6878d9ffc81d95. ..




T REAECELPRIR AR ERE, TR AR T latest fr%, AURIRTGEEARE
(R ERRE ARG, RWBECHEAREEMEE S, AEM LS ERARERT (]

41 docker build -t amouat/cowsay:stable.),

bfLseke)a, AR AEEATLA docker pull div 4> NEIRIEER ({5140 docker pull amouat/cowsay),

B TR

HER, IRATREAN A Rt B9 NERERS U IRV BEIR . AR X AR T, IRA ik
P& IR AL G EEFE R IR S5 I 23 Rl 37 (TLAAE Docker Hub si# 28LIRIARSS , E4n
quay.io) , WRILAEE— MR E CIVFAFIRS . AXAA BEMFFRSIIER, ZWE 75,

G e

JR % 2 L&) Docker Bty & T = At & 2R L FZ—, TUAHERAEIARHAMC BT
R—At

o o R LAVAF I B A [ FFk, deamouat/revealjs, A2 AT “APp7 4
4 %218 (“user” namespace), Docker Hub b 9 X B #¢ L2 A AR P, #ld=
amouat/revealjs £ f  amouat k4% #) revealjs Bt , AEATAFT A B 47 LA4F AT
#9%:1% 2] Docker Hub, & 2K 7 #-F ANtk , MAFII2 LB 69 supertest2014/
nyan 2|52 F &9 gliderlabs/logspout, F~—m 2,

o ¥ 4o deblan % ubuntu 89 & Ak, A AWML R [/, BT &7 4% =E (“root”
namespace) ., ‘¢ B Docker 2 8) BT 424, H— &% B 4934 R K AT IR FRE = Docker
Hub kA 69'E F i, R RXAG % 2 & Docker 52, {2 5 FF LA I1RE % W
B gy, —MAZKRAEEE (e nglnx 818 2 & nginx 2 3 447), K
SR RS AREE T B, SIREERGRAEE, BRAKETERE T,

e UEMELERIPTHF R LEAR, KAZESR RO FE=Z58MFHEIS (5 3E Docker
Hub), &3 XAB A TLHEWFAIRS, & Docker Hub #935F F 3¢ F, 44w
quay.io, ZAM#|-F, localhost:5000/wordpress -2 45 K369 F 5 IR 5 F #9 WordPress
B,

bR eG4 g R R HL R P ORRE R B B AR 09 R R  de RARSE R 6980184 = debian,
{R# %38 € & Docker Hub E#9'E 7 8%, ™Ak A 246 F AR 449 deblan R K,

3.5 {EFRedisEHER

AN, RAEM cowsay BER P A FIRIARE A &K L. Mk i S+ 6EHE T
Docker & FE T HYBEHRIE, 4% FRE— T Redis B H 85, B&—MRGEAT I8 1E AT

(key-value store),




BACE

AR PRLE Docker Hub FA8 % —/MRIEATHI B AR PS8l %5, BilZn Java Zafe
T8 PostgreSQL $dit %, R&x R BUR BIES RALFJLE A, " B ) Docker
R H B PR R BRI IR BE R, o BB 0 i B 5 fatde Sk,
FRUR AT RER HAE A VRV L . R AU B BT B I% 2 o AR B 45 R 1 B
A, FPRIRAE HHEB

MORME TR TR, BEHRARASA P ARy, SeE &S Library
(514n MongoDB £ J% [R]H} B mongo F1 Library/mongo $¢flt), fRiB<EFIHE
Tt “PRIEFREUIES (% C A% 92" (The image you are pulling has been verified) ,
F7r Docker SFPBERE LA BRI BRI AN, Ik DAL BRIRIR,

T ERIUBES -

$ docker pull redis
Using default tag: latest
latest: Pulling from library/redis

d990a769a35e: Pull complete

8656a511ce9c: Pull complete

f7022ac152fb: Pull complete

8e84d9ce7554: Pull complete

c9e5dd2a9302: Pull complete

27b967cdd519: Pull complete

3024bf5093a1: Pull complete

e6a9eb403efb: Pull complete

c3532a4c89bc: Pull complete

35fc08946add: Pull complete

d586de7d17cd: Pull complete

1f677d77a8fa: Pull complete

ed09b32b8ab1: Pull complete

54647d88bc19: Pull complete

2f2578ff984f: Pull complete

ba249489d0b6: Already exists

19de96c112fc: Already exists

library/redis:latest: The image you are pulling has been verified.
Important: image verification is a tech preview feature and should not be re...
Digest: sha256:3c3e4a25690f9f82a2alec6d4f577dc2c81563ciccd52efdf4903ccdd26cada3
Status: Downloaded newer image for redis:latest

a5 Redis %585, HIXKTTEM -d 24

$ docker run --name myredis -d redis
585b3d36e7cec8d06f768f6eb199a29feb8b2e5622884452633772169695b94a

-d ZHALRGEIRR181T. Docker BUE RN A&, A—HEAR, KRS AR AT
Eptik, wiHsRkm% e D, ARiamteBil. A REEGET, RS docker
logs fir A2 E 7% s i o

£ 10: ZmBARBIIRE, A 1350 4> PostgreSQL 1% .




T, BFRAERR B BART SR KA 3 SRR R T, (IR A BT
JPRAR MR Pumi A, B TREFRIH redis-cli THREMAES . BATTLAEFTNL L%
e redis-cl, AR B — M HTHIR BATET redis-cUl, FHEKMA 4 B EH b, ik pe
AR R B, 1 HaA A A

$ docker run --rm -it --link myredis:redis redis /bin/bash

root@ca38735c5747: /data# redis-cli -h redis -p 6379

redis:6379> ping

PONG

redis:6379> set "abc" 123

OK

redis:6379> get "abc"

"123"

redis:6379> exit

root@ca38735c5747: /data# exit

exit
WA FAHERE A2 8B AE T2, IR T IILR B L2 1 Redis I 158, BRI
N, XA B ME?

Docker /48 EFERIB TS

KT RAB MBI I --Link fr A0 A SRk . HAESARE
>k, Docker & BB MBI, IEEAGSUES TRAR LAk
%" (publish services) TRz, Aid, HEHEI7 AR AL AN )
KR, RBHREGIHEA B RAIE LT BRER R TR,

AR ARSI T XA R AR, 201147,

RE 28 e 2 BB E—#2, &3l docker run fy4 Y --1link myredis:redis %=L
B, XA2HAEUF Docker {EHi A ax SILAFHY “myredis” ZaviEfE#ER, JHFHAERRES
L “redis” 1EA “myredis” &EFHIENL A, AT LBIX— M, Docker &5 (EHT A #% H 1Y /
etc/hosts IR M—AH15c H, 48 “redis” 817 “myredis” #Y IP #ihik, X FERLREAS (EHAT

redis-cli PURHEEEEMER “redis” TEHTNLL, MATRD BB EE Redis 24511 TP
Hifl45 redis-cli,

BRJE, FRAT Redis B9 ping iy 4, LI IE |k Redis IR 55285, ZR)5A H set Fl put fiy 4
I INFIBREEAR .

Huihll, B FEERRAD AR, (HAARE: TATERA REMEIR TR ARG E
532 Sk, HAOIASEFRER RS RS, MEFE - RERIEASR ST, ads
S5H b7y & Z i 197520, Docker @1t 4% % (volume) FIME&$R ML T X Fif
FH. BiEs e BB ETIERN S ER, NETHEIBRA RGN 5. ifé"
WECMNATSHMES LR, MEMERMSEEREETICERER, FH—
E%ﬁﬁﬁ%ﬁﬁﬂ’ﬁ%, 55 —Fh & 7F Dockerfile B { FJ VOLUME $§4-, %5 . ﬁ”mﬁ:ﬁk
docker run ByRMEEEH -v 2%, T %I Dockerfile $§4- LA &% docker run fﬁ/v\, SR B%
MRy /data G178 — 4R -

VOLUME /data
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LA
$ docker run -v /data test/webserver

BUIBEN T, B SCth & 3AE TP Docker %38 2T GEH A /var/lib/docker/)
AT docker run iy A HIIHE AT LA & FFHEZI EHLE % (140 docker run -d -v /host/
dir:/container/dir test/webserver), HFrIFHEMEFILAHMIZEE, EHLH R
{E Dockerfile HHE R (%308 H R AEH A R G ATREAAFAE, 1078 8% A R AE AR 1T B
WRETAUA IS 0 FHEROURE ST, 260 ete/passwd) .

M2, BAVEFEH Redis 785 W trVe? (R myredis A& b Eizfr, THFAER
— P I3k

$ docker run --rm -it --link myredis:redis redis /bin/bash

root@09alc4abf81f:/data# redis-cli -h redis -p 6379

redis:6379> set "persistence" "test"

OK

redis:6379> save

OK

redis:6379> exit

root@99alc4abf81f:/data# exit

exit

$ docker run --rm --volumes-from myredis -v $(pwd)/backup:/backup \
debian cp /data/dump.rdb /backup/

$ 1s backup

dump.rdb

EEXEA -v2EEE— T EEmmB 3, FRlid --volumes-from P 4 ge ik i £
Redis %48 7 H %,

myredis 2585 M 5e e, ATLME B IS .

$ docker stop myredis
myredis
$ docker rm -v myredis
myredis

AT 7 2 B R LA FE A .

$ docker rm $(docker ps -aq)
45e404caab93
e4b31d0550cd
7a24491027fc

3.6 Z&

15N =

ARFERT Docker FIAT VRIS — Bk 1. XA mEDHAL, (HIUEIRE DX ol
MsfTH & A TR, T—EmESMWRKIREA TME Docker (44, Lk —LEi AR,




Bma
DockerEAE S

AT S RN PR Docker IS ARME &, B9 KE— T Docker BRI RLHA, 04
ERAM AT A, ZEES LA, WHE Docker 5515 IR R . Zv 8% 2 I IHE 0%
B, DA AnfaIRb BB IR S R N A E E IR AT, B, A4 % F Docker fir 4
E’j*ﬂ%”k

R—BEAERELSEME, FIRTUEREAEEN, RFEHBEEANES
H, FRENNBEEERAER,

4.1 DockerZ& %24y

AT PRARERA RENS R | K AE Docker INRE S, LAK T fif Docker f)—2E T8 U474, Xt
Docker ZEECEMLRA — 1 KREW T HEESARE A A,

& 4-1 J&~ T —/> Docker G A BHEL Y .

o ERHhYLE Docker T 47 # 42, BREANOIE, Sirfliy, Bns ﬁf?ﬁﬁ*’]@%ﬂ
i1, e FBEREERIIA D, Docker SF4P k2 if i docker daemon iy 4~ 540,
RS2 EHLIERIE R G 5T T,

* Docker % Fun LB /i, ‘Bt HTTP 5 Docker SF4rdE il 5. BRIAE M Unix 3%
EH5 (Unix domain socket) SE3L, HA T S FRmfE % Pt nT LA FH TCP socket, 4n
RIZEHT W systemd EEAVIE, Wl UE A SCHAR T, BT B A A5 &8 4 50l o
HTTP, [t 5iLfef) Docker SRt beS, h— MRS PR — &0

28



SRFEH [HEATARDRERN LI G, MEHFAEBIRE, {540 Dockerfile 7524
R LTS (build context), XA 4.2.1 b S RANERE |, Sepdp b RLElS
[ AP #BA T A & SCRNVEARSCAY, [l IF & & wTLARI X & APLRIT & Srinift
HEEERT, mATEET Docker % P, {HfF 4294, Docker % F' i Il 133k
FE A F ) —A~ bl St A,

 Docker 21k otk F A KA BilR . BINIEAEIRSS h Docker Hub, ‘EHE4 T34
THRALBHE, DIRBEATHERM “Bh B, F2HRSHERA S FIRS
#, T R L B R, X AEMOR W LA &4 N B T BB 1R iR 24 119
WA, R E EEE H CEFERS, 1E2% 741 1IN . 24 Docker SF 4 if f
K H docker pull iR Z)5, (HSMAFFAEIRSS & TEGEER . 1M24i1E %] docker run jfREL
Dockerfile H1#J FROM $5 41}, [RANAS A AN ZERAVE R AF(E, Docker PR Ss
H 2 MRS 5 T #Bil% .

1 1

: Bilg :

1 debian:wheezy 1

1 v ubuntu:14.04 1

! redis:2.6 !
HTTP, . .
(] e R :
: wh |
1 clever_hell 1

! sad_cori !

: evil_colden :

1 N 1

1 EEH-L 1

4-1. Docker TERAMIBON ST

411 RKEER

Docker P AR @ L —A4 “BATIRZNFET” (execution driver) R OIHEZ . ERIMGIL T,

‘B Docker Bl H B 717 &1 runc Eh#E )+, U3 FFIHAR LXC, runc 5 TH4EHIAIA

HIhREZE AR 47 6

o cgroups, UL PR &HE AR (Hil4n CPU MNGEFRIER) . BB 150 & & g %
FrawiX P~ docker pause A4 AT I D)RE .

e Namespaces (fr&Z3H]), AR w ZHMIMEE; BRSNS 5E &1k
28, W4, HP . MR T,

Libcontainer i& % £f SElinux 1 AppArmor, ‘Ef 1] LAZA %% BRI LA RS, & 13 34

BRI,

5 —A~F FAY Docker JIK B R kA& A SCPFE £ 48 (Union File System, UFS), ‘Bfiotfi

fFA G HIBER R . UFS B I sh e rp 2 —F2 fik, wTLUR AUFS. devicemapper,
BTRFS & Overlay, 1§Z7% 20 3.3 “BilR. HAAEAIFRLE" HHK UFS Wik,
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4.1.2 BEiaHER

Docker 5| %1 Docker Hub H-/ & LA B — B 52 BN R s %R, Ko H P RBee®:
TR AR SRR, W ANEREAE R RS KB (service discovery) _LEFITE SEdERYIR
W IhfE. 1EANFE 1.4 FirR PR, Docker 2 w®lHHRIHTIE —AN 52400 “TFFENH" K2,
T T EIE ERIhEE, &V PR BN A A S =5 R B, R R
HLith” (swappable battery) iX—HHgFE 245 API &, ‘B Docker 5|ZERITHEE AT LA HAAth
HO-EHRA, e IR AR — 26 OFTR Sr —JEHIRS) Docker $fiBhEE A, wTLAR
BB A 5 =

UL T A& Docker H RTHEALAIIBIH A .
Swarm

Docker FJBEREJ7 48, Swarm "] LI £ /1~ Docker EHLAH &k, (EHFTIRAER A4 —
tho 5 12 ERA N4,

Compose

Docker Compose & 1l 5 # @ Fiz 17 HH 22 1> Docker 7 & T4 Sy i ER P TR, B3
BT LMK, mAKHFAEHEE, 752 TR SAEERANNTE.

Machine

Docker Machine 7] DATE A b 8 o0 F2 %R | 22 25 ffd & Docker F 4L, Machine 18 REfC &
Docker & P, P RERRIA HAE AR BB IRES 2 [0, AHSCRYBIT- WA 9 3,

Kitematic

—

Kitematic A& —/> Mac OS il Windows E[Y GUI, FTizaf714 B Docker %%
Docker Trusted Registry

Docker [J—A kN %, H T A1 Docker BifR. 95br L 'E/& 4 Docker Hub
A MR A, REWSS L SR LA e A S RE 2O BE B, FRRETHS W i 158 < A e 5L
EAE N2 2 5 L. R bR (metrics) . & T M AR (Role-
Based Access Control, RBAC) H1H &, ‘Bi1&dd M EmEflEEE . X2
Docker 23 w] H i M — I EFFIR 7 i

AR O KREETE8A A Docker IS = ARG FI A . TFIHAEA [R] 4 A B

HY—LEfifi T &,

RE S
BHEAR EHL ER R BB R AR B, R s A AR ], B, XA
FRESHI T SR %, 45 Weave (http://weave.works/net/) F1 Project Calico
(http://www.projectcalico.org/) , T HAEAARIFE R, Docker W4 S — />4 B A B B 7
%, #7% Overlay, it Docker FUIBCBIE 284, FH Pl LAFHAth 5 2 HUAR Overlay 9K
MEEIT .

W
N
it
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AR B 3L
24 Docker Z &% A, B RS 2ok S 2l IR, WX ek 55—k
WIS TER NI, A A HY IP Ml & 2h &5 By, DR R R Gt b ZE i eax A~ [n)
BHAES ., X 5 AR D5 22 L5 Consul (https://consul.io/) . Registrator (https://
github.com/gliderlabs/registrator) ., SkyDNS (https:/github.com/skynetservices/skydns/) ,
LLK eted (https://github.com/coreos/etcd ) ,

IR S HE R SR 2% 8

FERBIPIFREE L, WEMEH ARG TEB AR, SENHNAR, AFEEY
HHE B E ARG EHL L, FHo ek S FOR R R, ARG 2l i H B s iy
BB R B, SEBRIE 0L T R RERMNE . Bahsus b A s . X 05 O A 5 itk
R A TE S, 5K H A3 Kubernetes (http:/kubernetes.io/) . Marathon (https://
github.com/mesosphere/marathon) [ 3 H Mesos (https://mesos.apache.org/) HJ HE Z8 1.
CoreOS 1 Fleet (https:/github.com/coreos/fleet), UL Docker H %) Swarm,

XUETRBH S AR = TRR AN 28, [HAR—$E//2, Docker Trusted Registry HLA84E
¥ %, L #E CoreOS FJ Enterprise Registry (https://coreos.com/products/enterprise-registry/)
F2k H JFrog i Artifactory (http://www.jfrog.com/open-source/#os-arti) ,

B T AR BB B SR Bh A, Docker 3% F5 4448 £46 4 (volume plugin), M5 At
TR GER, LLERF AR TEEHE44A Flocker (https:/github.com/ClusterHQ/flocker) ,
— 2 FHEAEE P IOER TR, DA T i X AF I GlusterFS  (https:/github.com/
calavera/docker-volume-glusterfs) . 5 % A 3¢ i {1 HE 22 i 15 & T LA {E Docker W %5 (https:/
docs.docker.com/engine/extend/legacy_plugins/) #(F],

A HIPLEMIE D & T —AMRA BRI, ARl ©—Le L T THEE R R IRIER
Gt. SHR Docker fEKER>BLAHY Linux KAThR L#@ 741847, #140/E Ubuntu FRZLHE I,
IR BT — SR ATIRIE , BIMREETRE AR (SUES BN B3R
5, A R AR N B B BRI R ATRR, T e BdE o O BRI E R . X
W74 Project Atomic (http://www.projectatomic.io/) . CoreOS (https://coreos.com/) F
RancherOS (http://rancher.com/rancher-o0s/) ,

4.1.3 Dockerft&

5 9 T4 Docker FEE RS TEETEANAI 28, BAETRMNE0D T A WPLEFEE AR 55 7T
PSR, REEFEI SRS, S50 D8, A#H Digital Ocean, #BCLATEME T AL
FHFERE R Docker RS, Ak Container Engine ml & i AHRT—A, K hE2EH
£ Kubernetes i, 245K, BIE—/> k55 ko i v A $E 5% 11089 Docker 4%, —#k
W AT UAES B READAL, FHAEH: 3BT Docker 2545

Joyent HAEX S IR ML T B AR TR, BFE SmartOS Z M, W{E Triton, ‘BFIH
H CLAY 2 8 F1 Linux BAUE A SZHL T Docker API, {#75 Joyent B3 Q& T —/~al L 5358
Docker & P fEIA LA TG, EENL, Joyent INAHBIIAS LI E W24, WLIH
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Hisfr TRz b, A B2 RN, X R E RGeS (LR A /)
REfEIRRARE T,

T, BH L PaaS -5 51 H 2 TE Docker FJAEAM 2 _EEESTRY, 40 Deis (http://deis.iof)
Flynn (https:/flynn.io/) F1 Paz (http://paz.sh),

4.2 HFIREWMEAERD

fE33 e B, VAT BRI 3 205 B & il i Dockerfile 11 docker build iy 4>,
E—THESEREATRENEENEN, S84 28 Dockerfile &5 4. %5
build My A i) TARJRBS SR A R, BB T A Ik s -T2k,

421 HWEIREM LT

docker build fir492% Dockerfile Fl14 32 373249 £ F < (build context, AfEAZMY), |
TR —AAM R H S, B LAk Dockerfile Y ADD 5%, COPY $54-Frol| M, @ LLH
BRI RIEE. 24617, AT 3.3 179 8 & i 4y 4 docker build -t test/
cowsay-dockerfile ., B ETICME “.7, BIYarH, 1% B FHETA CHERHE X5t
TR T MRS L T3, HEEA BB G it B &6 25 Docker <EHERE
B A+ eE E T3 (and R2$2 44t T Dockerfile Y URL, B3 Dockerfile 1N 25 28 1o
EHEM STDIN 3B ), b NSO 2=,

AEFER “) (EAMEBEREN LT

TS | TS S wioE—A tar SCEE, SRIG 154 Docker SEAPHERR,
N VRS A R A S A KRS FSf, A% s BT 3
T RARY, RIEESSPERE, LA /home/user, downloads B / 2 35 H %

HRFETA AR 2 RN R AL,

A RAEHERY URL LA http 2% https FF2k, B #RE A B 448 M Dockerfile R R, X HE
St 2 M, oA i% Dockerfile % A 5 AR | 3CRIE (if HL i A& SCHE4R 9] IH A4 1
i)
git B T DAVE AR IR BRI | T3, fEXAMEDL T, Docker % F i 43 265 FEFIAE: (] -
B4 (submodule) &l (clone) FE—/alt H, HAETEEL Docker SpidbfEIE Ay
W BT 3C, R &L github.com/, git@ B git:// ¥k, Docker 8 2515 B A git
B, —Bmns, BARDUE XA, ERENEEE Tt e EEHR AR, Xt
R R, i HANZE 5 5 HRiRiE .
Docker % FUiiid ] LA STOIN g AREEIREEIY B30, i fadett | T e 2 5b i
7, AR LR A S R SX Dockerfile (51411 docker build - < Dockerfile) , B A&
— A& E R30I Dockerfile FIUEA4 S0 (f5il4n docker build - < context.tar.gz) . VAR H
AL tar.gz, xz B¢ bzip2 ¥ 1\,
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3¢ ¥ Dockerfile B 7 B T LA -f %038 & ({5 40 docker build -f dockerfiles/
Dockerfile.debug .), #AFFE, Docker NI Z 2R (E £ CHIAR H %54k 4 4 Dockerfile
(pra iR

{#H .dockerignore 3§

AT AR T SC P HEBR A LR SCHE, PRATEAE A .dockerignore 3¢
o SR SRRSO 4, XA TR o b, WTLAE R * Fi 2 Gl
BeRF. A0, TFIAAZTRAAY - dockerignore SC{H::
.git @
*/.git @
*[*/.git ©
*.sw? @
O LR AR NAY git SO B e S e, (HAVFEHBUET Agrp
(B .git S 0EHERS, 1H dirl/.git A2%),
O HHEERE B H T git O H % (B dirl/.gic SsoHERR, (H git fn
dirl/dir2/.git 1%3).
© HHEERSE B H % F Y .git 3O 8¢ H % (B dirl/dir2/.git 5 9 HE B,
{B. .git F1 dirl/.git 55),
O test.swp. test.swo Fl bla.swp S #EHES, 1H dirl/testswp &,
BEACAS T PR SE B IENIZR R, Bil4n [A-2]%,
XA BRI, 2G5 Fr I ETE 1 B Tsek (i,
PRANBE A FH— AN IE NI Fek 2k [RIIN 20 /test.tmp 1 /dir] /test.tmp) ,

4.2.2 $BIRE

i Z W, Wi fih Docker 19 P &R 2 W B A% 28 B it FEAE 1, Dockerfile H Y B2~ H8 4
PATIRERS P A — BBt &, XA SR BT UL RSk B ah s s . — BB
BESL, M E—BrSGEshws, BRI AT Dockerfile 4 )5, L BREAN—A
B BES . 24 Dockerfile $54 B Eh AT G, Hp AN FGE OIS 2 2% S e 4, BRAEFRHE T
--rm=false 2%, ' BT MRS BRA SRR EHEMEGR N, 2R ERT 4
RGN —Lee AR LIt A o th kG, RIREDE R4 P A R E s i TRy e RS, B
JEEBS AT, IXERE, BIRIRATLAE RUN $54 th T — Lo A RUERE . B Aot 4 5
SSH k%5, (HE| TR T — M RA BB A SR, BITCEATiEsiT T, RIRTE
SR SRR s RIS T — AR S5 B AR, 4420 AA ENTRYPOINT ¢ CMD $54-H1 jE 40,

fRA[LLidid docker history fiy & RABH BRI AR, Fl4n:

$ docker history mongo:latest
IMAGE CREATED CREATED BY ...
278372cb22b2 4 days ago /bin/sh -c #(nop) CMD ["mongod"]

TE 1 ACRF O AT ORI T, ARG, FBE IR BIT A ¢ docker build Frf 7 Bk I IXREFLAE T .
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341d04fd3d27 4 days ago /bin/sh -c #(nop) EXPOSE 27017/tcp
ebd34b5e9c37 4 days ago /bin/sh -c #(nop) ENTRYPOINT &{["/entrypoint.
f3b2b8cf226¢ 4 days ago /bin/sh -c #(nop) COPY file:ef2883b33ed7balcc
ba53e9f50f18 4 days ago /bin/sh -c #(nop) VOLUME [/data/db]
c537910de5cc 4 days ago /bin/sh -c mkdir -p /data/db && chown -R mong
f48ad436057a 4 days ago /bin/sh -c set -x

df59596772ab 4 days ago /bin/sh -c echo "deb http://repo.mongodb.org/
96de83c82d4b 4 days ago /bin/sh -c #(nop) ENV MONGO_VERSION=3.0.6
0dab801053d9 4 days ago /bin/sh -c #(nop) ENV MONGO_MAJOR=3.0
5e7b428dddf7 4 days ago /bin/sh -c apt-key adv --keyserver ha.pool.sk
e81ad85ddfce 4 days ago /bin/sh -c curl -o /fusr/local/bin/gosu -SL "h
7328803ca452 4 days ago /bin/sh -c gpg --keyserver ha.pool.sks-keyser
ec5be38a3c65 4 days ago /bin/sh -c apt-get update

430e6598f55b 4 days ago /bin/sh -c groupadd -r mongodb && useradd -r
19de96c112fc 6 days ago /bin/sh -c #(nop) CMD ["/bin/bash"]
ba249489dob6 6 days ago /bin/sh -c #(nop) ADD file:b908886c97e2b96665

R R, PRATEARB ARG RIS B aghie sk, XA IR, #4067, &
fi14A T 1%/~ Dockerfile :

FROM busybox:latest

RUN echo "This should work"
RUN /bin/bash -c echo "This won't"

BAEZ TR -

$ docker build -t echotest .
Sending build context to Docker daemon 2.048 kB
Step 0 : FROM busybox:latest
---> 4986bf8c1536
Step 1 : RUN echo "This should work"
---> Running in f63045cc086b @
This should work
---> 85b49a851fcc @A
Removing intermediate container f63045cc086b @
Step 2 : RUN /bin/bash -c echo "This won't"
---> Running in e4b31d0550cd
/bin/sh: /bin/bash: not found
The command '/bin/sh -c /bin/bash -c echo"This won't
code: 127

© Docker 4 THATHAN A EIEE T— Mm%, X I%A S 1D,
@ X HHIZA & TSR B AT 1D,
© il & 12X B ER o

EXAGIAF-H, BARNEERE B O rT AR A AT AE, (H2 55K AT LRI 5 Ja e 2h
AR RS 2 O — AN B ok IR T e, RIS 2 M, 1HEE, FAIEHA ID
A EIBEAR Y ID (85b49a851fcc), i Efk/a & &1 ID (e4b31d0550cd) :

$ docker run -it 85b49a851fcc

/# [bin/bash -c "echo hmm"

/bin/sh: /bin/bash: not found
/# [bin/sh -c "echo ahh!"

"

returned a non-zero




ahh!

| #
BUERE W LASE 5 A B ST B busybox BE{Ri% A 145 bash shell,
423 %17

Docker 4 T IRBEGAEATE L, Warkifg—NBGRRZEA Tk, Docker HIZEAFFHERE
R TIEEER, ol BRISEILAIG sk, TRAVEE & L2002 LT 484, Docker A4 2 ff
HEAT -

o EARARES AT PR, SR
o BAEPEE-ARGER, MERS SIRIHES B, KRB aME (A4
Hh L — LB TE S T S SR 2 (SR A7 380

BEAl, 56T COPY F1ADD 54, 4R eM1s A SCHRIRSE s BdE ko A= 7281, B4k
[EREEL TN

RERE, B ARLE A SR rTREREA —FERY RUN §i54, dn Kok . R
SETEOCH. AT apt-get update SE HIIRIDE, 1% Bt EX .

MRRFEBEMEGFIA, WLAEST docker build fHEE SN E --no-cache 2%, R W]
VLl ds i@ s — N84, 2 RMZEFRE8G Fik, fRAIREFE—L Dockerfile & H
BRI AR 5 «

ENV UPDATED_ON "14:12 17 February 2015"

RUN git clone....

BAHSERXATI 6, BB LURR XA BER A PSS 2, S B G aRr o
W5 TS B —FERT

4.2.4 HEEIR

LOREIE B CHIERE), RFEEJE NI il55 1R (base image) FF#R. K ATtk £
MBS ART 2, FTLAE— st Rl 25 T AR e 14 B Ot o2 R IE R,

AR E 2SR, AT EEEREAN ARG, KR IEE S Hm/
SRR KB AT X TR LR R AR, 1 Aol PR Web IR 55 &%, X2 dEH AT AT
0, BPAEMELSA THIE T BR. — BB T, SEHEDREELE o — 5
QIR L, FAKMACEKE T ERIZR DR T s T A & PR T, IREEMN
AT TAEBCR IR G 3 a8 . AnRA (E R R R S BUR Tk (B T BelR, "TLA%IE
RS A BB R E , BOAIRA FTRE b A B R LR, 8 C8f
Il 3R A N5

WRARTG E A MBI T AR, AL RZ e — T B AR I A S 1
S EHELE (6140 Go B¢ Ruby on Rails) & CHEME TE TR 5 AN AR PR T L
ERARESG CEaraT LAEH Java: Jdk BEGORAIEE Java B, {HAER AR JAR SCHFAIT
T MG (AR /R Javasre Bif, PIABERER TALERGE TR), [, —£E)
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Bifg (dnnode) JHFHIFEME T CRERKI D H K TRAFELICARY “RiR"™ WA

A, REEFEAREER R /D E A Linux Z47hR. anfba skl 323, He
1 alpine §Ef%, BAYR/MUN SMB £ — x5, (E{HRHE T — 08By, aTLURARZAE
REPATH, AR EHELE A REAIBER, Boll & deblan RAIPE—4~, B
ubuntu BERMAR UL, {H debian BifR LB/, ILATMEHARR KL, BIREfRAIZH
SATCVFEE A FRERY Linux ZATHR, RIIZHEEFRE]'ERY Docker BifR . IXAEMHZLLITRE
B = A IREVHLRAA SR i A U HHT AT RCE A 28

R, B kSRR MUERA B, HICHE, ARG MRS
BB, Wik, alRiRE2f wbuntu:14.04 GifR, AR Hub TH AT ER S —1 8
&, WMo, RS TREAERMBHR 2 LBCRE Ry, MRS, A, 4008
BB AR T PO B & o

i — R B E &H ATRERY, PR AT LAFEBER o FUBOA ki3, Ak, Dockerfile
TR — A FRRRY scratch Bifg (B — T EABANXERS), RE RFEFIRN =
BRSO gDy, % Bl YA CMD F54> . TR RIS 4 AR & TR T BRI
(TohEHEHE), FAASTAREMIMNBa A ok, BEIo RS F 3k SR H s
ZER, B S IR, B AIE T Docker % P i (PIAL &% 2844 W] RE 5 2 4% O 2244
A, ?

BRI G BAEE BN, BEARAEE, YREE IS i, ok milhis
ZAE, FoA busybox %A KL HEIRME I T H, TR H T scratch Bifg, {REEIE
shell #B{% A .

Phusion 215 B9

*TF AR, —AMEIR £ 2 02k 3F 2 phusion/baseimage-docker, Phusion #7F & #
B EIANRE BB R B £ B T2 Ubuntu B o5 Bl g — LAk, M giesHh s T
XL XM S, — 2% Docker #94% 3 I K # F+ A~ F) & Phusion #) 3.5 , X § UG & e tf
%, IRCARMEH LFZ RN 5 Fk, FROEERT,
REE%E init R H
Docker ¥ &R HANFEHE R ZEBT—NE—W R A, &2 547 R EafF—A#4,
Jo RARAH — ANt A2, ARLEA L&A2 R init IR 4. Phusion 3k 89 £ &4 52,

T2 XA B Sl T LA #E—25, &3¢ Docker LAK /> Linux A%, LA unikernel {72 HL
M Z. 7 unikernel 2244, BT 5{0E A %N ARTF IR DIBERI NEZARSS &, SR HIEAES
IR BRI T XAEBOTUAE 25— S A B R AR R S (R IRSD , (A7 0 TR e S/ S Bk
(unikernel 3@ # FTLAME—FP N B3, Wtid, LA EEm M PEREd) . THREZNEIESH
Anil Madhavapeddy 1 David J. Scott ) 3C#: “Unikernels: Rise of the Virtual Library Operating System”
(https://queue.acm.org/detail.cfm?id=2566628) LA} MirageOS % %% (http://www.openmirage.org/) ,

s
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A nitIRFFEREEAALHE A 18 P AT AR S A A AR R 4
K, RARAMAFTEREHRADMIET 0842, RARIMLEREHMG, {218
PitAZ KA 0o — T 28 AAZ 09 RADF G 7= bug; K5 P BETE
B EAAPIRL, e RA, AT kT ERG LR,
RERHF cron T #AZEBAT

Ubuntu #= debian &9 2 &k 45 1% 2k A = B 3 cron & 37 3 42, /2 phusion R — 4%,
Phusion ik 4 # % R B 42 /5 AR4R #i cron, B 3b'e 2o M AR #1547, # Docker #5 3L
B, BB AL KA @R AL, FE& cron fAReg N AAZ AR B C A HE S F &

= g

BT,

SSH FR. %
BN R AT 2L SSH IR 4 RIE /T, W KI shell 897 ik & 3 47 docker
exec 4 (AR 462 %), FUNENEBZHREZBEF—ARLEAHAL, WX A
A RIR A, Phusion MA-F4ES TX—4, HFCKAERT SSHIRSG, 2¢€ 894
A 8 8.8 SSH AZ 3 A& 69 B, AT AR LRI A e b
HAAARET, RABRLEB VBT S ARAL, cron A& SSHE, K+ 2 &%
A Phusion #9 & &k 1%, TN, K& BH1E AR A Docker & 7 & F ¥ 5%, o
ubuntu:14.04 % debian:wheezy,

BEER

HEEE, X447 docker build [JIHE, Docker 457 FROM 54 Fifa & MU BE
N 1%, AR AIZEG, Docker XIRE TR E., MEAMOHILER,
= Docker st T, i ASIRA R EA EHA A FHRAS ., X ERE R
7 docker build H-AN B UARIERIVBE R AR SBTHY , Rk 262006 T B IR iR
5 AT docker  pull siMHi4s /&A1, fF build fiv 4 A T Bt
A
YT I RBHR (40 debian) FPS R AR AF THEET, X —mHh
HIE,

4.2.5 Dockerfile¥g<

iX 7%} Dockerfile [ & R4 TR T 45, X AN TEALNYT, — 5 &K Docker it
TEAWIAE L, BTN AR AT REIR Rt Sk i, 55— 5 A& Bl A 7E Docker B3k (hitp://docs.
docker.com/reference/builder/) N EEREMS FR 3 4 1 H & HT A SRS, Dockerfile BI{E B 5 &
UL # VB A —A7HIFF k.
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Exec 5 Shell #&=X a3t

— B 42 A (RUN, CMD LA K¢ ENTRYPOINT) HE fi% 42 52 shell F exec iX W Fl k%
R, exec AT Z B —/ JSON %c4H. (f54n, ["executable", "paraml",
"param2"]), H A —ATLFEE A WHITICN, HoT A EHATR T
FARIZ%, Shell ¥ HIE B BT, FRHHRSES /bin/sh -c
AT, exec ¥R T T B HEE shell A 74 & 1 B EHR AT AU TS 0L, o0&
MEHG BEA RS /bin/sh i,

LT 41 H A2 Dockerfile A9 w] FH354 .
ADD

MAEIREE T SCaiim e URL G SRR . i N— DA s 2 i — 4~ 1H
X, ML esWAZMRE. BT ADD 45 AR R DI REAR ST HZ, —Beldiid2 A
FEF ] L1 COPY 34k S il A B R SO SCHFn H e, I RUN R4 LA curl 5
wget S NELRERIR (XHEL AT LAE R84t ACBE AN ER T 33 )

cMD

MR B PATIRE ENTE A, WHEE T ENTRYPOINT , %45 41 o R B 4
ENTRYPOINT FY 24 ({EIXFIIE UL T, 18 W O] (6 HTAD A exec #43X) . CMD 45 4 h 25 B
docker run iy 4B R AFREHMITAE S5 E S, RAEX T L4 b 184, WL HE
Bea— ARk, R B Y CMD FR AT (RU4E B S iR 1% A O RLE)
COoPY

HAFMARIARERN E T XEHISC 25 %, EHFMWFIER, COPY src dest ) J COPY
["src", "dest"]l, PiZEM ETFXHRY sre BEHISCHEEH R ER LN dest, ANH I
A = HTE, b2 S50 E B ISON S0 2 R0ts N, @ ECHF o UL S8 24 30 8
Ha, WHERE, AR E L FCLAYMY sre #&4 (540 ../another_dir/myfile & A~
H) .

ENTRYPOINT
BB AT e B BB AT S0 (DURERINS 4L . AR faf CMD 4 4 5 docker
run @y 4 BRI AR Z RIS R, B A S ELL XA PTATCM: . ENTRYPOINT 543t
TR “Bsh” WA, BRI S Bz, *AE Rk TR,

ENV

BEEGRNAIIAG R R, X DA R 42 5 . fildn.

ENV MY_VERSION 1.3
RUN apt-get install -y mypackage=$MY_VERSION

FEBER X 2 R 52K AT

ik
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EXPOSE

Al Docker & RN IZ A oy W S — /AR T BT g e i H . SR ME B ETE H
TR (20 4475) SAEST docker run dr &4t -P 28300 1 & AR K
EXPOSE 74 A B H-AS S % 45 A5 953 UM i 2% o

FROM
B8 Dockerfile ff FIFUA MBS BEEIHRA BHIT TFRABHR 2 b, EMBHRIL “5
B Fr%” (IMAGE:TAG) MUKEXF R (ffil4n debian:wheezy), ANREMEFR%E, A2 5k bE
WA (latest), (HIIRIVEIUR—E BAIRE X B AT FrElA, LI e
AT NS, FROM 44454 Dockerfile 4 — 45454,

MAINTAINER
AR P B U E IR EN T # . AT LLE f docker inspect -f
{{.Author}} IMAGE XA~y 4 R AEFILMG . XHEA M H F T 1% Bg 4e & nik 4
i) E v

ONBUILD
T8 M BeR B FE 7 — AR AR R R S P TRUHR A o R ACEE — 2o SR
THARMIEAE, X RARSAEFE AR (G, AR N—4 kM B e & filH
K, HAEPS TR RRAR(EHE) .,

RUN
ERZBFNPITHERNRS , FHHEERRATF Tk,

USER
B B AR AT JG 4521 RUN, CMD B ENTRYPOINT #5447 BT A P (P &5 UID) ., ik
R, UID fEEHUZ s bR s mA, HH 0 eTRE: 2 BCE A R UID, S8k &
BRI 755 2

VOLUME
Fe o BRGNS B . nRiZ S H R CARERR P, BL M wmEEsh
b, EEtSHERIEEA S, R T 2S5, BamS R 2 N Bl s,
TP AR e 2R % B, R REFE Dockerfile 45 i St K £ (6 D EHLA
Ko BEMREESN 457,

WORKDIR

Al J5 4509 RUN, CMD, ENTRYPOINT. ADD m COPY #5418 THEH T, X440 ik
M, R AR, 2 BV S WORKDIR fiFfT

4.3 {Ex=mS5RHEE

[RIZIRIEAE—A 7 ds iz tT Web 5545 . PRANAIEESP FABEDIIRIENE? &5 iliad -p & -P
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BRI “RAR” Ui XA A BERS A L HLAYR 1AL R B s B filn.

$ docker run -d -p 8000:80 nginx
af9038e18360002ef3f3658f16094dadd4928c4b3e88e347c9a746b131db5444
$ curl localhost:8000

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

HAfy -p 8000:80 25k Docker i FHLAY 8000 Ui H 4% & B 4519 80 Ui H . 8¢, I
PMEH -P 35k & 1f Docker H A #—A> AL LA A H . GilZn.

$ ID=$(docker run -d -P nginx)

$ docker port $ID 80

0.0.0.0:32771

$ curl localhost:32771

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

-P BTN TR R P T2 S TR BRI 28 1 oy ik, AR LA 285 RN A AR
TG, X RE S T X I AR SE{H ] docker  port iy &>k Hi B Docker 57
e i

4.4 HEEEX

Docker V4 (link) & R —FHL LS BAREE AR R B, 2416 Docker 2R
INAIIE R BL RN, 2% 2% 7 (R385 658 iF Docker BN SR Z%, X Bk B BV T E
WX EeiE A,

Docker X FEX WAL 3

R Docker FA (FTRER: 1.9 BLAG) ., 7588 ILIRASTH 5 2ok h
“RATRS BB, MATR EEAS”. AR, EEATE AT LA
B S, ARBBIITEHIEA B IS 0L T RARE R & T 1,

AR TR L AR R AR SR e, B 11.4 5,

HEENI R IEIL A2 8  B T docker run ay A& A --1ink CONTAINER:ALIAS Zx%f , Hid
CONTAINER J& HFRZ & A FR °, 1M ALTIAS (BI14%) & F 25 &8 FHRARIE B ARZ 43 1) — /A% i
R,

i Fl Docker FUERE AT B AR &3 19 51250 ID &R I3 £ 25 25 /Y Jetc/hosts, TLIFFE A 4%

IR 3: fEXMBOUELT, RICHERNARRABFES, MASERIN—THRALESE (BhEkM
TUESLEEI—T7)
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I A FRERE B bR s

JE4h, Docker BS{ELERaNIKE ~RIINWIAE LR, HIUEATEHMES HirE el
15, Blan, BOXFA16IH#—/ Redis a5 HiERTE
$ docker run -d --name myredis redis
c9148dee046a6fefac48806cd8ecOce85492b71f25e97aae%9a1a75027b1c8423
$ docker run --link myredis:redis debian env
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
HOSTNAME=f015d58d53b5
REDIS_PORT=tcp://172.17.0.22:6379
REDIS_PORT_6379_TCP=tcp://172.17.0.22:6379
REDIS_PORT_6379_TCP_ADDR=172.17.0.22
REDIS_PORT_6379_TCP_PORT=6379
REDIS_PORT_6379_TCP_PROTO=tcp
REDIS_NAME=/distracted_rosalind/redis
REDIS_ENV_REDIS_VERSION=3.0.3
REDIS_ENV_REDIS_DOWNLOAD_URL=http://download.redis.io/releases/redis-3.0.3.tar.gz
REDIS_ENV_REDIS_DOWNLOAD_SHA1=0e2d7707327986ae652df717059354b358b83358
HOME=/root

ALAFEF, Docker 5 | —2ELL REDIS_PORT S Rij S PRI 5, BN TEL & anfil i 2 3 %
afIfEE. Ko LRNEBBEERUTALEL R, FAENWERAFRSAELHN
o E\'r‘é‘ilmtt, B B EA 1 R — RSO ie s R A H

Docker i3 A T BAR #e IFREEAS 5, JETEBATIAY & R 1 N _k REDIS_ENV, AKX Al

PATUARAE L AR AR RS AS SR AL (5 8., f5lan APL 4 R st s, b
LREREINER T,

BINER T, Tieaes 2 d e 7B R0ER, LI EMEE. A fAEpikm

AIEFE R RENS e, FILAE S5 Docker SFdt BRI N E - -icc=false 1 --iptables ix

BN SH5, YA ey Z RIS TR, Docker {f &% B iptables BN LE &% AT LAAE £ 75 B

ShFF (exposed) Wyvim O b 7idlE,

R E, Docker FEIEIIRE B AIIAA —LeR B 24k, HAF R R Wik & i R iE
RERAN, BAREBERA GBS ZENIZDRE TIE, 15 AR BFR A SR T, i%%x
SEH, B, BERAESUHET RS ZRRS), XEWERAEREA TR

EE2ARFSDLRNELR, HSEE 115,

45 FABESHHESSETENE

ARG H R E 21— T Docker WI%IESE:, eR—AHZ', HIEA)E T 2% UFS fI—E8%
(B 3.3 510 “Biff. BERAMEAXXMRSR”), BHRAAETYL Eigr 2 #4 (bind mount)
FIRBA— B B (WA “9EE”).

B = AR TS BT AR S AL, NRE B EI Z R 2 SRR B,

4 AR EPE, AU Eessct:, oA SR G a A —A 30,
H5: OK, WafDABLREFAY, XERIRELLL.
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Bk, WLATERAT Docker i, @it -v BTk B — A5G .

$ docker run -it --name container-test -h CONTAINER -v /data debian /bin/bash
root@CONTAINER: /# 1s /data
root@CONTAINER: /#

AE, e /data B A T — 0P, B A /data H Ferh AU BTA S0 E
FIBARAEN . AT UAE WL EFTTF— 50 shell, it 04T docker inspect fy4-, HeH!
s AL R SEhR A E

$ docker inspect -f {{.Mounts}} container-test
[{5cad... /mnt/sdal/var/lib/docker/volumes/5cad.../_data /data local true}]

XA, ey /data/ B2 — 38 A EHLA /var/lib/docker/volumes/Scad- -/
data B lViEEE, 7’9711#&%1_*)5“, FATATCAE WL B In—A S 24 B % ©

$ sudo touch /var/lib/docker/volumes/5cad.../_data/test-file
PRIAZ AT LIS A E R S P BRI E

$ root@CONTAINER:/# 1s /data
test-file

B RAR AN S —Fh 5 2 1 78 Dockerfile 7188 ] VOLUME $54>

FROM debian:wheezy
VOLUME /data

XA 54T docker run IR -v /data ZEHVBCRAAIEIHY o

1€ Dockerfile F1i& B #REIR

R % BARARARE B R B BIEAIR BRI C TR H, XA EER— LB ABIERRE
S AR B0k 3B, ST BRBRAFOIRIE, A — S0 M 2 &, AEL A& Dockerfile
P VOLUME 45 & Z B 69 FT A 48 & R T WL 3t % 3 3B B TS %, Plde, TE Y
Dockerfile I~47 A0 P 6920 R

FROM debian:wheezy

RUN useradd foo

VOLUME /data

RUN touch /data/x
RUN chown -R foo:foo /data

AR AN A 2 touch fo chown 4 4~ A B 1% 09 A A48 L AT, 1258 FR L, ©MNAAL—

MRARCERREG I B 5 Wéﬁiié%%,t&ﬁ% (FwitAik & A 42 %), a4
GR)G, ENEALLBMIE, REIEHLSTHFELE L,

IE 6: AR URIEHERELRE Docker IR%5, RFEEICEE SSH B TR IER THL, AREIETR TN EfTixA
4o ARPRIEME ] Docker Machine (R 4nfRagiliid Docker THA48% % Docker fU1E ), #RtL Al LAtk
1T docker-machine ssh default %A Z 50




T & % Dockerfile 1) &t 4% % 2| KAV 2 69 RE .

FROM debian:wheezy

RUN useradd foo

RUN mkdir /data && touch /data/x
RUN chown -R foo:foo /data
VOLUME /data

YA FEAVBIE R B S —ANE BIAE, Docker 2F2AR/NEAE K B F A 6997 A AR
BRARBEE, 2R HREEEA T IE TR L, LRI AE A H
BEBT (XA THEIMLIHHRZINEE).,

e Ry FELERE, R A RINIE AT RE LGB IRAC A A, FLHEEE
i 4# | CMD 3% ENTRYPOINT 354, AR BAIZE, VAIRTH K65 XMk,

B =R ¥ docker run dy A -v R IETYIE, (EBIRENS B AT WK RS 6
EWIFEHLE T, A4 k5K 2k -v HOST_DIR:CONTAINER_DIR ( H:rh HOST_DIR 4 §: 4L H %,
CONTAINER_DIR % &% H %), 1fii Dockerfile JFAS I HRpiX A (IR A iX A& A rl BB HERY, 1 HL
WEERERNR), XA AT T

$ docker run -v /home/adrian/data:/data debian 1ls /data

XAl FH E ML) /home/adrian/data H s B 2 g3 1Y /data H ok, &3 HEWS (A /home/
adrian/data H s # BB PAEA SO, AR AR ELH /data Bk, BIINERS IS
Frbask. SHERTRLA A AE, XIRIEA S NEGRE RIRIEAEE, mEth Ay
Docker Ml (#Ayifis, BAgdas &3] —A H g e Hkiig, A4 docker rm -v
AT MR .

BEEH

{8 ARG R BIFE B EHLE S (B T -v HOST_DIR:CONTAINER_DIR iX /™
1ER), XML — PR oD 4F 2 £ 8 (Bind Mounting) . XMk £ 04

A NRIR, BAMNEAR LS, BrASdREE SIS EHERN, AR &IZHE
FHom A B AR ER, AR T3 Docker HEIIIHK T,

451 HZLHHRE

AR T EAE NN — RS AP a7 LRI, -v HOST_DIR: CONTAINER_DIR {572
AR, (BB A2 — ol B, BT HER B RAFAE DL |, AREHE
CAHERE A S A TECE

T — B A I 3k B Y 07 i A, f£1E 1T docker run iy &, & A --volumes-from
CONTAINER Z:4%, fil4n, FAT1ATLAGIRE — MBI ar, IRERERS U IRl Z TR R Bl 2 &%
M sdets, (BOxAE:

TE7: HeAmIE, BRIXSE R AR RS,
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$ docker run -it -h NEWCONTAINER --volumes-from container-test debian /bin/bash

root@NEWCONTAINER: /# 1ls /data

test-file

root@NEWCONTAINER: /#
TWEERENE, 56X AERS (FENIARIEF4, 52 container-test) JLitIE
fEizfr 54, WA WaAEREEH, RERDEEE MRS SEXK, BaBmASs
PR

452 HFEH=HE
— A R O KR R S, XA SN — B iite 5 H Ao = 5dE . XF5
PR AT, it T AU e Az, EdEE rTUMRE 5 ifid - -volumes-from
A BTN,
Bilgn, FATATEAHLL T4, 4 PostgreSQL Kt e Bl — M Edia 78 4% -

$ docker run --name dbdata postgres echo "Data-only container for postgres"
XA AR AN postgres FifR Gl — /N7 Ay, I HANAIL B G H i LT G 8HE S, HEh
£7 echo fir AR, ° FATEA BELLBIRA & — EHiBfT, XA A SR TR,
BAEAE R LAH L - -volumes-from 224 , (i HAth 725 8- REMS(E HIX B . filan:

$ docker run -d --volumes-from dbdata --name dbl postgres

HIR R BRRIRR

M, O R % % A L S R busybox B scratch X il /NI BES .
R UG 5 B (8 0 5 — RRRYBE IR BI T, Bil4n, 4 PostgreSQL %5 #ia % €l
HBARZA ST, N postares BEffok i,

(EAFFER SR A S S AR R], BoAMREE L8 TRl 7 HIME
BARMER TR . XA LEBE R A LS A a LR R A s, Il
PRACPR 15 B IE B

TR EES

Kot A S AR LT S I e i B «

o B docker rm -v Gr AL, &R

« docker run A PATINAHTA - -rm LT

VAR

o HATEA R 5ROk

o ZEEEERA YR E YA (BIBEA R -v HOST_DIR: CONTAINER_DIR jf %)

{8 X HLATLME HMEIRESLRLR a4, {HIZ1T docker ps -a [IfE, echo dy &M% 5 B4 B) T12ME
AR SHIER . B—FTIkRERAA 2 R824 & docker create fir 4R HLX docker run,

A
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ERT, BRAEEKiEiTa R AR ICEL EILA, & WIEk1RA T RELE Docker HYZ% H K
TRE YGRS RIS E R, i ARMESEE BAIRIK . Docker IEFEF & —A %A
volume HIMEAAT 4, R AVFIRIENHBIERGIFILT, MEIELETIIH, Q. 4
AL MERARIE, FiHX—DhRERIRE 1.9 BRAHER, A5 AR R 1% 2 & A

4.6 DockergHmd

AT OUER X H H D Docker Ar A TEIE AT 43 (B AFNE 77 SCRAHELES &), AT
RUHEFTA ar 4. BT Docker IEiRGE & EAIAW A 1L, Andds BHA Gy & Bl ie & 115
B, 157 Docker Wi ERYE 5 3CkS (http:/docs.docker.com) . iX BAZ BHIFITELNN 23
FAm AR FNIET: (docker run B4R, BRIk, FRATCAEBINEIITEIIGEE, &%
AR A ZIE L --help 2T, 3@ it {# ] docker help fir4>,

Docker % /REYHEIR

TER 2K Unix fir& 41 LHEA, (REKBURZIETATES T, Filan s
U -1, XSRS E 2, E 2R, Docker #LiX LT A
A RAGEI, M5 RZERTFA AR, Bl S Rt A I A0 R M
(BN ERERIHESZ -f=true F -f BYHZL) . SO0, ETHIZK AL ATHEA true B
false GXMERHFHEEEMRER) . AETEINMEA false FET, H-FEIA
{80 true AOIETH, AIREZER T2 T true 48, (FH T HETHEFIRZAS
e, SEETHEEII% E K rue—28— MBI true (ETFIR (A R A 2% B
{Hs SR erlE, MR Bt FH B RRI% B AL false ({541 -f=false),
B — AR TR BN E A true IB 2 false, AJLAZR[i% A4 1Y docker help,
il :

$ docker logs --help

-f, --follow=false PRIE H B
--help=false FI ARG
-t, --timestamps=false G iitiA#k

WLER], -f. --help LK -t EIEBZERINY false,
TR FJLA KT docker run fir 4 i BRINA true /Y - -sig-proxy IS FR
Bl PE—REHLIX TR AY 5 it B AR B 1 B false, 5140
$ docker run --sig-proxy=false ...
LT BT A fir 2 BCR AR :

$ docker run --sig-proxy=true ...
$ docker run --sig-proxy ...
$ docker run ...

FIETNERINA false, 40 --read-only, LA FarA-fHi%E ) true:

$ docker run --read-only=true
$ docker run --read-only
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PAT A SRR AEZIET, SCIBAT BB false, BORAANR
FUE A "Rk BH°, S8 HETh (40 docker ps
--help=false FEIEH TIF, (EAZATEIRIIER).

4.6.1 runfp?

AICELERT docker run iy AR lE; JBEhFasi SRS e, FHit, Beic
A b E IR A, RERFHET 2S5, bﬁﬁ:ﬁiﬁﬁﬁﬂ%}jﬁaﬁ%ﬁﬁtiﬁﬂ’mt &
i Dockerfile %X & . BLEBEM, LLKi%E 2 ee W FRFNTE

AT il S A i R, DARERIEE A S R,

-a, --attach
A E BB R (4n STOOUT 2 28 ) 2 5 % im, #7 AR4EE, WIEKIAE % stdout 1
stderr, FHARAASE, TABLIEG (1) 32, W] stdin th A MEmRLs,
BLIEIE -d TSI

-d, --detach
(R EAE i BT islT. AGSfElaGistr, M4k BI{EE7 &0 1D,

-1, --interactive
1%% stdin 4T (RIfEE3A bR ELm ), —ikS5 -t RER, MR E

et

$ docker run -it debian /bin/bash
root@bd0f26f928bb: /# 1s

ARG

--restart
fid & Docker EﬁA‘l’%%T%”iﬁﬁ%‘ﬁ}ﬁiﬁ ERHIAL ., 280 no BB E RIEA S
AR A always fEAERIIRER T4, BE5EEH B8N on-failure (X
MEERARETA 0 WA S ERE , FHATLGBI— RS, fresilE R
Mok, #i B Rk Eok S EE (nREaHRE, Ast—E®=L), 6il4n, docker run
--restart on-failure:10 postgres } 53l postgres 725 8%, 12418 H{E A4 0 FymH i,
SZHE BRZ 101k,

--rm
R A SIMERZE S . ARES -d I EIIEH] .

-t, --tty

Sl — A% (pseudo-TTY), BH 5 -1 RIFEH, HHkEZIKRERER.

1 9: WP AR G A F T AR T S EO%E TR N B A S WAk S R i . — % HE
10 At -a % --attach 24, —FH
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DA eI 0 P 150 B 25 4 AR AR
-e, --env
BB AN R . filn.

$ docker run -e varil=val -e var2="val 2" debian env
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
HOSTNAME=b15f833d65d8

varl=val

var2=val 2

HOME=/root

b, --env-file I A[ LA S E AIREE AR &,
-h, --hostname NAME
BE L ZEM unix EHLA S NAME, {40 .

$ docker run -h "myhost" debian hostname
myhost

--name NAME
0 NAME 1 B G B2 FR. LA, Hofls Docker fiv & {8 nT LA FHIZ PR RFRIFX A 20 8% o
DA TV P A T i r i B (BRI 4.5 711).
-v, --volume
RAETAT LR B B AR (Bl &R — A s b ry S s B %, Sibnld TEHLAYSC
RS, MAEA &R A X RGN —E ), AWM ST B, H—E

APUHFER S PRI E K, Docker 2 HAiTIEE — N LRI HRE Z90E. 5 —FEX
B THRE S Hox, g B HoRgPER EHLE 5.

--volumes-from
EREfsemaianiist, &F A TEERS (4527,

AR EIE ML IERBA ., LT 22 HEIRNLNEAmA

- -expose
15 Dockerfile 1) EXPOSE H54 THE—H . 15225 #4209 1 s L, IR &5
i . RA5 -P S HFEIRHER, DARIEERERA &GN, AHHIEE XL,

--link
AL SR E A AERI NI E L . TEE S 4.4 7,

-p, --publish
“RAT AEmE, (EEVLEETIRE. BEAERE N H, WISBENL B A s
H, w3t docker port iy A A A4y Bl T W/ o 38 T AR E i H A 75 A LAIWIEA
LAE I
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-P, --publish-all
“RATT BrA CARE AT (exposed) HUZE#edm I, EHLRRTIF EA1. B2 & im H
gt o — A BEALB L i . docker port i A AT LA IR AR Fri H 2 B MG 56 2
AR AR T B S BB ThRE, BA JLAGEM AT a] . HIEEE, XLk mih g Lk

BURVRATBERAA — & TR, UL A BERITE Docker Hanfal st8l, &k TR E L2144, 1652
B 11 %=,

docker run fiy A8 EHLAG IR £ % I50H e f il 25 g AR Be MR o 55 13 B W IRAHRY T 22,
TR AYETN 2 B 3 % Dockerfile VX E,

--entrypoint

BT E AR BMIA L (entrypoint), 735 E{7 Dockerfile H1[1) ENTRYPOINT 454>,

-u, --user

BB A st AT I 7, sTEALUH P 480 UID $57E . BT 4 7 3% Dockerfile H
HYJ USER $54,

-w, --workdir

BRI B ARSI TAER T, kT4 %% Dockerfile [ WORKDIR $54

462 BREE
fERas Ay A, BT docker run fiy4-4h, LAY docker iy 4 HUREH T HIA &%
docker attach [OPTIONS] CONTAINER

attach fr 4 RV H P AR RGN LR, S5 edirRn, fin.

$ ID=$(docker run -d debian sh -c "while true; do echo 'tick'; sleep 1; done;")
$ docker attach $ID

tick

tick

tick

tick

X, APRURE R CTRL-C Hhlrdr A rUiE, ANMEERESEER, a8 RN,
docker create

Mg Gl R e, HA)EEE, 5 docker run K4 Z44H[R . docker start diy4 W]
VIR JBsh 78 4%

docker cp

ERFFEN Z R EHIScrfn E 3%,

docker exec

fEF wHsiT— A4 AT THAT4E TR, SO ssH AR A% &%

ik
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fil4n .

$ ID=$(docker run -d debian sh -c "while true; do sleep 1; done;")
$ docker exec $ID echo "Hello"

Hello

$ docker exec -it $ID /bin/bash

root@5c6c32041d68: /# 1s

bin dev home 1ib64 mnt proc run selinux sys usr

boot etc 1ib media opt root sbin srv tmp var
root@5c6c32041d68: /# exit
exit

docker kill
RixfEohaahrEdEE (PID 1), BRIk X SICKILL {55, X f S8R 4 BB
e B, RIEWMESRILLA -s I E, a4 SR EIE S ID,
4 .

$ ID=$(docker run -d debian bash -c \

"trap 'echo caught' SIGTRAP; while true; do sleep 1; done;")
$ docker kill -s SIGTRAP $ID
e33da73c275b56e734a4bbbefcOb41f6ba84967d09bad8314edd860ebd2dag86c
$ docker logs $ID
caught
$ docker kill $ID
e33da73c275b56e734a4bbbefcOb41f6ba84967d09ba08314edd860ebd2dag86c

docker pause

PERGNITA TR, ERASERESCT el EEAES, Fi ek
TIEH A R SIS B 7 . UERE R I docker unpause fiy4> ), docker pause [1JiE
EFI ] Linux fJ cgroup freezer BhfigsLBl, X/ 44 5 docker stop An[F], docker stop
SP A R L, FEHEREREE Y, belgassl,

docker restart

EH R — AR LN Fdr. KRB TEX A 48 P47 docker stop, #R 51T docker
start, -t RS, BIRE AR, B2 889 SIGTERM {5 5 /45l Z i,
k72 A £ /DI

docker rm

MR — A% 6 IR EAMER BRI 2 65 AR ID, BOAEULT, docker rm Ay
SR B S, -f 2ECTURDERMERZ iz, i -v 28 MER 78 el
g (REENARIERER, SUEMEMASREN).

i, ZEMERAA CAE IR & .

$ docker rm $(docker ps -aq)
b734e94253b3
e33da73c275b
f47074b60757
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docker start

A — A A eI, LR ER R SR HE S, 80Ua8)H docker
create G {HNK BB

docker stop

Bk (EAHER) —AREAN AR, AT docker stop J5, '‘BATIRERFEAE
“EABHT, -t A—AELER R, BiEE R, RS SIGTERM [F5 Rim 2
A, LEEEA L /DR .

docker unpause

H 2SR #% docker pause A A BRI

NERTE

AR PRIEZEZE S — A Docker 7 a%, TLIRA AU HNRZ), dAlid
{ /| docker attach, Z{RIXELL CTRL-C Wi}y, ZesmAsmEBHEL, 1H
AR CTRL-P CTRL-Q WUIE, BRWTLAMAE & 8, MASIE LA S

ANTERBERA TTY R BN T A AR (RBERT -1 f1 -t
iiibi)o

4.6.3 Docker{z B2
T RFar A AT LASREUE 245 3¢ Docker R3EFN{E H 5 1915 8.,
docker info

FTEN Docker RGEFNEHLIN & FE B,
docker help

AT S VEAZSE, ATEIA SRIZ A SR E R A B (5 B M4 Tistrar St
fEfl --help 224,

docker version

FTEN Docker & FimAiR &5 AR, LA K S iRt FHIYY Go filiAs

4.6.4 BEHEER
PA T i & 4R B8 2 A Ses b Je U5 IR &3 5 6
docker diff
FLE R a BT A BE(R . WoRAw SRS RGN AR, Filan:
$ ID=$(docker run -d debian touch /NEW-FILE)

$ docker diff $ID
A /NEW-FILE
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docker events
FTENSE bR SR S, A Cul-C B, 8k THEE 215 8., 1H2 % 10 %,
docker inspect

EA S EBRIEAZE, RICENAEAE R, XEFEEOE Mo ERS B, KMk
BEUREARBIMAHEE o ZAOGAEZ -f 24, AR/ Go Bitk, it
SR TR SR HEAN S Bt 8

docker logs

WA “RET, ikl v 2k B %5 4%t Y STDERR 2 STDOUT (YNZ . LA K
Docker HEILFIIEE, HZMEE 10 &,

docker port

e EE DS, A e ARG R 8w DR 2 A B 1 2% 28 PN H R,
& F 347 docker run -P <image> fir4 2 & & O Beius O,

{54

$ ID=$(docker run -P -d redis)
$ docker port $ID

6379/tcp -> 0.0.0.0:32768

$ docker port $ID 6379
0.0.0.0:32768

$ docker port $ID 6379/tcp
0.0.0.0:32768

docker ps

AT YR AR E R, Flanafk, IDARE, XMm4LHFREZARSH,
HApEREME -a 25, B LU AE A#ER, MA NGRS TH IR
wo A -a 8, B/ GA HIREIRSR ID, W FHEH A dr 4 4 docker rm
AT A .,

docker top

EAGEASE, REZEFESNETHERNGER. Shhl, XN a4 EEN s
7 UNIX 1 ps fir %, SRIGHIEA & LIS RSE DR, XA~ 2452 5 ps i S AR Z
o, BN -ef (HIEHEE, PID FESHHBLERHE),

fil%n .

$ ID=$(docker run -d redis)

$ docker top $ID

uiD PID PPID C STIME TTY TIME CMD

999 9243 1836 0 15:44 ? 00:00:00 redis-server *:6379
$ ps -f -u 999

UID PID PPID C STIME TTY TIME CMD

999 9243 1836 0 15:44 ? 00:00:00 redis-server *:6379
$ docker top $ID -axZ

LABEL PID TTY STAT TIME COMMAND

docker-default 9243 ? Ssl 0:00 redis-server *:6379
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46.5 EREE
T4 TSR 0 G Fnab B
docker build

M Dockerfile B 8%, T HEHX A WEER, =0 3.3 f14.2 1,

W

docker commit

MFEE 7 & G BE R, 2K docker commit £ G BE(RIN R A M, {H 1T docker
build fyrf A ML, Rk — Ml Tid A LR RS . BIAMER T, waErEal
AR AT S ' S, (XA T AL --pause=false T2k 11, X A~dr 4445 -a
-n SRR E TTEHE .
fil%n .

$ ID=$(docker run -d redis touch /new-file)

$ docker commit -a "Joe Bloggs" -m "Comment" $ID commit:test

ac479108b0fa9a02a7fb290a22dacd5e20c867ec512d6813ed42e3517711a0cf
$ docker images commit

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
commit test ac479108bofa About a minute ago 111 MB

$ docker run commit:test ls /new-file

/new-file

docker export

W e RGP N tar ARSIR T, R4 3] STOOUT, A= By I A4 mT LA
Wit docker import S A, HEE, BRASH RS (EMICEWE, anmdis .
CMD F1 ENTRYPOINT fil B E R, Bob, BIREMASEEESTH AR . R LR X
A4 5 docker save {EXfLL,

docker history

B A BHR R A B

docker 1images

FIHFr A A B, BREEAR, ARELARUKGERI/NEEE . BN T, PREE
% OHT el L —BREG) A&, VIRTUAL SIZE @B e T HrTA 5% &
MLER/DN, TR BT UL S A B G, & e i BER AR NIRRT A
REME B T SC PR AT CE I DL, BRSO, AnRBER A 2 hr%, AR S EE I,
PRATEAIE I FBR ID Sy BEA IRV BER . XA & REMS L2 8, LR —E)
& -q, Bl IR EEG D, J5EHER M4 40 docker rmi (A

fil4n .
$ docker images | head -4
REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
identidock_identidock  latest 9fc66b46a2e6 26 hours ago 839.8 MB
redis latest 868be653dea3 6 days ago 110.8 MB

containersol/pres-base latest 13919d434c95 2 weeks ago 401.8 MB




AR A # ik B A0EER  (dangling image) "', ATUMEMHLL T4

$ docker rmi $(docker images -q -f dangling=true)
Deleted: a9979d5ace9af55a562b8436ba66a1538357bc2e0e43765b406f2cf0388fe062

docker import

MG ARG ARSI GBS, VRS TLAH docker export j7AE, JARYRILA
Wt e R URL F7 2, s il SIINJE A (EH “-7 2%0) ., AR E{E
OB R ID  FTLLH I R I B RIbR 2 A FR A B R B bR . BB,
I import AN EE R REH 8RB E, HSREFAR Docker BLEE R, W
TE A FT I FUAD CMD 454 IIME . PRATLLKHX AN v 45 docker load FHELAR,

TER B RS S HE AR 3, BB R RS A A

$ docker export 35d171091d78 | docker import - flatten:test
5a9bc529af25e2cf6411c6d87442e0805c066b96e561fbd1935122f988086009

$ docker history flatten:test
IMAGE CREATED CREATED BY SIZE COMMENT

981804b0c2b2 59 seconds ago 317.7 MB Imported from -

docker load

InB A, EEELL ar HESTITER STOIN A, B E AT AR & BRARE . 5
docker import Afa], 1ZEE(GAEWE 7 HROCHE I, &I IIALSCE AT L@ i docker
save (I, X {5 save 1 load BERL A A AEAR 55 & AN T 00 K Be g A& tr i 5 % #H
1572 W, docker save,

docker rmi

MRt — A8 2 A Bit% . BRATLLH ID 8ot bR 4Rk 5 Aok e, i
E T EEARR, HEARMIRE A, IB2bRE SN latest, ZEMERGFAETZAE
PRI, RSN D 4RERR, HEBMER -f 24, i RSB ES BT

docker save

fEARE W BAR st A A7 B tar VA4S, it 2] SToOUT (AnZE5 A S, wTLAREH -o
W) . Bl ATLAH ID 2 repository:tag B AR E . Wk R4qE T BELK, i%
BER I A SRR S EAASAR, AR latest FrZEAIBEMR . 5 docker
load ZE A, ATLAFIR - R siAs 1 5il% .

fil4n .

$ docker save -o /tmp/redis.tar redis:latest

$ docker rmi redis:latest

Untagged: redis:latest

Deleted: 868be653dea3ff6082b043cOf34b95bb180cc82ab14a18d9d6b8e27b7929762¢

{ 11: dangling image $51Y/& —LE L3 AL E G, e A w BG5S I, RO RIES
1 dangling pointer 8% dangling reference, docker (%4 Br3k BIYCHLEI, BB S —BHAFE,
IR RS0 PEETE
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$ docker load -i /tmp/redis.tar
$ docker images redis

REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
redis latest 013059144681 3 months ago
111 MB

docker tag

BBR S — A C AR AR, G TLLE I 1D Set AR g (A
RBFRE A, BINH latest ), WRBEA A AR AARZE, HBILA latest .

il4n .

$ docker tag faa2b75ce09a newname @

$ docker tag newname:latest amouat/newname @

$ docker tag newname:latest amouat/newname:newtag ©

$ docker tag newname:latest myregistry.com:5000/newname:newtag @

© 1 ID 74 faa2b75ce09a BRI INFE & 7 newname, RUAEEAHREIRZE £, FiLARE
BRIAH latest,

@ I newname:latest F5 {4 U5 NE| amouat/newname %, X — KM & H latest $r%5.
XA RIS AGE TR BHS 4% 2] Docker Hub, {fRi%H 24 amouat,

© 5 LA, BR TARZE AT latest, ikt newtag,

@ )% newname:latest Fi{% s INE myregistry.com/newname )%, F{#i F newtag /EHFRZ
XA 2RI OE TR BAR HEX 27T http:/myregistry.com:5000 FI 2517 AR 55 2%

4.6.6 ERFFRSH

LA TRy 4 5 645 Docker Hub FENII T F RS d5H 5, BEBNE, Docker {2
FEUFRAF VR =E B e 1Y .dockercfg S

docker login
{ER BRI A AR S5 a5 AT M BB ok . AR AARE M5 2%, WIR1EA Docker Hub, 41
RATE, BPRSERIREE MG R, R DUl S5 X s 5 B,
docker logout

M Docker AR 55 4 ER . AR AKAREMSS %%, WHERE A Docker Hub,

docker pull
MFFAR S 8 TR ER IR . ARG & B A kE, BIAA Docker Hub, #
BARMARE £, W TEARZ D latest IYBHE (AniZkrZE T ), it -a 2H AL
BOEP AR,

docker push

WBR RO R BT IS5 o5 . ARBLAHRERRE, WG AT A B S A F]
g5 &%, A BGERRILH latest FIBER .




#B

docker search

51|t Docker Hub bVCEHESRIARI AL G E, BREIZRAHRZ 25 S0, diE&AE T
PIMuAR AR R B AR Bl A A . 8%, FEMIG B s S A IR

4.7 B4

R —EAEERRARKER T AE RN — T4, fRUAE T ## AL Docker
A AR 2 4o (R385 0o VRAG & R B ANl Re i 2R BB I B e, A
TR Be—H B AL, W) TRk, R A S P —ER N A
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55— 34
Docker 5%k {4 & &5 B HF

aH

F—MO BT H GRS R IEAR RN, 5 59 #(EH Docker Ay, MIXHN
HPE 1~ Web HRRT, DAEEZRAND T % Docker, FAMTHFHBIAMTEF K. MIAFIE
PRI R B ] Docker 784y . X — R PR B — BN RS, WA RIEL TS
AnfalFl B FngntE 2 25 N 2 REE S = EB o 48

B AR, PRFEEH B AN Docker & A BT A B R, HRRELE H F R B 4t
i i Docker, 4 T e RBREE A B Docker FIIhRE, “#25% FH DevOps HYE 2R E IR,
FERlRfET Rt feh, BMSBEEA RS PRz T, XHEEMEE BT E 2
PRSI ZE T R 9 5

SBSRAE S T ET BT SRS R RS, Eg b s T ORI A& HIBA
AP A RIASE JE A P L FH IR B R B AR ST

7 e B A R AFR & AR R LA 2 A 4 B R R B — ek bR, AR, 2 as RER
EARHAFRS N, DIRIEEIEMFFLSE (continuous deployment) XFEIHEA,
BIRAMFE L AHAE— RN B IR EH A=,

7és. DevOps, (RS VAR FFEAFE (continuous delivery) FIUE S AR ES ECIR T PLigi fE 24
SRR, S P kAR, BRI DASE AR R TR AT & IR TIE v
EX2 N






BOE

EF & FADocker

BB BT R — A TR Web B FRRIT, XAMERIFREMS A E AN 34 AR al—ANME—[1)
B, 2T GitHub 11 Stack Overflow B 5% AR L5 A5 1% 2 Sk % i FH 7 (i FH 1Y identicons
A ', Tl PRE2FIF Python 1% 51 Flask Web HEZESm 53X )T, Tki£#% Python 1R 45X/
REIGRRES, BOABREH, mARTESE, BIERAE Python et A L, &
RS ERIHEERS Docker R H., WA EMFST Python fCRDAYLETG . > [FIAE, 1 Flask
R & e s H 5, Docker & FEREHATA R £, FHEENTHEETYE
2% Python & Flask,

FEREAT —BEROTF R BT, ATEeRiL s MBI T 0 T IRR, JHERE R T
et %,

51 iE “Hello World!”

B, AlE—A~HiRE “Hello World!” ) Web IR% . %2, S8l —/ %% identidock
(937 E A BB B e, 7EXAHRE, GIf—A 4% app U T-H R, Python ftA%
PR TI, 7 app B, GI&E—4~44 identidock.py HYSCf4::

$ tree identidock/

identidock/

— app
L— {dentidock.py

1 directory, 1 file

I 1: identicon & —FhHF H {5 BB SIE LR EG AR, —F&E

2 ARARSE T RS £ 55 Python 1 Flask iR, JHEITHAE Web R HINIE, 15254 Miguel Grinberg
51 (Flask Web JF% : £F Python ) Web b HIFF & S0i) —H5, (B i A RBBH HIR AR,
B 978-7-115-37399-1, —ZRHTE)
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P ARSI identidock.py :

from flask import Flask
app = Flask(__name__) @

@app.route('/') A
def hello_world():
return 'Hello World!\n'

if __name__ == '_ main__":
app.run(debug=True, host='0.0.0.0') @
LA 8 PR — X B AR,
O *f Flask #Ef7 004610, DARCHENT—/> B R F IR 42
A O/~ 548 ER URL AHOCHY route, 243X 4> URL W F iR, hello_world s {2y
BEIAH,
© 4A 1L Python ) Web %5 &%, ix BLffi /] 0.0.0.0 (ifiid[ localhost 5 127.0.0.1) {EA
HEEHRIZH, BOARNTFEIE I e A M N, NG A 7 8% ok oLk
HAb 7285 Ui B, Ar—A7HY UF BB OR ILAT U 16 24 SO AT R TS AT A S 4h
11, AR A S A — A KRB I —E8 5, IBAIX—fT A ST,
RS
A E [ IR AR RS 7] LA AE GitHub  (https:/github.com/using-docker/using_docker_
in_dev) FARH|, ix—FA A BER RS EAG X LY git ARZE

PEIRFT N, M5 H RSN AT RS A TS, an SR URiE 3 U i,
18 H GitHub FAYJEIDEE,

BWAEFEE -1 é, ARG LFFIAT B, FE identidock Hzx F, GIE —1%&4
Dockerfile FY3CH, FHEALLTHNE :

FROM python:3.4

RUN pip install Flask==0.10.1
WORKDIR /app
COPY app /app

CMD ["python", "identidock.py"]

XA~ Dockerfile {# T B 254 Python 3 Y Python ‘B A%, EEG 2 L, Ba®dE
Flask, FHEIAIPRADE Fl3E L, b 4y4 Haz 73k 11Y identidock fRAD,

B ARG
* % RATHIHAZIE S, 4o Python, Go #= Ruby, & M169E 7 & & ¥ AH % Nk VA
BRE ik, BT REIRAGER, I(RTREAZIATHEMFIE S —A,

%Pd%
ik
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slim

XA AT R RRA, VIR S TR faE, SIRAT AH
W E BB Y AR KON, IR IR S KA, 12 R AT E 2 R B AR MR
BAR T A T 98 @055, e AP TR A B RN Al

onbuild

X A4 A8 B Dockerfile #9 ONBUILD 45 4~, & A40 % & 43 B F 4k A XA onbuild
BRE CTHRBR PR, RSO IME R EIANTRGGIE, X e
PRAR KL FE 6 B ) R F B A% 69 FROM 45 A AT 09 BT 1E, Wil F ey F i s e XD 4
FHRARBATHFTH, LGRS T—HAEES REL, TALA P 2 A2
EHEF, mRikA, CMNAERE SRA, MAEHRRRBL, K—ETEIH
#1£ F onbuild Bit%, MIER F— R O REERTRE,

ARM G RRAAZL T P, 48R 6-— AR A Python 3 R ak%1%, mIET T —
AT AR,

BUAE, DA RS T3 IR R v T
$ cd identidock

$ docker build -t identidock .

$ docker run -d -p 5000:5000 identidock
0c75444e8f5f16dfe5aceb0aaed74cc33dfcO6f2d2fb6adb773ac51f20605aa4

EixH, A0 -d ETELS docker run, iL'BAEGE REIAER, HAREESR Web IR 5 5%
A, AT e AR, -p 5000:5000 24451 Docker, FRATZERIZEEEAY 5000 v (4% K
A FEHL Y 5000 v,

BUAEMR—T

$ curl localhost:5000
Hello World!

Docker Machine #9 IP 3t

40 H R 72 3 1L Docker Machine 2 iz 17 Docker 1916 (2 411 % {f H Mac 8¢
Windows [1J Docker I H. 58 3k % 35 Docker), R¥FJC % {8 FHl localhost 24
URL, [fij A& 4445 {# Fl Docker & #UHLAY IP #hl:, 3@ id Docker machine fJ ip
A AT LR B BRA HE XA P IR A ah ik, fil4n:

$ curl $(docker-machine ip default):5000
Hello World!

A (B Docker EAEAMIETT, I SR T LA 5 Localhost ikl
A TP Hbhik,
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FEHAF H, HEEA TEREA A B ERHE . AERRD G Vs, 347
WAFLEHOETGR, HFEERAS. 24, A HENERTE, RATTLEEE L
RS H %40 2 2 & (bind mount) FI7 a3 NAYIERED H %z b T A AR5 1k F I ER
Ewistri g (BAnRA G B JEisf T2 &, THilad docker ps $H{'ET ID),
ARG SRS Japp, FH BB — A

$ docker stop $(docker ps -1q)
0c75444e8f5f

$ docker rm $(docker ps -1q)
$ docker run -d -p 5000:5000 -v "$PWD"/app:/app identidock

-v "$PWD"/app:/app ZHHENL T /app Y app BB R AN, BREEA AT /app B
BINZ , 1 HAERSNE D TIRE (AR RAR XA, WalliiegdsEEdhn 2
W) B -v DAL IR, IEIXAEFrp, FATE AT H S HETIn L $PwD, MY
AL TR, B RESE s SR
WEEE
B an{R{d Ff docker run Y5, @3t -v HOST_DIR:CONTAINER_DIR Z:%ik$5
ERIEEERNENLE &, XA — By “gEi”, FAek
FHL BB (St SEash e (8octh) 482, X FREE
Vrenas i —2Eii8iE, RO A SR EH AR LRSI tEany, Aty
B A AL E SRrI g, 7R EE S TRIEE Rtk
HE, EHLEFE (HOST_DIR) 4§izfT Docker 5IHE[IHL AT, AnfRic i
$3 Docker IR HUTH, B LamimAyH RN LS00 B 2R IZg R, it
RIELE(E F B Docker machine #53& FU AR AL (A0 PRiE S Docker 1.
HLH R %4 Docker), Docker 23R ) home H & B AR, (EIRIIT
Rt BRER,

B UE— T HATHI A & U5 E TAE

$ curl localhost:5000
Hello World!

EATANNIA BRI B, SBR COPY A& Frids iy H Bt IR ES AR R, (HELAEX A
H AL TN gt BEBRR—A, WidFEABE R E SRR, R anst, BLERATT
DIAE ML 0% identidock.py, FEREST BB FI2E (L .

$ sed -i "' s/World/Docker/ app/identidock.py

$ curl localhost:5000
Hello Docker!

X H I sed T EXt identidock.py CHEM T — MMl R 2, AN ORAOMLES L% A &t
sed, BARIEARE, RATLAHEA—ASCAR G, B4 “World” Sk “Docker”,
WA, BTAVET —ADAHLARER T R IR, BT R R /R —— 45 Python % 4%
VIR, HAAIZRPEER O SETE Docker A8, 2R1M0, 15H —/> o8 () B i,
MAERTCIEAEATREE HE XA A, BFRFREE s TIEBINY Flask Web IR55 %,
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M EME A TH RIS, ELbRPITHR, BRIZCERIRME, MEAB% 42, R Docker [
—AREERET, TR RNE I Z RS, KR FANMREME X — .

4.7 &% virtualenv ?

do RAR & — NGB F F 69 Python 7 K A&, IR #t-A %X A & A virtualenv (https://
virtualenv.pypa.iofen/latest/) kI X &A1 8942 5 fm & 2 I3, *F T 1 % % A Python
%, virtualeny EANEFAAALE | CAATAEZAENLRAZFRETR Y
Python JA K Aepf & 6942 /5 B, — M5, '€ &I K Python 25 ¥ g A FERMA
&, ERELML G,

Sk MERE, CRERLARZ2ART, BAKMNCER T —ANEERR, o
RO I | TR virtualenv, IREARTUAALEARZSFHRC, 12¢RFRGITFRAKR
WA Z T, RAREEEE N LA AL S REE R R,

uWSGI (https://uwsgi-docs.readthedocs.org/en/latest/) #g&— A~ "I 37 BV Az 7= BR324 o AR
%%, 'BIBALAHRE (L Web iR 2% (540 nginx) A1, {1 uWSGI fidEERIAAY Flask
Web led5 %%, REMERAIAIZAZAET RIG, EHT&MMIAE, R %ah Dockerfile HAIF{T
B, AR & LI ] uWSGIL:

FROM python:3.4

RUN pip install Flask==0.10.1 uWSGI==2.0.8 @
WORKDIR /app
COPY app /app

CMD ["uwsgil", "--http", "0.0.0.0:9090", "--wsgi-file", "/app/identidock.py", \
"--callable", "app", "--stats", "0.0.0.0:9191"] @

O =1 uWSGI F| Python fl Y2512,

A Ol — A~ ia 47 uWSGI T i 4. X B34 UF uWSGI S 35— 4~ 1 WT 9090 % 111
HTTP k%5 #%, M /app/identidock.py iz 47 app b, ‘BB 7E 9191 b 0 J33h— A K
GiitikS @ . HRTA DA W LATEIZ 1T docker run dr A, BT L CMD TN,

ML MBIz e, BEAH AR
$ docker build -t identidock .

Successfully built 3133f91af597

$ docker run -d -p 9090:9090 -p 9191:9191 identidock
00d6fa65092cbd91a97b512334d8d4be624bf730fcb482d6e8aecc83b272f130
$ curl localhost:9090

Hello Docker!

ARELAEINAT docker logs K T2 4% ID, IBASFEH uWSGI I HEREE, XA AT LA
INFRAT I (B35 1T uWSGI k%5 25, Beoh, FATAZER uWSGI $i 5 — LG T4 ds, x Lk
W5 W UAE htp://localhost:9191 B H|, B TREFA S HELE AT HaT, IBBGE S H T
JEENERIN Web IR S5 &5 #Y Python FARD I A AT,
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BIRBLAENR S5 %5 rT LA AR, (B A —LeiE B RS, A& — T uWSGI Y H &,
RIS 5 WHiR B IELL root B 31817, Xt — N2 ILE LR ERR, Zfivel
SARE R 5, RTEAE Dockerfile 48 & M Tiz Tk 55 s i B0l HRbE R, 185
o A CHb RS B 20 2% W T e

FROM python:3.4

RUN groupadd -r uwsgi && useradd -r -g uwsgi uwsgi @
RUN pip install Flask==0.10.1 uWSGI==2.0.8

WORKDIR /app

COPY app /app

EXPOSE 9090 9191 @
USER uwsgi ©

CMD ["uwsgi", "--http", "0.0.0.0:9090", "--wsgi-file", "/app/identidock.py", \
"--callable", "app", "--stats", "0.0.0.0:9191"]

AU ILATHE A TR AT .

Q €172 wwsai F R P4, XA Unix REEI0H IS .
@ (i F EXPOSE +54 75 HA = HUFIH: 722 &% Al LA T [m] (13 11,
© U uwsgi P HATIX—fT 2 GIETA$e4 (B246 CMD Fi1 ENTRYPOINT),

BRMMAAARA

Linux AR E A1 UID A1 GID SR RBIH 2, g b AT D AL BR . K UID
1 GID W BIBRIRFT R R 1 R G P 22 AL EREY . IERChAnt, %t
{9 UID Fn-EAL_EAY UID R AHIRID, (AR 2 N G0 Fofn i PR &
ERERI ML XA MEERIRAL AR 2 LT R RS THREL . ARIEI S, fE%F
ar NI &8 9P BRI A A rTREAS —HFE. T HIAYEI 145 H T ARIRIAY SO,
(RERHIA & AN T -

$ 1s -1 test-file

STW-r--T-- 1 docker staff 0 Dec 28 18:26 test-file
$ docker run -it -v $(pwd)/test-file:/test-file

debian bash

root@e877f924ea27:/# 1s -1 test-file

-rw-r--r-- 1 1000 staff 0 Dec 28 18:26 test-file
root@e877f924ea27: /# useradd -r test-user
root@e877f924ea27: /# chown test-user test-file
root@e877f924ea27: /# 1s -1 [test-file

-rw-r--r-- 1 test-user staff 0 Dec 28 18:26 /test-file
root@e877f924ea27: /# exit

exit
docker@boot2docker:~$ 1s -1 test-file
-rW-T--T-- 1 999 staff @ Dec 28 18:26 test-file

5P —HA R B, ARSI P B

$ docker build -t identidock .
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$ docker run identidock whoami
uwsgi
HEE, RMCLIEFREH Web IR 25 2310 CMD 45442 whoant 4y 4, [fijiX /> fir 4
SR BB AR & Nis T Ptk
KiITi#igi% B USER
FEATAT Dockerfile Ht, 1% USER 1 22 4 # 2 RH AT (Hha[LAFE ENTRYPOINT
N, 3 CMD AR BB AT IR ) o AR VRS RERL, 78 2 i O HERR K 45 L root
= Bpiaft. HTASAENN UID 2=, Bank G F i AR a s, b
WEREZRTF FHLAY root AUFR,
H i IEAE A THEZR 23 1 root FH P E Zhei B EHL_E—A4 7 UID FH P TAE,
{HREAFNHE (Docker LA 1.8), XAFhREM RIS K,

KEFT, BUERSNIIG A EASTELL root B risf7 1o LEIRATFR A7, (HIX KA
T — Tl A2

$ docker run -d -P --pame port-test identidock

X kA TRE TN LB EBens A, A, FAMEH -P 2%, Docker &RfiHLILEE —LE
v, B R E A I B S AN A “exposed” HYUR H . {ERERS Uiln] 25 4%
HIARSS 21, F2iR)l6] Docker, ‘BREHLIESEAYu &4

$ docker port port-test

9090/tcp -> 0.0.0.0:32769
9191/tcp -> 0.0.0.0:32768

WLABER], B 9090 v I 5 LAY 32769 v 45, 1 9191 s HM 5 FHLAY 32768 ¥ 11 46
GE, DRIV il R O AR TR T (TR, (i DR AT REFIX AU —FE) .

$ curl localhost:32769
Hello Docker!

R, XM R TR CESNE TR, ARG, XHMATREA 4%, H
UIRFEIE G E EiBsfr 2 A a8 aite, 1k Docker | 2)5H w1 K 6 0 1,
R A CLERERMBLE S H SE 4R

W2, BAT AL DAL —A 5 A P IE AR B R Web i 5isiTesk 1. X —AEbrAyE
PR E, BAMREZARETFEIAR, A uWSGI Hh e TREREFNZARAT LT, (H XLl
A BN TR Python Web 55 8%, FAMEERNZEE LS/ TIRZ

AR, BUESEHA — AR FR 2 T — 20k TH, Glanidiliad, CARhBin
fJ Python Web flit 55 @& $& B A SE IR SN ACRS I ThRE. B ARTRATAT AR KRGS/ N R 385
FAEFEIRGE 2 MRS, LB ERAARRER, X SBAEAR RIS izt
TERBE RS2 e, BUARR UL T, JRATIE R A AL T KRS b I IR REA (6 FH AR [+

1 3. Docker 1.10 ELSZHLKE root B MG 2] EHL—/ESm o, HARERINT A, — T
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MBS, HRIEPTERZITIAEL, ER ISR LIEH G, o 7Sl —Bs, HATILL
T IR BN — A R ATIAS, e SEPR BT R URA R ZhRE .

£ Dockerfile [FfEl— Bz T, GIE—/~ %% cmd.sh PIEIA, FFBEALLTHNE:

#!/bin/bash
set -e

if [ "$ENV" = 'DEV' ]; then
echo "Running Development Server"
exec python "identidock.py"
else
echo "Running Production Server"
exec uwsgi --http 0.0.0.0:9090 --wsgi-file /app/identidock.py \
--callable app --stats 0.0.0.0:9191
fi
XA AR E CRLZA M IERE T, anik ENV AR R % e o DEV, B4 Bisf I Y Web
MRS %% EMIEEFAAT RS &%, ¢ Hh iy exec frd MU HMED TR G — ANt RE, LA
PR uwsgi FEREREASICEIFTA S5 (4N SIGTERM), A ACHERE T2

& R E X4 B4

T HERARN, FORFTE AP AE Dockerfile N, 1E AL, & MR AV
K, R B NAERL S B SO FIAR LU A . JEHE pip MRS &
W% E| requirements.txt CHF, 1 uWSGI FYELE N AT LARS R —A~ ini 3O,

T ORTFZEH B Dockerfile, i EREH _Eix AN IA

FROM python:3.4

RUN groupadd -r uwsgi && useradd -r -g uwsgi uwsgi
RUN pip install Flask==0.10.1 uWSGI==2.0.8

WORKDIR /app

COPY app /app

COPY cmd.sh / @

EXPOSE 9090 9191
USER uwsgi

CMD ["/cmd.sh"] @A
O fEMA R 7
A )\ CMD 1r4AME.
FEBRATZE XA IRA Z 87, B I Le s AT [H 75 2 (50, T 1A i A f 15
IEFMERENL BRI T A RS, RAEMERRNAERE, oG +7 R&isirix

A

fE4: BUEA—28 0, (il S, AR R M, TP EAE I (S8R L ok ik
RA L

A
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$ docker stop $(docker ps -q)
c4b3d240f187
9be42abaf902
78af7d12d3bb

$ docker rm $(docker ps -aq)
11988486390
c4b3d240f187
9be42abaf902
78af7d12d3bb

BAE T DA A X A IR I BER , SRR HEA TR -

$ chmod +x cmd.sh
$ docker build -t identidock .

$ docker run -e "ENV=DEV" -p 5000:5000 identidock
unning Development Server

*Running on http://0.0.0.0:5000/ (Press CTRL+C to quit)
*Restarting with stat

RAF. BUEHIRAMILL - "ENV=DEV" izfTHYTE, sife 3 — TP R MRS &5 S NIE2IRY 2
— AT AP ISR 55 4% .

&R S

RATRe S R, FEF R B BRINIY Python IR 45 2% TCiL & IRINEE R,
HEMRFEER LA AR EER RN, 22k, W el CAfEJF K B H
uWSGI, AR T EHIAEENIRE S, R AT LA — LA P2 IR oA
FLAE ) uWSGL ZhRE, 2 4n st Fgringk fRas

5.2 J@jidComposeLIl B zhik

e, BF SR AL AL, [FEE2 5% %5, Docker Compose (http://docs.docker.
com/compose/) B {EIHH 7. 384T Docker & EE, Ktk b, B H YAML R4
EAFIAZSIRE, TAFRERE HAS MEEA, DB T BT & MR J7 %/
A . BTN AR E R, FTLLVEAS ATRNTHSR K Z 4R, H S IRE R 4648 15
B, BERERIERTK T . Compose BH{EFA 1T B C4e H TS ntlen A, w4
Jash . &R SRS IR AR

AR VR Docker & i H Docker THF KL RHIIE, FRIIZC L% % T Compose, A%
A, 15+ B Docker Mul (http://docs.docker.com/compose/install/) RIFERdEIT2%E, F*IE
AFEHFTE R Compose A 1.4.0, (HFEARATAER SR EATIRE, BT 12 LUGH)
A L2 05,

G 1E identidock H FeH il —A~ 44 docker-compose.yml IS¢, FHBALL THZE:
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identidock: @
build: . @
ports: (3)
- "5000:5000"
environment: @
ENV: DEV
volumes: @
- ./app:/app

Q & ATHE RN AR, —A YAML Xt alLLE L £ A %8 (££ Compose AR
EHRFRAIRS ) o

@ ix B 1y build 3¢ # 7 45 iff Compose, XA a2l MarH % () W
Dockerfile ), FE/N 3 5 78 SLAAELFE—/> build & image JCfT, image JCHET MY
B, ERATREIERNEGIRES ID, 5 docker run fr &S KR,

© ports LAY T docker run iy AR -p 25k, FH T I AMTF G H . X BLIRAT
TR ERMY 5000 S H 2] =MLY 5000 55 H o 51 s D AT AARHE 1S, (HERAFEE X
Fef, A48 EG 56:56 X AME RIS, YAML S4B BT AL 60 42 K151k
T

@ environment JCHE T HH 2T docker run iy &Y -e 24, FRIXBE RS ®, h
TiafTHTIF &1 Flask Web JR55 &%, X BLIATHE ENV A5 5% B DEV

© volumes JH 7 HHY T docker run iy -v 2%, MTEEHKIEE. X B 5 Z A0k —
¥, ¥ app BB 4P # 0 AN w, DMELETAIRENS N M LB A,

A E L)X AT LLLE Compose [ YAML SCihi% &, @% BA1ELS docker run (Y%

A ——1E A,

ARILAEIZ4T docker -compose up, SX{RE 5 ZHiHhAT docker run fiy4y JLT—H—HERVEE R :

$ docker-compose up

Creating identidock_identidock_1...

Attaching to identidock_identidock_1

identidock_1 | Running Development Server
identidock_1 | * Running on http://0.0.0.0:5000/
identidock_1 | * Restarting with reloader

B A — A FHAT

$ curl localhost:5000
Hello Docker!

YRR FEiTEs, LA ctrl-c R{= 174 .

N E] uWSGI IR &5 %, T 1FEZEE & YAML (R f4J environment FiI ports {E, ®]
ULl it 458 A B docker-compose.yml 30, i L1 1A F= 3RS 68—/ 8H) YAML 3¢
i, FHFEAT docker-compose i il - f X% =l COMPOSE_FILE 315548 Ef5 .

{EH Composel) T{EfRTE

N Compose W M T 4. K ZEdr A #8A S AW, 1fi H. Docker A [AI4: 45
M4, AR ERAXER—T.




up
F‘zjjﬁ)?ﬁf /f. Compose X hFFE XIS, FHIECIMHEERILE —E, E¥E St
-d 2${# Compose £ /5 EB4T,
build

P % H Dockerfile EEAVBEG . BRAEBLR AL, G up fr & A SPATHIEAIE)
18, DT E R BRI x4

ps
REUH Compose EHEI 2 2% AR 45 B

run
B A, BT R A A . BOERIA S SR RS, BRAEM T --no
deps 24,

logs
L% H Compose EELIA S HE, HUAEAHIE.

stop
ke, (RSB EN.
rm
MBS 5 A2 R . AESICHE -v 2HORMER T i Docker & FE FIEE S .
— A3l 1Y TAERFELL docker-compose up -d fiy 4 & 30 bz A2 7 JT 4. docker -compose
Logs Fl ps A4 AT LAHIRISE R R FRYIRE, (L REFS B,

B f5, Yo fT docker-compose build AT HUEES, SR+ ST docker-compose up

-d EMJﬁliﬁ':F‘EI'JE%% {£E, Compose &R RKA %A HEEE, XEWRERD
HRBREHE, B EMEAMKIAER SN GXRATRESEBIRE, RN,
MR RS T Compose B9 YAML SCfF, (EATEMEF R, "TLLGHDT vp -d ZH{E
Compose LT EL B R A &% . AR AR B8 H1(2 1 Compose H-E QI FTIA A&, AILAME
F --force-recreate @Iﬁﬂéﬂj?ﬂ Hi1,

MURAS T T 0 % 0 I, "TLAP AT docker-compose  stop fef& 1k i FHAR 7, (Ri% A
e, w[LLi# T docker-compose start B up SR EAHEIRIZA %%, {#H docker-compose
rm )G 2 g s

KT A e ARSI, 152 Docker Wik EAYZ %15 BT (https://docs.docker.com/
compose/reference/) .

53 B4

ERMNCLMAE & TIERIAE, WU R BRI HERT T ARp R 215
TIRZZRM, 4.
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o (EFN LT REAEMTHIEOT, iR g 5 Stk Qg — A wT B HE 0wl 42
BT R £

o fnfafidat o AR Gk Sh & B ok  #s HR AR D

o AT E v [ B A A PR R RN R

o ufald i A Compose $IT %k im e B gt

Docker £ | Fll 1= AZEHITFRIAEL, URrGEEA—UI TR, [, ehfeft r—15
A PEIREEAR AR LRI EAEE , FRATTRT DRSS rh b A7 PRoge i

FAVEARLFREM, Feille k& TR R/ 220, EE TORALER, i1
BYAEF et R 2 X e T

%Pd%
ik
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BE6E

Bl —ME R mIWebR

AFHE AT “Hello World!” FEFFREAE A — AR HLHY Web BT, 24 P ASCFIE, RERE
AR — T RIS, X EEE R A BEFRA identicon, EATEREME—/Y, I AE
P MhER= A, AT UGS 2 AR, (RERE AT R R, HERTR
TP JRE, M ERATAFIRE ., @ GHX A, AT S B F 4 THE Docker
AR — A IIRE R Y AR GE, FHAnfT B AR S R B RS 2.

identicon

identicon & & F EAMAR A3 T A EMG, IAMEA—HR TP AR P & IA,
EAANBBRRAET AN FG—AMEERE, ECHTRMN, A% B3FHER
PLRIPHAGHEIE, ARG ERERTRANR ORGSR, URA LR

favicon,

identicon F 2007 547 &7 Don Park 4541, e A &9 EF K & — &£ R T2A R4
KAy AL 5, A2 KA KT VA %R B &9 GitHub R @  (https://github.com/donpark/
identicon) %%,

MARVAJG , identicon A it JU KA B R F) 09 B 5 4 X 49 2%, Stack Overflow #= GitHub
(LA 6-1, £) A& /% identicon ¥ K M 3k, € AARI identicon M A FdHAEE A & L
K149 R 7, Stack Overflow 4 Fl & Gravatar JR #- £ % 9B % (LA 61, %), 'GitHub ] &
TR BRR%,

& 1. 1fi Gravatar 15 J5 {8 FHE A NISE H WP_Identicon (http://scott.sherrillmix.com/blog/blogger/wp_identicon/)
FHAMTHE
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=2 .

VL=

Y
4w

®6-1. (Z) Ba%EY GitHub identicon; (&) BRFEY Gravatar identicon

WRIRCRIRE E %, IBARBIERIZA AL FErI5HE .

identidock/

}— Dockerfile

— app

|  L— identidock.py

}— cmd.sh

L— docker-compose.yml

R RERRE Mt A FHG, RATLAEA 451 GitHub TUH (hitps://github.com/using-
docker/creating-a-simple-web-app) 2kfFRHS, Fil4n:

$ git clone -b vO https://github.com/using-docker/creating-a-simple-web-app/

Brit. 25k, fRiLelEATE GitHub 551 H B % AR UL T B sefd,
vO bRE AR ADAE b — RS R AIRA s HIRANTAWTAERTHERER, AR AW
hR 712 11

AR VREASEH Gic % (push) FnE il (clone) GJEMHIN, JEH M
B8 251 28 Docker Hub 55 GitHub F1 BitBucket 4nfa[ &5 & f# H, 4niirid
ARARER Git B9, ATEAE 1 https://try.github.io, JB A 42 A Z AL it

SRR

6.1 BIE—IPMELRMBRT

et N HE —F, i@ — A RIERPIM T, A, 0Tl RO ERF
HIERIR Bl HTML, >4 identidock.py 4L T AT % «

from flask import Flask

app = Flask(__name__)

T2 —AEAFRI SR E AR S 158, 40 Flask |49 Jinja2,

A
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default_name = 'Joe Bloggs'

@app.route('/")
def mainpage():

name = default_name

header = '<html><head><title>Identidock</title></head><body>"'
body = '''<form method="POST">
Hello <input type="text" name="name" value="{}">
<input type="submit" value="submit">
</form>
<p>You look like a:
<img src="/monster/monster.png"/>
' format(name)
footer = '</body></html>'

return header + body + footer

if __name__ == '__main__"':
app.run(debug=True, host='0.0.0.0")

ULSETE, XA ZATHY “Hello World!” FEFFAHELZE S AR, FoATT R HEIR A SCA ek —
/NECHTML WU, o 4E P A iR, format B SHEFF R (3" ik
Jhy name B EAE, A1 HALZ RAIEBREA “Joe Bloggs™.

AT docker-compose up -d, FRJFHTFFHIE &% Uilal#hhik hitp://localhost:5000, w] LA S 4n&
6-2 P Bl

Hello Joe Bloggs submit

You look like a:

6-2: EHXFTF identidock NEBIHS
BRI B TR 2 i iy, RSB EA AR B R A ARRD, [RIRE, R
HEEA

FERENTIXAWTEE, $EA MR IE R RSB / 255 A FIF R e 2 b A% 2
2, Ak, ATRARTGEEL, WSk M—mitk, RIGAERE T RETTH5IANIL
FOFFEEEE I

6.2 FHRABER

BUERIHELEFA IR P R EER I T . BAFE A RBESIRS, A7
sERE IR Il — A —TE TR R . AT IATIREZ G, ATk rT LRSS A £ R T L
et 2T, s ek IR, ARG B GO .

XA S — A BUA Y Docker Bi% dnmonster, ‘BH& 16 & T RIA T UL ZhRE,
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M HBHEME T (EAZLEY) RESTful APLHHEFAIEH, Tl 1B v TLAH 5 —A identicon iR 55
¢ dnmonster 5, FEBIE AR A IR S IR ML T REST ul APT HE 3L A 2% .

MNEARIRI IR E, BT B, FEREIM—/#HY get_identicon B4 .

from flask import Flask, Response @
import requests @

app = Flask(__name__)
default_name = 'Joe Bloggs'

@app.route('/")
def mainpage():

name = default_name

header = '<html><head><title>Identidock</title></head><body>'
body = '''<form method="POST">
Hello <input type="text" name="name" value="{}">
<input type="submit" value="submit">
</form>
<p>You look like a:
<img src="/monster/monster.png"/>
"' format(name)
footer = '</body></html>'

return header + body + footer

@app.route('/monster/<name>')
def get_identicon(name):

r = requests.get('http://dnmonster:8080/monster/' + name + '?size=80') @
image = r.content

return Response(image, mimetype='image/png') @

if __name__ == '__main__':
app.run(debug=True, host='0.0.0.0")
© 5 A Flask [1) Response £k, F'EHik B EIE
@ S5 A Requests J& (http://docs.python-requests.org/en/latest/) , F-F5 dnmonster i 553815,
© k% —/> HTTP GET i 3K 3| dnmonster Ak 55, FA18 E 15 3] — A Xt B name 75 & {H 1)
identicon, Mi‘BIYK/INVE 80 53,
O X B return IBMAERE RE 2%, BIATATFZEH Response BACK & 1f Flask, AR
B2 —/~ PNG EIf%, i@ HTML 8304,

£ TARFZZERS Dockerfile flt—/~/MEt, (HEFAIRIHT RS AE R E B R 7 «

FROM python:3.4

RUN groupadd -r uwsgi && useradd -r -g uwsgi uwsgi

RUN pip install Flask==0.10.1 uWSGI==2.0.8 requests==2.5.1 @
WORKDIR /app

COPY app /app




COPY cmd.sh /

EXPOSE 9090 9191
USER uwsgi

CMD ["/cmd.sh"]
O T RTTERY Python fRAhH FHEIMY Requests J&,

WAEC L ks, FTLLEZ) dnmonster 258y, ARGl BIEHR N HRFER. h THE
G KRR, A5 % @ Y Docker fir A HE—k, 2G4 4 Compose,
X A& A 15—k {# H dnmonster 2%, F52-M Docker Hub T#'E:

$ docker build -t identidock .

$ docker run -d --name dnmonster amouat/dnmonster:1.0
Unable to find image 'amouat/dnmonster:1.0' locally
1.0: Pulling from amouat/dnmonster

Status: Downloaded newer image for amouat/dnmonster:1.0
€695026b14f7d0c48f9f4b110c7c06ab747188c33fc80ad407b3ead6902feb2d

BAETM IS SR — & L-FAHRIR G B %7, R 2 724 --ink dnmonster
dnmonster, iX/ANZ AR H AT A7 B AHIE, X AE A AT LALE Python fRAS HL3@ iof b a1k
http://dnmonster:8080 Jj[] dnmonster A 55 :

$ docker run -d -p 5000:5000 -e "ENV=DEV" --link dnmonster:dnmonster identidock
163€69839¢c705587f6316a6b53dd0268cfc3d263f2ce70eadad24ddb56916e36

AREZIEAMEE, S0 44770,
AR F AT IR B &5 15 19) http://localhost:5000, F7 1% A RIZAIE 6-3 B,

Hello Joe Bloggs submit

You look like a:

6-3: £ — identicon

BORCEBRRAELH, (HXERNAIZE 1 identicon, FTEARHIDAARL, FIHRERITA
BAREERERA PG, A RPGRSRIGX /S RE, FA15EH Compose ALK,
ASRIBEACAETLE docker run fiy4y, ML A H 8T docker-compose.yml:

identidock:
build: .
ports:

- "5000:5000"
environment:
ENV: DEV

volumes:

E—NEEAWeb A | 75



- ./app:/app
links: @
- dnmonster

dnmonster: @
image: amouat/dnmonster:1.0

© 75—/~ M\ identidock %% %% F| dnmonster 7% & [, Compose 2% i 5T b 25 4% 1Y IE
JABNNT , A EHERE I NT .

@A & L — 1 Fi I dnmonster % &%, A1 R 75 15 I Compose, {# A & B Docker Hub [
amouat/dnmonster:1.0 £5{% .

JEBN BB Z i, Bl 1R R Z A R sh i T 2 25 -

docker rm $(docker stop $(docker ps -q))

HE, X —fHASEILRAETPNESE, A MRT identidock 75 %%, % (A
Compose K B @ Fz TN AT

$ docker-compose build

$ docker-compose up -d

BUAE R ARy A% T ATREAT 1, JF O3 R & Bl SRR

LE IR, FAVFHEAE R R B R 55 25/ POST T3k, JHHEM form B (BRE TH
F&) DARE G, B0, Bl i ARIRC B TR 8, [RIE3RAT SR0%d P i A ik
FTHOALEE . XA, TR DL - iR s ik () U A5 B EE A 1L, JEREmRER K
AT URL BIRE A (BRSSO o AR A, &
SEREGIEI AR, FOALER FOR A7, (B — Mk RoR T anfal £l i 00 T F1I ]
XSS, DA AR el (R T T IR F A U5 BRI

3 identicon.py FINZAN T

from flask import Flask, Response, request
import requests
import hashlib @

app = Flask(__name__)
salt = "UNIQUE_SALT" @
default_name = 'Joe Bloggs'

@app.route('/', methods=['GET', 'POST']) ©
def mainpage():

name = default_name

if request.method == 'POST': @

name = request.form[ 'name']

salted_name = salt + name

A

76 | #FeZE



name_hash = hashlib.sha256(salted_name.encode()).hexdigest()@

header = '<html><head><title>Identidock</title></head><body>"'
body = '''<form method="POST">
Hello <input type="text" name="name" value="{}">
<input type="submit" value="submit">
</form>
<p>You look like a:
<img src="/monster/{1}"/>
"' format(name, name_hash) ®
footer = '</body></html>'

return header + body + footer

@app.route('/monster/<name>")
def get_identicon(name):

r = requests.get('http://dnmonster:8080/monster/' + name + '?size=80')
image = r.content

return Response(image, mimetype='image/png')

if __name__ == '__main__':
app.run(debug=True, host='0.0.0.0")

O AN H P A A TR R T . T et —heifeE, T &k Dockerfile 5t
A[LLZHEE,

D =SS A E salt (A, ik ok AR iX A, AH R A A AEAS [R] B B0 T CAAE A — A
HY identicon,

© Flask ) route BRIN SR, HTTP GET ik, EATRAIMZEAIE s & HTTP POST i
3Rk, BILASAIZ route RS BHINALL methods iy S5, BHRAE 25 route W] LARLTR POST
1 GET P oK o

@ 40’k request.method % [R] T "POST", iZifoRa4bE K B A hiie Ktk BN T, &
FHEH P AREL T name 45 &,

O *H AT SHA256 Bk, LIIKBUGRYIE .,

O HEFIME A2 BRI URL, 3 K 47 0 W 2% 70 2k B G i ik, DAY E A get

identicon,

RIFRIA BI85, KT Python Web AR 25 28 ik RS B FL PP e s 75 H 80 2, BIZE
LT Al LL—lE A 15230 Web b, BHEPRAY identicon KA 2T (LK 6-4),

Hello Gordon the Turtle submit

You look like a: ‘ ‘

6-4. 1B12/)\32 8 Gordon Y identicon®

£ 3: Gordon x& Docker 2 GIEI A = BS54, —FETE
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dnmonster

dnmonster %1% & — AN A& Docker & % ¥ 49 Node.js &R A2 A5, XAR RAALA5 4448
Kevin Guadin #9 monsterid.js (https:/github.com/KevinGaudin/monsterid.js), & & VA & 5.
# &9 JavaScript 3247, 446 VA Node.js 547, # Monsterid.js &% & #& F Andreas Gohr
#5 MonsterID (http://www.splitbrain.org/projects/monsterid) , ‘¢ & 4% 4 3 1% RetroAvatar
P HGAR K 8 Z AR F R AEEYEE . {R7T VA& GitHub (https:/github.com/amouat/dnmonster)
X2 dnmonster *f1 B ,

5 monsterid.js 7~ B, dnmonster &% B A B ATAEFT RN AL, AR Ao E KL
BRAZA (LA 6-5),

A PREBE TS

B/ 6-5: X8

6.3 SLIEFINAE

HaiA L, —UIEBRIRF] . (B, HRETRIFRSA — 2 NSRRI (B TSR
HF), B EER— A, AT —k dnmonster AR 55, % A AR KoK &
B, XA A B, identicon Wb X THIRIIEA , EIGR4EFAE, Fit
A IPL%CEE REAFAERK o

FATBHE ] Redis HEBYIRATSZHLX — B A%k, Redis & — R TINTERDEIE SR, BAEH
AR TXFEA S B RIS, OO FAY (WREAKXEE
S, SRR A R B k AT ) . ATLAE Redis IR 55 %% 45 N2 F 1149 identidock %5 &%,
1B — A SR AE A S, M H 54 Docker FIE 2115, X sk nl LAFI ] Docker
Hub ECAMIE 5 Redis Biff, gt TR & st 2 A EFE R,

E—NERPEBITE EHE
XS HREBARBA—ANEAE, BFERBTEANAREN, RITLRAEASAES, e
CAEEARR, IR EXANTH F R —#,
g, ARHEREAEZRLE-ABEENETSARA, FRI, RRIFEREA
B BRRTBAZ G A WAL, 1) e supervisord (http://supervisord.org/) & runit
(http://smarden.org/runit/) , R4 VA5 —A & £ 69 My Ak | T AL B 3, 12ARLIMA
EE, IS, REEEREBAALERENES I, TEATHAET.,

A ok A BB N4 R supervisord ¥ ® % 13 &, ik A X & Docker L% : https://docs.
docker.com/engine/admin/using_supervisord/,

A
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BT EE R Python D, {#EREMS(E LT .

from flask import Flask, Response, request
import requests

import hashlib

import redis @

app = Flask(__name__)

cache = redis.StrictRedis(host='redis', port=6379, db=0) @
salt = "UNIQUE_SALT"

default_name = 'Joe Bloggs'

@app.route('/', methods=["'GET', 'POST'])
def mainpage():

name = default_name
if request.method == 'POST':
name = request.form['name']

salted_name = salt + name
name_hash = hashlib.sha256(salted_name.encode()).hexdigest()
header = '<html><head><title>Identidock</title></head><body>"'
body = '''<form method="POST">
Hello <input type="text" name="name" value="{}">
<input type="submit" value="submit">
</form>
<p>You look like a:
<img src="/monster/{1}"/>
"' format(name, name_hash)
footer = '</body></html>'

return header + body + footer

@app.route('/monster/<name>")
def get_identicon(name):

image = cache.get(name) ©
if image is None: @
print ("Cache miss", flush=True) @
r = requests.get('http://dnmonster:8080/monster/' + name + '?size=80")
image = r.content
cache.set(name, image) @

return Response(image, mimetype='image/png')

if __name__ == '__main__"':
app.run(debug=True, host='0.0.0.0")
O S A Redis fik,

@ 07 Redis 2647, &A@ T Docker EHEHIFRE, i redis XA~ TAHLAREW BT
© A TN ORI FT,
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O 1 F 2 A7 & fr b, Redis 43R [H None, 1Ei%x FpiE L T, F2F5h1% 4% — FE3REL
identicon, AdIRATLL -

@ it — IR B, B A e R, AT

O IEEGFEIEIE I 5 AR,

BTN T —HES I A 4%, it A3 A5 [R5 528 Dockerfile 1 docker-compose.
yml, B4Gi& Dockerfile:

FROM python:3.4

RUN groupadd -r uwsgi && useradd -r -g uwsgi uwsgi

RUN pip install Flask==0.10.1 uWSGI==2.0.8 requests==2.5.1 redis==2.10.3 @
WORKDIR /app

COPY app /app

COPY cmd.sh /

EXPOSE 9090 9191
USER uwsgi

CMD ["/cmd.sh"]
O A1 AFHZE Python B Redis % /5%
% A2 HET A Y docker-compose.yml :

identidock:

build: .
ports:

- "5000:5000"
environment:

ENV: DEV
volumes:

- ./app:/app
links:

- dnmonster

- redis @

dnmonster:
image: amouat/dnmonster:1.0

redis:
image: redis:3.0 @

© 75 Redis 7 5%,
O CIE—/"HETEH Redis BRIV
BAE, anFUR4e ] docker-compose stop {5 I identidock, ®LJLJH docker-compose build Fl1
docker-compose up K JEANFIRA . B AN A fEIhRE LRIk, FrLARRBIIZAN S
RIGHRAA 2 AP . AR IR RS BN C 2RI, BAFLUEEIR
REE: &, WERREEAKBOME, I LA TR, Gl 10 =0
211 Prometheus, BAE M IRE b AR AL R & Rk At 2301 .




6.4 RS

BT EMIEHIR #2249 TF K T identidock B FAREF, PRIAXA R GEAE H1 2 MO/
FRTEAY . IX PR LA SR AN — IR 4 28 EL R, RS 2RI LA S S
TE—A BRI R BII IR S5 2, R4 identidock A& — /N ELE LRI R FARR T, BHERd 2
IS T ARIR 55 AURE B — EEAREAE

fEe i B — Ak 55 22K SEBLAY IE , 03k % T dnmonster, Redis LA} identidock 4x &[5 FH [F]
—FhRERIE S B, R NS aEA—&, fER—NHEEPslir. mRiEiHEE, A
—HEASFE R AN RIS T AR o PRI 2, RIS AT Re M LA VA,

tHEEZ T, AR identidock B FH B =/ 2 a1k, Hodh A — 4~ Python 5 K1 Web 2
J¥, ‘&5 —/~H JavaScript BREHIARSS . LA —/H C 1S LB E 5 R (5. 5
T R 8 4n el D B ) TR SR (58 2 IR &5 B2 A identidock, LIEEE 9 T 1A
fREE, DARGR 10 By iiadsfin H B R £,

RIXFTTIER LA AR S5 SR R GEARE A B PR B 2 S HLEs . TR S5 RESRR
T PRk s e F A RE B e LD REAH RO AIR 35 A, RAnS AR REAME UL, T DA SR 40 T
FATINR, MEHRCRGRIEABI > — I3 AERIRUR 55 wT LR A R A1 & 963,
(R FEREBETDE A T T KEFIIES .

AR S WA AR 2R, FEAET o AXNAN - FEEINTFE. BA 2 R A 1E 44 208
%, AR, AT 00(E B Compose X FERI T B, ULRALE I A 41 RN B 5h
FEREM ., ARG AHERNAR S5 K B A ik 5 i o ) 3 22 [A)

TR 25 REMEHR UL ST 0y IR RE D LA S RGN, A B N BB S - R2  R £, X —
B4 AE Netflix, F b1 SoundCloud %2y w1 & FALAIEM ., STk, WikRSHEZE—
A E K H M ERIZA, Ak 28R, ehibnge. *

6.5 RZ

BAE, MNP HCSEARTH T, BATRRER, (HCR&ALEB LI, RELALA
AT SR, IR GRTE 1T b R S R BT, WA1C L TR T an
A HBUA IR, TR AR R (Bl 13 I Python ARSI ),
EARGAEG BRI TR RS (40 dnmonster Bif%) .

A, BATEER] T A S B AR R —H BA R RER /DRSS, BATRIEAZE
I — T E R RS, Xtk 55544

4 B EZRTMIRS k505 B, "TLLZ 2% Martin Fowler Y 3C#, H A @$E “Microservices” (hitp:/

martinfowler.com/articles/microservices.html ) ,
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BTE

RIRTH

— B OIEAF TG, W iZa M A RENEER], TIREo EARIIFE S, FREEmny
MR, dBREZHP., BILMGETURRS K8ii%: M Dockerfile HHHIHE, M
MR45 &% T3k, Budiid docker load 4 MUY -3,
RERFRAIE X LE T Z 225, DASCRFE A BB A A S P 45 & B if B e i
T, WATREER AL identidock BfR MARZ T4 B1%, (R En DAE TIERARRHE
b, JHR SN TR,
AR W T A 459 GitHub £ & (https://github.com/using-docker/image-
dist) . VO ARBMRFMRIDIE L LRI IIRA s MIATAEERT LR, bR
BALSAWTEHT . FHLL T iy & 3RBUX S RA R AR -
$ git clone -b vO \
https://github.com/using-docker/image-dist/

BRI LLSN, &R LALE GitHub T H #Y Releases TL i (https://github.com/using-
docker/image-dist/releases) | & MFrZAIRAD,

71 EERERERGEATN

ZATHY 3.4 [ B2 48 T SRR E A G bR %E, JHEEN LERIRR e, 2K
Be QA o6 FH REAS Bt IR B (R A AR FIbR 2 R AR HERY, TR ER — T, HETBR
HIAPRABREA IR T5 Tk, — AR BRI, —s&iliid docker tag dy4:
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$ cd identidock
$ docker build -t "identidock:0.1" . @
$ docker tag "identidock:0.1" "amouat/identidock:0.1" @

O 5 BELRA tdentidock, FR%H 0.1,
@ B amouat/identidock LR GHIRIFTEE, X — ARG R IE T Docker Hub _EH P14 7%
amouat 4 ',

Ll latest #r%E

BILE latest ARZEIRFIR] AR EIRZERIBHE, Docker 3 FlIX MrZEME
'\ HENME, HERIEZAN, EARBEMRHRES L. RECERSIC DR
T OHRERRBE R A, B AR A, iR TR RUE o
5HA Bt s g —, B FR A i ik Bk 5 4%, latest ArZERTEE
RAAZ BB EH— IR I T docker pull iy AR SRIEHA
2430 fT docker run B¢ docker pull i, ARARERVEER ARAHAIRE, B4
Docker 5t 23 i F17i7 latest FRZERVEER, AR AIBIAFEXFE—ADBEfG s AN

R ARES .
HTRZ P FEAW A latest 3%, SFRMIZZIETIRAEN €, TR
eI D PAVANI DR L

PrEEAFRUAEIE— LN, VAR BB3UNE 70k, 5, U . - FFo 4k, €l
MBI 1~128 DFFF . B—FRAREE - 8- FF 5.

HSF & TARRARRT, CREFARZ N iy Aot AR B2 X TIERiRY A4, Docker HYBi
JEH A, i B VFRER SR ANER PR, X Bk - LI SiE vl A7 A i 42405 26 A A
AT R BT

7.2 Docker Hub

LRIV eI DI NAE Y, B EL1EMY 5 sk A& {# FH Docker Hub, Docker Hub #& Docker
A TR — A BB R F AR . HTATFIBLS, Docker Hub #2030 16 7, M/
HWRTUAA SRR AR B

HitFERERS

Docker Hub F{EM:—FIRE(E M _L 1R RGBT . ABEIEZER, quay.
io X M —AEERTE 4, EUHATES BRI HEEL Docker Hub
B L INRE.

A% identidock AT 25 5. (RIEC LA T Docker Hub [ A, ' ATLL B AEIE G 217 R $h,
FTLA T #0E:

W1 WRIEEAE NS, {RATLATE https:/hub.docker.com {E—4~,
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$ docker tag identidock:latest amouat/identidock:0.1 @

$ docker push amouat/identidock:0.1 @

The push refers to a repository [docker.io/amouat/identidock] (len: 1)
76899e56d187: Image successfully pushed

0.1: digest: sha256:8aecd14cb97cc4333fdffe903aec1435a1883a44ea9f25b45513d4c2. ..

Q FMFEEMAE — {2 AE Docker Hub Y H iy & 22 Al H o SR 01— AN 9 4,
AIETL, BIARITER LTI <username>/<repositoryname>, H: [y <username> & {/R7E
Docker Hub Y /4 ({540 amouat & F iy Fl F* 44 ), 1fii <repositoryname> & {/R Ay E2
£ Docker Hub F{fi FIF & % £ FR . Tl AL SR B R AR E X B A 0.1,

@ FHIATRIRI G 2 1 Bl 20 B % % 2] Docker Hub, #nRGEANTEE, B OIE—AH
1, R EAEFNE SRR T,

Z, identidock HERCLATF T, (LM AKBAILGE LT docker pull fr & REREUE,

i R BL £ T 7] Docker Hub ¥ 3, 5k fig ££ 2 UL https:/registry.hub.docker.com/u/amouat/
identidock/ #J URL FHREIVRIIE A, ok Z JRILREPIT & PSS, ik A G R
B AT FIRAA & EE, LLREST. webhook,

5 188 > Docker Trusted
STARS | PULLS | Sems Registry
Nood an on-promis registry?

>

T el STARS PULLS oETALS
‘0 o w |3
Wy ewle sors puus osTAne
0 >

T public STARS PULLS oeTALS

TEEH public | automated buld STARS | PULLS | Bems

STARS  PULLS | DEALS

7-1. Docker Hub T

EYHEEEHAER, FMATERNEGEREIRZMMEEP R, 4R A AR
%, LB G S, RARXRERAR, MR &NT46 2 E Y R 0DA FHat
i, Bifp el 2 w87, IBSUZELR? X HIE - HEF SR HG] HFXARE
[Al, Docker Hub 5| AT A 3 # 2& IUHEA .




7.3 B3igE

LEF&AT1E Docker Hub |7 identidock Bc & H shgt, — H B RING, B4R
fRig{&ek, Docker Hub iS4 identidock Bif%, FHRHLRAFRI RN BE, BHEIX—
B, WRFEEEESL—A> GitHub 2 Bitbucket /B, fRATEAE B AT CA PR HEX 2%, 5
HEHIRE “fork” > —fyr sk, BIHRATLLEAFN GitHub Wi H  (https:/github.com/
using-docker/image-dist) HFF],

H Zh A% & il i Docker Hub [ RITT A 2EATECE (1, A2l ard 17, mRROE
RSB, PRIVIZAEA EAFES /4% “Create” [ FHIEH, FixH, % “Create
Automated Build”, Ff-#%HH identidock fCRDII &%, * EFFE O IEG, SBEER] A shiyE E
TUH . & FEAFRBINARIDE, RV IZIEATRSECD — A B XA 4T, il identidock_
auto, G EMN—ATRIETLM, 4n “ [ SR EERY identidock B8, #—A “Tag”
Btk Branch, i EH A FR A master, BHEVEMRER 4> % (master) UCRD, anlR iR
INFRH G R AR fork 3R, B4 RRPIZIE “Dockerfile Location” 1% & % /identidock/
Dockerfile, FeJEfY “Tag” FERUE LS Docker Hub ERIBHR AFR, PRw] UL FHERARY
latest, Sk AN EABEUIILRR, davto, ¥EX THADLE G, i “Create”,
Docker BkFEEIXAS B FEIAEE TR . BLERTLL A “Trigger a Build” SRAEBIRIEE —A>
HEWRERSR . MG, ERTLLFESHE T (RERE)) .

Fe AT AR IR AR e gh— T, LA A s i 2 4 e, APBEERIn—4
README 3, Docker Hub £ ‘B3R JEB/R—EE4 )% E B, 1F identidock H e I —A~2r
A5 A @ 545A R README.md 30, N&EWR: *

identidock

Simple identicon server based on monsterid from Kevin Gaudin.

From "Using Docker" by Adrian Mouat published by O'Reilly Media.
FEASIXAN M, FHEEHEEF] Github:

$

git add README.md
$ git commit -m "Added README"
[master d8f3317] Added README
1 file changed, 6 insertions(+)
create mode 100644 identidock/README.md
$ git push
Counting objects: 4, done.
Delta compression using up to 4 threads.
Compressing objects: 100% (4/4), done.

£ 2: fork —1AlA 4 SATHERERL, A TREARE, ®HTHRKMETHE , J4 Github (EZEFEZ—.
1E Github _L3f S BR R RIIRARED & AT fork AUFRIESS, Github fESAHEIX ALK —HE A AL
HIM ST, PRI A i Somi A 22 s 5 H BT

T 3: RUHEFBEIRIY GitHub 2% Bitbucket I /1, AMFL (R85 A X BEM Y o

TE 4 AERORMIRAY G PAE AR fork B, XASCHBELEAFAET , IREEMEE S — 2530 ik T,
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Writing objects: 100% (4/4), 456 bytes | 0 bytes/s, done.

Total 4 (delta 2), reused 0 (delta 0)

To git@github.com:using-docker/image-dist.git
c81ff68..d8f3317 master -> master

ARAHAE %, SRS U RS R B, RIS B B IR — BTSSR

TEVE AR, AR R T, RATLL s di “Build Details” #7% GUH A “Build Code”
KA E AL, PRI ATCABER S5 “Trigger a Build” #EH 3k B — AN BT R0 EE%

XS RGN AIEHEEH TATE . BRAERE AT HEAE B A, & NITRT
BARAE N TFRY, 1 HARIET 58 2 (K i Docker Hub——%:& Docker Hub HELAEHL, 1RERTC
DEHEHR, APPSO TEEN . BEFERE . AR R EE A B AR RV
ZIaMfER% B, A2\ Docker Hub #8821 FITHERN 25 £ B2 (5 25 BT i SE 7 F 24 5% AN 2 R
AR, W T IR EA/NRIR H, Docker Hub HEFRSE2E, (HRX T — BB AU B o {1
WH , SAFRETR BN H A 5 A TR R B M TE

74 REBEHE

Docker Hub ZAMEJLAIET AT BEe e, fRATUATZhA0EE, 2o FHAE ARG, L4H
FLIAE 45— Docker £4L_EFIH] Dockerfile EHTIHEEER . (HIXPIF ZHA KM &
kM Dockerfile #HE SRR 1R, JFH ATRESBCAF LN EBERA LS SHMTA
BARAL B R/, T ELZE 5y M . T BB A (R BIRI 5 AP ik 55, T2
A O, suhs =74 .

TFHSERE— T RBAIRRTT R, BsiTir A QIR ZIGTRAR AR L™
AEEIE,

741 BITHESHFERS

Docker 25771k 45 55 Docker Hub F:As—#¢, BARFE AL T RS APL, mILALE
FHPHEE . THEAIEZE%, B Docker Hub A& —/~HIRANEREIR S, W20k 55 NI RE
WS LEAS H 3 4T7 — AN TR B2 FR T . Docker Hub b (45 FH P M P45 8 . St b- 5o A o
B, X AR IR TR

FEBTH

BTN v2 & faehk, HEE T T EENIDREIEF X+, £ T,
\ FESEARTEF UL —LeF HIVH G, A s R Remgnti. x=+
MRS R 5E B T SCRS RTLATE Docker B9 GitHub 35 B (https:/github.

com/docker/distribution) H1$F]

Ar A EM A AFARSS IRRA 2, 18 R 3HF Docker SFAPHERERY 1.6 B mhRA, Ak
i 2 S FFIHRRAS Y Docker, {RFGFEBITHFAMRSGHI_ E— A (FERRATERI B, Warll
IR AT RAS I B AE IR ) o STEERRAS 1, RiAS 2 Byeaxth . mIEetEfcR i e s, B
SRR SN URAE SR A TR VPRI O TR FRRAS 2,
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A HIE AT AR S5 B B B R A A B T B R . X FERRAT VM W DA sz ek
$ docker run -d -p 5000:5000 registry:2

75fafd23711482bbee7be50b304b795a40b7b0858064473b88e3ddcae3847¢37

MAERMNA T— s PR S , ATUARIXA RS REG TR IR EHAHR S B, anlR
TR fd FIY /& docker-machine, {RHL W LL{# FH localhost #ihil, [EAfEMTIX S HbbERY & 5%
17 IR 55 B f T4 [Rl—FHL_ - Docker 5188 (MiA&R P ) -

$ docker tag amouat/identidock:0.1 localhost:5000/identidock:0.1

$ docker push localhost:5000/identidock:0.1
The push refers to a repository [localhost:5000/identidock] (len: 1)

0.1: digest: sha256:d20affe522a3c6ef1f8293de69fea5a8621d695619955262f3fc2885. ..

AR ILAEFEAS BRI A ML, 38 T CAFRIR T2

$ docker rmi localhost:5000/identidock:0.1
Untagged: localhost:5000/identidock:0.1

$ docker pull localhost:5000/identidock:0.1
0.1: Pulling from identidock

76899e56d187: Already exists
Digest:sha256:d20affe522a3c6ef1f8293de69fea5a8621d695619955262f3fc28852e173108
Status: Downloaded newer image for localhost:5000/identidock:0.1

Docker XKL E A WAEARIVEES, B sEbs Bk ARX —V - UEFRZE MR i . FT6E
MEFEES, FHERSABRGER T —THEE (digest) . X2 TEGFEH TR
AR —AME—RVEIE ., IRPTDARIALXAE R THEEE G, Guxte:

$ docker pull localhost:5000/identidock@sha256:\

d20affe522a3c6ef1f8293de69fea5a8621d695619955262f3fc28852e173108
sha256:d20affe522a3c6ef1f8293de69fea5a8621d695619955262f3fc28852e173108: Pul...

76899e56d187: Already exists
Digest: sha256:d20affe522a3c6ef1f8293de69fea5a8621d69561995526213fc28852e173108
Status: Downloaded newer image for localhost:5000/identidock@sha256:d20affe5. ..

i R R 2 A, BRERIE TR WSS RAREER . Wl AR T3k, Bifg
A AREAERAFIE R O 2 p kot . seoh, R ERIIE T B e, Rl
TE AR A 2 v sl A I A R et . e T AR e A b B BEAS UA R ST e T
A, =W 13.6 1,

THEAARS I EZIRE R, EReEA RIS L b S AEfif . X R E TR Te AR
FEHY Docker SP4PERE L BE M ZFAF IR 55 2 T 8BE R, 102, AR AN T4 RS
PIXFEM, B R AL TR

$ docker pull 192.168.1.100:5000/identidock:0.1 @

Error response from daemon: unable to ping registry endpoint

https://192.168.99.100:5000/v0/

v2 ping attempt failed with error: Get https://192.168.99.100:5000/v2/:
tls: oversized record received with length 20527
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vl ping attempt failed with error: Get https://192.168.99.100:5000/v1/_ping:
tls: oversized record received with length 20527

Q FRAEX LRSS #5119 IP bk B T “localhost”, TCIEVRIAT TSN ERI~F b RE AR
H—BUEN L, BESFFERSLETE —EGHRENLE, #BakEX IR,

M2, BICKEE T 2W8? JFSk Docker Sp it iR B 1 B e £HL, R h A —
ANBRWIE B %4 (Transport Layer Security, TLS) UE., ZRTREW T1E, HAERA
Docker £ BI L  “localhost” ARSS#% Tk, BE XML E:H 3 .,

(D)X K 22 5 o] %5 77 Rk 55 # 09 Bt & Docker 57 47 #f #2 fin L -- insecure-registry
192.168.1.100:5000 24, Hr il hikFrim 1 75 R PRIVAR 5 25 1015 B, RIS E BT
JA3) Docker ~FAPHERE

Q) fEENL B2 — 0k B vl {5 W IE 1 MU& WL 2 B IEAS, iR 5224 — A T LAl i
HTTPS 1 [m] i 1k e (B R AR A

G)ETHL E2E—ANABELMIUES (self-signed certificate), J[m]t 25 55 355 0] 2 17 iR &5
#¥ B Docker SFH b FEEREE— 1,

B ATEREE RN, (B T%4%, "OAXEEE. B oA HIEEREN, HHEE—
ANk B FERIERS NN & R RTIESS, i iX ol # & A G B . S =ATike i e
1, (HFRSERHIES T2 & HE APt .

AR 5K IR A QYA B AUES, PTCAGEI OpenSSL T A, X B RFHEEAE—GITH
KHIHEZ AR SS S THRAL Lt 7. X LEPURAE Digital Ocean FEEY Ubuntu 14.04 JZ 4L
HLEMNRTE s A RIE RS LA TATRES A 2257

root@reginald:~# mkdir registry_certs
root@reginald:~# openssl req -newkey rsa:4096 -nodes -sha256 \
> -keyout registry_certs/domain.key -x509 -days 365 \
-out registry_certs/domain.crt @
Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:reginald @

Email Address []:

root@reginald:~# 1s registry_certs/

domain.crt domain.key ©




Q Gl —/> x509 {9 H & A UEF5F0 4096 F2 RSA FAHH, X 5K IEF 18 H SHA256 4% %
Z, A 365 K, OpenSSL B ERURFE At —LE(5 B, AT LU A BT (H sk
EPNTEONIN

@ common name REE; BLH5HRGRARS 02 7AHE, mEARTLAE H 1P #hik
(“reginald” ZAFAVIRS S0 4F),

© Y /MiBREE G, "MEHE k44 domain.crt FIIEFS, ZUFBRHES 5 &A% F i
HH., A4 domain.key HUZEEH, ZHREARLMARIER 2, AKZ T 5 A A
+F,

B IP ki e & AR S5

e XA R IP 3R 7 F F ARG, RELATA LS, RIS Lxie 1P ik AE
common name, Rs6 A ARAT HAE B 698 AN TP #hki% & Subject Alternative Name (SAN),

—MHAT, ALHRIHM, HIROGIRF BHIE—ADLTF, FiLCRAEARN AT
B, HRAALEIFOME (BPRARFGELT, LTAF LIRS B 46 AR 2|
letc/hosts F), ENBEBF L EHRE, FHEEIPHILZAT, LAREFRILHA
BRI TIRE,

BT OR B E H 84— S S U5 R F IR SS 819 Docker <pridbfe, * & HI BARC
A= & Jetc/docker/certs.d/<registry_address>/ca.crt, H:H1HY <registry_address> A ¥R B 2 17 IRk
5w W Hb LR . RIETHZEHHT S 5) Docker PP 3EEE . Z#51A0T

root@reginald:~# sudo mkdir -p /etc/docker/certs.d/reginald:5000

root@reginald:~# sudo cp registry_certs/domain.crt \
/etc/docker/certs.d/reginald:5000/ca.crt @

root@reginald:~# sudo service docker restart

docker stop/waiting

docker start/running, process 3906

O WARFELEENFEN EAT, RFEFEFIH sep iR T HE, B CA UEP 1% 5%
Docker AL, BANMREER T —A> 2wl {5 B UEASINUEN LA 25 & PR, (T ARkt ix
—4%,

AR LA BB IR S . ©

root@reginald:~# docker run -d -p 5000:5000 \
-v $(pwd)/registry_certs:/certs \ @
-e REGISTRY_HTTP_TLS_CERTIFICATE=/certs/domain.crt \

-e REGISTRY_HTTP_TLS_KEY=/certs/domain.key \ @
--restart=always --name registry registry:2

b79cb734d8778c0e36934514c0aled13d42c342c7b8d7d4d7584497cc6f45f4

O UGN RACIEB AR & .

T 50 WURTRAE —Sk B — XK A ENE OB RIESS, "ATLABk X —2.,
TE 6 PRl AERG SR ST R 28 iR ahid 125 47 Ik 55 5201
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D T UL ok PR AR i A AR S5 R A IRANIBIEAS . A TUE—VIRE E R s, WIKT
BEilg, {CeEFIRE, it eHst .
root@reginald:~# docker pull debian:wheezy
wheezy: Pulling from library/debian
ba249489dob6: Pull complete
19de96c112fc: Pull complete
library/debian:wheezy: The image you are pulling has been verified.
Important: image verification is a tech preview feature and should not be
relied on to provide security.
Digest: sha256:90de9d4ecb9c954bdacd9fbcc58b431864e8023e42f8cc21782f2107054344e1
Status: Downloaded newer image for debian:wheezy
root@reginald:~# docker tag debian:wheezy reginald:5000/debian:local @
root@reginald:~# docker push reginald:5000/debian:local
The push refers to a repository [reginald:5000/debian] (len: 1)
19de96c112fc: Image successfully pushed
ba249489d0Ob6: Image successfully pushed
local: digest: sha256:3569aa2244f895ee6be52ed5339bc83e19fafd713fb1138007b987. ..

Q LHHE “reginald” 4 BIRAIAR S5 2% AR

BMNETH T AR SHAFE TR ANERE TR . MR ARYLZF A TINAN, #Eid
FHUE S 3C 1 52 4l 3 Docker 522 L 1Y /etc/docker/certs.d/<registry_address>/ca.crt, F-ff
& Docker 5|9 BEAS AT 25 A7 AR 55 25 A kit 7

Docker #il A 1R £ B BT, E-*ARRIAE GO0, TUAFIH B A 1R % B Fn iR 4 2547 1k 55
BT . FAEIR S I TR % i) — /> YAML SCHBE B, ATULEHE G5 ok,
AR, R T (Bt wT LA S i P35 A o of T S, {81 40 i v {47 - HH Y REGISTRY_HTTP_
TLS_KEY 1 REGISTRY_HTTP_TLS_CERTIFICATE, A 55 {EW}, fd & L T /go/src/github.
com/docker/distribution/cmd/registry/config.yml, {H¥ XA ALR Al Ge S @ifb, BRIAAIAD
BNEL IR, A T4 3w, ISt el RnE &k, "TLATE
Docker [ GitHub i H $ 2 4nfal i B2 A AR SR A AN, DL Bl & SCAR7E

AR THINZER PR AL — AT A7 AR 55 I 35 275 R = I RELA R E il ZhRE o

1. 77
AN S5 &% (B (G BN P SCiE RG0S, 428 S, P Bai R B (50K &5 CRAFAE X1 &
iz b, TR, ERREZ AN, XEMRFMESE. REEEECE X
R E Fefd F— N Bdid:, R efsm— A w SENScEEiE. Blan, LU config.yml Hid
BEARS A 2GR, BRI T /var/lib/registry, i HLEHE & & h—A
it .

storage:

filesystem:
rootdirectory: /var/lib/registry

IR IACB IR R b, ATDAEHNE DS S3 FAfER Azure f7 i 9XE)

TR 7. AREALA AR S5 R APRE R 1P bk, BRA' B TEIL SUETSIERL, AR, RL1%%5H /etc/hosts SCHFEL
AL H DNS, {#3i & REMB AT .

A
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BEAh, BIR3FE Ceph o XX G AFfiE, FHHIH Redis 154 N A7 A7k Ik e (% 2 (19 15 1)

R,

2. BHIEIE

HAiA L, BATEL5E T8 TLS Tilal 5 AR5, AH W A B AR B G S e AR
KNE . ARFEH AR, SRS ARANMTIR, XFESRFLh R, BR%
BB R Ay B R B I S5 TR P A D TR AUBR

ARSI 7%

() TEZF AR 2 /B — AR B (40 nginx) fA 39 TE /. GitHub T B #9F 75 30
(https://docs.docker.com/registry/recipes/nginx/) FRFEM T —/~ % F nginx F 4 / %601E
JRNUERESG] . — BBCE R, docker login iy 4 m] HIT-25 71k 55 O & i W IE

(2) f# FH 3T JSON W% 4 % (JSON Web Token) SEELAYARUNIE, @R &E, T
HRAG A M & P s S oy AR 55 d AR 4 T[], o 3 3 1) ) B 4 INIE AR 55 45 .
% P Al A INTE AR 55 #5 B4 b, AR IR LA TG (] %547 ik 55 . Docker i A& HHATIE AR
% g%, BEARBAIEHERFA —/ H Cesanta Software (https://github.com/cesanta/docker_
auth) fREERYFFIEMR G %, BaimE, HkEERA B IR —ER T JSON %4
MR 5 %, Bt B 7.4.2 bR S O AR DR 5 2. BARX RS B AR B A A
e, AHX TV 2 KA S48 5 O LA T = 2 L,

3. HTTP

XS EFFRSH HTTP £ 0, (RUHR TR EIEFIGIR, BARBIER TIE,

FERI BRI R, B TLS IR oL & S ECELF ;. Errmpf] -, &L

REGISTRY_HTTP_TLS_KEY /1 REGISTRY_HTTP_TLS_CERTIFICATE ;X i/ Fh s 25 Sl i

AR E A R R

http:
addr: reginald:5000 @
secret: DD100CC4-1356-11E5-A926-33C19330F945 9

tls: ©
certificate: /certs/domain.crt
key: /certs/domain.key

O FHANRS bt

O K% B Z PR EE B — BT FR R . e B IR T8 IS Bk,
AR DL X A5 B N AZ AR R ALA R

© ii% 2RI E BRI, fEIEBIXE =Y, XSRS R s e Ui 2], wTULE
B, SHE SR HIEI R,

4. HiER &

R, AT TR E PR, d@a. BEICRMSEAF. kT IHEZIEE, 1§52

[%] Docker HYJ GitHub i H .
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7.42 BUFEFRS

AR ROEAE SR — B 2 Ay T Web HY 4 BB O 5 %, W ULk £ Docker Trusted
Registry (https://www.docker.com/docker-trusted-registry) 8, CoreOS Enterprise Registry
(https://coreos.com/products/enterprise-registry/) , X I 257 dm A2 Fl T4l PR SR RO 7 ol fid e
Ti%, R b AIBs KBS R,

ENA B iEGR, ERARZ MG, ENTHEREME 7 B TAEPRSERY Docker
BRE B TR, Blanfmbr BRI Rz, AR AL BE 2o Fnag PR 55 A IR P S

7.5 FERGRERK/

BAEPRATRE LT H], Docker BefRABLLES K s K EZ BRI K/NVITE L H MB, &k
B R RN REBAE T LS SR R %k b, BEfR A R IR G W LAZE X — [l s Andi
C2a T NEGNE, RETHEHN TSGR EmTLAT .,

{2, RTaframsig R/ MIAIRZ e n, RS, — /> Raify o0
AR R A TR ZER SO, AERE, XEfTAER, 1868, Bliad 2 B
HY, A B8 % B Dockerfile LA K 3 BT A Dockerfile HY4— A 4. BefR ik /b
A SR ZHaF, BIEE 3G Eh R T 430t el ErETRELRE. B
RHIEIF1EFELL T HY Dockerfile :

FROM debian:wheezy

RUN dd if=/dev/zero of=/bigfile count=1 bs=50MB @
RUN rm /bigfile

Q XA HUE HER PRk G — A3k
AR BUAEA BRI AS A X B lR -
$ docker build -t filetest .

$ docker images filetest @

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
filetest latest e2a98279a101 8 seconds ago 135 MB

$ docker history filetest @

IMAGE ... CREATED BY SIZE
e2a98279a101 /bin/sh -c rm /bigfile 0B
5d0f04380012 /bin/sh -c dd if=/dev/zero of=/bigfile count= 50 MB
€90d655b99b2 /bin/sh -c #(nop) CMD [/bin/bash] 0B
30d39e59ffe2 /bin/sh -c #(nop) ADD file:3f1a40df75bc5673ce  85.01 MB
511136ea3c5a 08B

Q XHATLFET, BEMEI/N G 135MB, 1IEAFEL RS K SOMB.,

@ docker history Z4H T 528115 B, f EmAIP TR A 17 Dockerfile f G I EE{R
B, ALAEER, dd aA01E T —AKk/hA 50MB %R E, 1 rm @A e e i X
T—"E,

MR, FRA1A Dockerfile 23X FERY «




FROM debian:wheezy

RUN dd if=/dev/zero of=/bigfile count=1 bs=50MB && rm /bigfile
FATHRI TR A T .

$ docker build -t filetest .

é‘&ocker images filetest

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE

filetest latest 40a9350a4fa2 34 seconds ago 85.01 MB
$ docker history filetest

IMAGE ... CREATED BY SIZE
40a9350a4fa2 /bin/sh -c dd if=/dev/zero of=/bigfile count= 0 B
c90d655b99b2 /bin/sh -c #(nop) CMD [/bin/bash] 0B
30d39e59ffe2 /bin/sh -c #(nop) ADD file:3f1a40df75bc5673ce  85.01 MB
511136ea3c5a 0B

A VA M R BHR I KN AnRAE R — 55152 h GV S e AT EER, IR
HRASHESERR T, EBAnk, (RS2 % 60— Dockerfile, B2 fER—
A~ RUN 454 i sg T B 45 B S VAR SCfR . R AR, AR BIIMBR 3RS S X LA
e, Bil4n, B 5 MongoDB SR GLFELL THEA CAE THERR, URL C.4i%) -
RUN curl -SL "https://$MONGO_VERSION.tgz" -o mongo.tgz \
&& curl -SL "https://SMONGO_VERSION.tgz.sig" -o mongo.tgz.sig \
&& gpg --verify mongo.tgz.sig \

&& tar -xvf mongo.tgz -C /usr/local --strip-components=1 \
&& rm mongo.tgz*

RACLA MR o] AR TR RS —— A I R & S BLIR — A7 N T EASE AR T 3, -t fill%
B, DARSCAERIMIES .

FIER, T P PR P T LR A AT SR

RUN rm -rf /var/lib/apt/lists/*

fHAERTLAIX AR ([ #:4 B 5 75 89 mongo Dockerfile) :

RUN apt-get update \
&& apt-get install -y curl numactl \
&& rm -rf /var/lib/apt/lists/*

BN, THZE 4.2.4 b ST an{al W B R B (R LU AT RELE IR BE IR/ DY THE .

RS EAEAGER G R DR EIL, A BNk, S — % @ AT docker
export, FXFHEERPAT docker import, EARE|I—AREHF—ANRBHR. Z6140T

$ docker create identidock:latest
fe165be64117612c94160c6a194a0d8791f4c6cb30702a61d4b3ac1d9271e3bf
$ docker export $(docker ps -1q) | docker import -
146880a742cbd0e92cd9a79f75a281f0fed46f6b5ece0219f5e1594ff8c18302
$ docker tag 146880a identidock:import

$ docker images identidock

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
identidock 1import 146880a742cb 5 minutes ago 730.9 MB
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identidock 0.1 76899e56d187 23 hours ago  839.5 MB

identidock Tlatest 1432cc6c20e5 4 days ago 839 MB

$ docker history identidock:import

IMAGE CREATED CREATED BY SIZE COMMENT
146880a742cb 11 minutes ago 730.9 MB  Imported from -

RAEGRERE/N T, A A HEL TR

o T ELEE BT AL PR AT A R ML AR S & SE L Dockerfile 45 4, 4 EXPOSE, CMD #lI
PORTS.

o SEGORA TR S Rk,

o FHARE S H At B AR A BB R AL S 23 1A]

7.6 ERIRHA

Sy BAUE BRI, 0078 R TS e I/ & & (provenance) , ik g Bifd >k B MIALLA
ok, TG, FERREEEIEREHERIESR IR, mEEa &
e, HH e 5B GEENRBGZER A,

oh TR XK, Docker #EiHH T 4 NZ1EE (Docker content trust, https://docs.docker.
com/engine/security/trust/content_trust/) FIfERTT R, REARBAINE, 2B AENIRYYEL,
BAREH . EZHERHE 13.6 1.

7.7 RZ5

FER ] Docker B TARIRAR Y i, AALAIBER K AT GV A 7 . AT T E%W
fif k75 %% . Docker Hub FIFAA AU 5. Il il 5 2] 1T —255 R GG IN T EE BAY &
T, AT EA BRI B AR ARRAIERE: , DAR AN AR is B R A D

TR SATH AT TR T —2, BIFRERBE RS

m
ik

94



B8F

DockerfH &R S,

A WA 2840 {7 I F Docker F1 Jenkins G — /4~ 4%£24 5 (continuous integration, CI) A9
ARG AAD AR IR AT R R 7 . AF R B2 B Docker MY H Ath 75 1, B4
XA R 55 B VE 8] B 28

7w AR 55 MR & A & BPkik . IR 55 B e AR 155 5, (BT ARG NI 45 %4
MR A ArEn, 15 RS RE RIS S e, X, BRI AR 55 LA B —2E A
AGHRLGER Java B C# R E AL, MR R B ETGF, FOERRRIER AR
MR —30tE, RN T BRI RN,

AR ACHD LT A5 GitHub & (https://github.com/using-docker/ci-testing) .
b vo L35 identidock fRRLLE L —F A ILAIRE, BEE R AWIERT K&,
RIGATPRE A RIPHETE . LT fir & R RBGX AR A B AL «

$ git clone -b vO \
https://github.com/using-docker/ci-testing/

Bt 2 41, R LAFE GitHub 5 H [ Releases T Ifii (https://github.com/using-
docker/ci-testing/releases) T & MARZENIICID,

8.1 JAidentidock;7s i E T Mz

B e AZ IR 28 B e R B 3 AT Y identidock fRADE , FETCTR A TE (A S5 AR 45 B 1
DU, X2 SRR 4 identidock fREDFEAT—LEEEARThER MR, |

I 2R HRBNIKIEEH T %R (test-driven development, TDD) &z, 5%t ix Fi it 2 e 0K
BhF, RIEA e RRE R X SRS, APHE A EIEXAIE R AR, B T AR,
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FHLL T A% Gl —~ identidock/app/tests.py 3L

import unittest
import identidock

class TestCase(unittest.TestCase):

def setUp(self):
identidock.app.config["TESTING"] = True
self.app = identidock.app.test_client()

def test_get_mainpage(self):
page = self.app.post("/", data=dict(name="Moby Dock"))
assert page.status_code == 200
assert 'Hello' in str(page.data)
assert 'Moby Dock' in str(page.data)

def test_html_escaping(self):
page = self.app.post("/", data=dict(name='"><b>TEST</b><!--"))
assert '<b>' not in str(page.data)

if __name__ == '__main__"':
unittest.main()

XN R RIS, o A 34Tk,
setUp

HTFRATIAY Flask Web B2, B4 TL— A ERIIIKIRAS o
test_get_mainpage

XANMAR T E:LL “Moby Dock” {24 name 7Bt AJER A URL /. g, BAlEl
BT IR E] 200 PRARD, DURGR EIFEGE &G E “Hello” F1 “Moby Dock” F4FH .

test_html_escaping
MRR% A H i HTML ST 25 RE 6 8 E R 3
TR TIX LN -
$ docker build -t identidock .

$ docker run identidock python tests.py
.F

FAIL: test_html_escaping (__main__.TestCase)

Traceback (most recent call last):
File "tests.py", line 19, in test_html_escaping
assert '<b>' not in str(page.data)
AssertionError

Ran 2 tests in 0.010s

FAILED (failures=1)




W, BEEARSIL, F—DMERFGES, HE AR T, BT #
M P AR EE L, X — AT BRI, R R] e S T e s
il A T (XSS), ARBBBEEHEITFAH 250, W LLSE) identidock F-2% 1% name
FEEIAZIAL "> <b>pwned!</b><!--", WIELESS, Kedi& A rTRem Bl 10N 0 i+
A JavaScript fR1, FEE A PHITE,

{BIER AR, IANRIERAESBE ., REERILI1H Python )7, 1ETIEH FHIEA
A4, [ HTML JeSE05 58 CaE 4 hD, % identidock.py HYRALEH 40T

from flask import Flask, Response, request
import requests

import hashlib

import redis

import html

app = Flask(__name__)

cache = redis.StrictRedis(host="'redis', port=6379, db=0)
salt = "UNIQUE_SALT"

default_name = 'Joe Bloggs'

@app.route('/', methods=['GET', 'POST'])
def mainpage():

name = default_name
if request.method == 'POST':
name = html.escape(request.form['name'], quote=True) @

salted_name = salt + name
name_hash = hashlib.sha256(salted_name.encode()).hexdigest()
header = '<html><head><title>Identidock</title></head><body>"'
body = '''<form method="POST">
Hello <input type="text" name="name" value="{0}">
<input type="submit" value="submit">
</form>
<p>You look like a:
<img src="/monster/{1}"/>
""" format(name, name_hash)
footer = '</body></html>'

return header + body + footer

@app.route('/monster/<name>")
def get_identicon(name):

name = html.escape(name, quote=True) @
image = cache.get(name)
if image is None:
print ("Cache miss", flush=True)
r = requests.get('http://dnmonster:8080/monster/' + name + '?size=80')
image = r.content
cache.set(name, image)
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return Response(image, mimetype='image/png')

if __name__ == '__main__':
app.run(debug=True, host='0.0.0.0")

O {3 html.escape J5 iR L H P
BULE, A e 3 e MR A T B AR
$ docker build -t identidock .

$ docker run identidock python tests.py

Ran 2 tests in 0.009s
0K

KET, [MECEMHR, hTIRIEX— A, PRATLLE 3 B2 & ok 58 5 8) identidock
27 (L4047 docker-compose build #ir4>, Mififfifk Compose ff FBrILHD), FHiXIE
NSRRI AR B A R ALA, Wi A EIEREAR S
A2 A S HAT VBRSSP, XA A S HIL T,

A LMK T, BER LA RIAM ecmd.sh A, (0188 A shf7. 8 cmd.sh £
LT %

#!/bin/bash
set -e

if [ "SENV" = 'DEV' ]; then
echo "Running Development Server
exec python "identidock.py"
elif [ "SENV" = 'UNIT' ]; then
echo "Running Unit Tests"
exec python "tests.py"
else
echo "Running Production Server"
exec uwsgi --http 0.0.0.0:9090 --wsgi-file /app/identidock.py \
--callable app --stats 0.0.0.0:9191

fi
IAESE AT DA it e o8, LAR Sl oF PR B 28 s gk RE A TR «
$ docker build -t identidock .

$ docker run -e ENV=UNIT identidock
Running Unit Tests

Ran 2 tests in 0.010s

0K

TE2: MR, K ERAESIRXAFE, ARABEAFRE., ZE-KUIAT, EERRARE R
HORCES, MK R S, I AR LAY B2t B YR RS A T A
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BAVE W LASE Z R ITIN, FEHIE get_identicon J5i%, HRENLEAE X ERIEAKR
MK, A TR TR R A~ F57%, S5 dnmonster F1 Redis Ik 55 UMl A,
BeE L E IR XA & (test double) . MIRER SR T EAESR (AR S5 HORE P804y, i
A (stub), FuRE—AREEEZR (Flhn, — B0 AR S5 B aT LSS B A S
RE“427), SiE R M £ (mock), ‘BHAEWLLG S BRINHEAHUK M ({5
an, B RERBAREANFEEES P —R) . BT RE SRS MG R, ES
[5] Python #E4LliE (https://docs.python.org/3/library/unittest.mock.html) , L)L} %[ 1/ HTTP
TE., 41 Pact (https:// github.com/realestate—com—au/pact) . Mountebnank (http://www.mbtest.
org/) Fi Mirage (https://mirage.readthedocs.org),

ENXESERETR

AT identidock YIRS T identidock 75 1%, X5 Docker Y 25—k
B, BREMNFR. MBI AT BB AHFE -G, XthERE, M5
BIEAEIIAEE Fisfiit, FATERERR o wdb iR, X 3HARHER
[ A

X R GR AE BEE HR B S R, RS TR MR RSFI & it
AR, GIAnMNRAEZER I, RN, X thd KT & REFR LERAK
AlRE, (R d B YR AT LR LR SRR A Ris T TR R R L.
REFAGOUT, A A B B R & Sy e fn el ek, HRRms:
GARFRRENS EZe 4 B A R DA e AL .

T B AT R B R SR IR 55 85 v B Bhis T, XAERYIE, TR A B R
P AR 55 & AT oe, DA R E 23 9 B ShPhAT, T I AR AR TR R e Aol AR 7 A A P IR B
HiT5E B o

fE AR R TIRE N

PR e MK, A AL ANK, BAEELME, TRAMTFALEFRACN, &
W] 5 Ay X 48 R YL 1AFTF KA 69 TAE, 2 T A2 SR TG AK, LT AR
FRHEA, BAE RS —ANTH LM S OIS, FAN0T, BRA —an
KEWH, FRERA—ATAELEFTMNRBIEGIRS . =AM R ZIR S 090 XA T
REVARR 877 XKL T8, CHERm, MIRRGH, HBEXEMNXG—Fr 7 ik, ik
NN KA BATE B RN BT AE, 2XRA R, e RRK (RAE) KK,
AR 2T ARG HTA R KR 2 BB T R, REFHEZEBRATALE, HLE
KPR KAIR S AT REHATLBREETT), B —AHER, AHFRMNKZ
J& B R R AR S, AR AANR XA ) — A2 HEIR S, XA AR E AR R L
RAEFR, 2B B MFE,

53 BoXFERIMIAIR AT AR RGER IR, MiAESRITIIR, BT rTRERE TCTA B LI R AR BT
K. R 2 RTIMIRE R S R A ER AR R oA B 5, BERANZA R E 75, HEE
FEF BN MEAE Rt o, i H AR BRI I s
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B 5E AT MK B — MR R AR IS RETEATIRS ., R IROEMETR
8 Linux XfTHRARTR 98548 F Liafr, AENZANREME—NriE, ZERT
ARG L REPJATRAA KT, IFMEEZZENR, CHAFTEIEML
FTRRZIE] W AZ 9 £ 5

8.2 fglEJenkinsBE =8

Jenkins A& —/MRIGATHIIFIRFREE L (CD) MRS %% . CLARS SRR H£ARS,
{HAEFRATI Web J7 FHIR H w2R ] Jenkins, A SRR HIT. %35 Jenkins J5, 4244 1T
AT IR R A 2 ok Bl k3% B identidock T H N, "BAESAS HIIBLEME o, MEUHTBEG, FHxteelg
PATMRR——EFE T R — e 2SR, R)5, AR NEEE R A MR 5 .

AT 5 B4 T J5 19 Jenkins 2P 8% . IR 5L 1.609.3 BgAS, 1H Jenkins AW 27
WA B AT——HOO 2 0F A, HIRARER L B R TE B I L FRER T L1E,

T RELEIRATIAY Jenkins 75 2 A L5518, FRATTHE &40 Docker E i * M EHLH: B3 45 8%
N, bR Bix A1k Jenkins REASBIEE “IZ” BIRSE. B —AJ52& i H Docker-in-Docker
(DinD) A&, ik Docker "LABIEEH LAY “17 &8s, B 8-1 JBIR XI5 iI%tEL .

Docker| Docker
55 P L
v v v v v v

Docker|
Docker S

514

—

Docker-in-Docker BERERET

8-1. Docker-in-Docker 5 EES

[ 4: Docker 45 T4& % F i ASF gt B 2 o] SR AZ 1006 5. BUAEOL T, B2 T /var/run/docker.sock
19 IPC £, fH Docker i 354 T MZE il TCP EH:5H1 systemd TR E R, RBEEIXME
FHAZF /var/run/docker.sock FUERINE R T, HTEZ TR M ORI MR, RN sl
B A A E A s DT,
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Docker-in-Docker

Docker-in-Docker (3 DinD) #) & % 2 /& Docker & % ¥ i& 47 Docker A €., &i0¢ &
ek, EEM—ERANREIF, TRXAFZEEHTRABET, ARLE—
LRGN XER, 5L 8THR, e A Jérome Petazzoni #3 DinD * B, iX
AR B T VA & https://github.com/jpetazzo/dind % %], L FPLF@BAL T HEA IS
I, f& R Jérome £ Docker Hub k&) DinD 4%, 1Rttt AT

$ docker run --rm --privileged -t -i -e LOG=file jpetazzo/dind

1n: failed to create symbolic link '/sys/fs/cgroup/systemd/name=systemd':

Operation not permitted

root@02306db64f6a: /# docker run busybox echo "Hello New World!"
Unable to find image 'busybox:latest' locally

Pulling repository busybox

d7057cb02084: Download complete

cfa753dfea5e: Download complete

Status: Downloaded newer image for busybox:latest

Hello New World!

DinD 5 ##£4#5 5 XML ERXANAT, DinDAZEHNEREINAERAIZLY,
/& DinD & & P .47 docker ps 44 % 4 2 DinD Docker JR 44| 2 ¥ 5 %, 5it4a
B, RMEBEETy X695, W7 docker ps AR I THAMNES, Libew s i
ok 2 AT,

—HHFALT, RILBREXBELELEFH TR, BACEZHE, 2AXEHALT, RT
BEEZDINDREN L $1EH M, WwRREHEE A DInD, #HZ2&EULTFILE,

o R¥ABTHEE, RWHMERERGITELSILER, » LIRETFIRE LT EINA
Bi%, RRAARAFTAIRS RLFERTUALRIANRM, 7 AEZXEHIMN
Loy 5% 4 Docker 31 ¥ KA RH AR 15 F %A, EILFHA Docker 5 ) Fl
HAF—ANEEKF2INAmEE R,

s AABBLMARPEXNTEN, HUACTRIBRERETF O XERE (IR
H A B IA, AT A BALAT R4, QA6 B ), AP AAKREA T &E,
A Docker #2351 N tmkz & 69 R4zH], &R P T A& 4% DinD #6437 7] 6938 4,

* T DinD 4 FI A /var/lib/docker B 4B A% AE &, o RARAA R E B HAE ST
MR AR K, AN ATRAEE Z AR B 2p & 7,

BETME % HiENSE A DInD ¥R B, # & ¥ jpetazzo £ GitHub E# X% (https://

jpetazzo.github.i0/2015/09/03/do-not-use-docker-in-docker-for-ci/) .

AT NENF B ERE T, RIS NI Jenkins F P BA R BT RIBR, E5%
Bl —A~ 44 identijenk BT B, FH7EE NHALL TAZEGIE 1 Dockerfile:

FROM jenkins:1.609.3

USER root
RUN echo "deb http://apt.dockerproject.org/repo debian-jessie main" \
> [etc/apt/sources.list.d/docker.list \
&& apt-key adv --keyserver hkp://p80.pool.sks-keyservers.net:80 \
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--recv-keys 58118E89F3A912897CO70ADBF76221572C52609D \
&& apt-get update \
&& apt-get install -y apt-transport-https \
&& apt-get install -y sudo \
&& apt-get install -y docker-engine \
&& rm -rf /var/lib/apt/lists/*
RUN echo "jenkins ALL=NOPASSWD: ALL" >> /etc/sudoers

USER jenkins

X/~ Dockerfile & T Jenkins J& fili 55 (% 22 2% Docker £2 /5, L HE B LAY sudo R T
jenkins F F, FA 18 AHE jenkins B 8 N3 Docker FH 4., KL 4454 BT A Docker
&AL sudo,

ARE(ER docker AP

B A # ] sudo, BT LLHE jenkins I PR AN E T AHLAY docker I 4, fH
N IR, F A7k HIFE ] CI EHL L docker V4L GID, JH44 I 18
- Dockerfile [l i, X {5 310U Dockerfile A~ ] B 48, KA E A [/ 3= 4L
&, docker F FUEHIY GID #iASE A —HE, A T BEG T HTHE SR TR AL ARSI,
sudo & FLERHEFE I

BT AR

$ docker build -t identijenk .

Successfully built d0c716682562
MK — T

$ docker run -v /var/run/docker.sock:/var/run/docker.sock \
identijenk sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS

a36b75062e06 1identijenk "/bin/tini -- /usr/lo" 1 seconds ago Up Less tha...

f£ docker run fiv& b, FATHR T Docker EHET, XHEBLAEIESEE] THL LAY Docker 74
PERE. B IHRRAS ) Docker I, %5 &% th— AN 2 %3 Docker BT, it HAL e H: B0t
Ko IXFEMCAIAFALAE PT A L L% &% Y Docker WA PRFE—Ee, 2R, M L7.1 A
JHif, Docker H AN EE, X W E T RABE — I, SHACR FHH T
SR EORTIIRR I, AN AN H B AE BE R 2 % Docker,

BALE, Docker CAREMIES &8 HHiafT, 13 P RALAZBEHMFTEENIZRME, 1kiX A Jenkins
HasHe B IERIEM ., B Dockerfile H40T -

FROM jenkins:1.609.3

USER root
RUN echo "deb http://apt.dockerproject.org/repo debian-jessie main" \
> [etc/apt/sources.list.d/docker.list \
&& apt-key adv --keyserver hkp://p80.pool.sks-keyservers.net:80 \
--recv-keys 58118E89F3A912897C0O70ADBF76221572C52609D \
&& apt-get update \
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&& apt-get install -y apt-transport-https \
&& apt-get install -y sudo \
&& apt-get install -y docker-engine \
& rm -rf /var/lib/apt/lists/*
RUN echo "jenkins ALL=NOPASSWD: ALL" >> /etc/sudoers

RUN curl -L https://github.com/docker/compose/releases/download/1.4.1/\
docker-compose- “uname -s'-‘uname -m" > /[usr/local/bin/docker-compose; \
chmod +x /usr/local/bin/docker-compose @

USER jenkins
COPY plugins.txt /usr/share/jenkins/plugins.txt @
RUN /usr/local/bin/plugins.sh /usr/share/jenkins</plugins.txt

@ 3¢ Docker Compose, E#%H%Hﬁ%%ﬂiﬁ&ﬂ‘]ﬁ’]%f%
@ {E plugins.txt 3 E HIFERIEAT L0 BE TAE, XA T %35 5] Jenkins 4
71125,

1E Dockerfile [7]— H % Gl plugins.txt X, NAEMHE:

scm-api:0.2
git-client:1.16.1
git:2.3.5
greenballs:1.14

B =S T O, LEFRATIEENZ 1719 identidock Y5 B 1Y Git &, “greenballs” 44K
BRINRFE Jenkins Ry H B BH I W A BRF R Lk 1)

BAEZEAN 2 TR AT SR AN FAT IR Jenkins 2535, P MaE T B ERIRC S, (H 1 e i%
O — A a, SRR ERERF AR -

$ docker build -t identijenk .

$ docker run --name jenkins-data identijenk echo "Jenkins Data Container"
Jenkins Data Container

FAINIAFIH Jenkins B AE A BIEZ &%, LT UL & BUBR 1% B A E#, 24 echo iy 4
SERCIIIHE, Zes AR, (H Al wimibR, stiefT --volumes-from 24, %
BB IR, 2R 45 15,

HUAE O &4 Ja ) Jenkins 75 5% .

$ docker run -d --name jenkins -p 8080:8080 \
--volumes-from jenkins-data \
-v [var/run/docker.sock:/var/run/docker.sock \
identijenk
75c4b300ade6a62394a328153b918c1dd58c5f6b9ac0288d46e02d5¢593929dc
ARAE N BT 25 H 4TI http://localhost:8080, W i%2xF F Jenkins IEERILATE. WG ST ARD
& identidock i H BG4 MK, (HAEM Zar, 15525t identidock 11 B — /> /)N
tkezh, BEi, TH AR docker-compose.yml 31 5 B A& IF & i AY identidock, {HF TR
PR e R GMNK, - H A X oMK RE 0% /6 3 B B P IR R st XA~
BRI, FATFE LGN — S #THY jenkins.yml ST, FfiTRF23 HI'E4E Jenkins H1 53] identidock
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A FERRAS <

identidock:

build: .
expose:

- "9090" @
environment:

ENV: PROD @
links:

- dnmonster

- redis

dnmonster:
image: amouat/dnmonster:1.0

redis:
image: redis:3.0

© 1T Jenkins i T[al — 7w #, HAMIWTLLER T, AMLTHEEEI LR Awm A, K
expose 74 F LN Tid kM s BMEXRA B, AR IREA & okt BN ML 1 &,
WS AT LI Jenkins 1517 identidock 2555 o

O IR E L IR,

XA FFE AR N E] identidock JFADEE, Jenkins HF 25 M i% FE W3R EUEAD , RAnfRZ i
SEE T A A CHIRISE, RaTCHE eas mERE, S8 (EHBLA IR (htps:/
github.com/using-docker/identidock ) ,

AR ORI S, W LAIFAREL & Jenkins (949 TE T, 4TJF Jenkins [ GUA T (http:/
localhost:8080) , F-42 ML AT IR E

(1) 4 “create new jobs” HEfE,

)i A “identidock” 1E “Item name”, ¥ “Freestyle project”, #RJ& Mt OK,

B)ELE “Source Code Management” 1ETH, ZN R {E Y& A TFHY GitHub & %, Rk
£ “Git” A GER URL, ACRUREEHAZERAA CE, VRSl &M &
7 INIIE [ BL4% BitBucket fENHY—SE 4 &, ¥ F ¥ & 44 (deployment keys) ] HIT
B RN, LR XAFEE . BRI, el PHE R GitHub _ERRRAS (heeps:/
github.com/using-docker/identidock) ,

4) i “Addbuild step”, SRJEIER: “Execute shell”, £ “Command” fEF, HALLTHZ:

#Default compose args
COMPOSE_ARGS=" -f jenkins.yml -p jenkins "

#Make sure old containers are gone
sudo docker-compose $COMPOSE_ARGS stop @
sudo docker-compose $COMPOSE_ARGS rm --force -v

#build the system
sudo docker-compose $COMPOSE_ARGS build --no-cache
sudo docker-compose $COMPOSE_ARGS up -d

#Run unit tests
sudo docker-compose $COMPOSE_ARGS run --no-deps --rm -e ENV=UNIT identidock
ERR=$?
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#Run system test if unit tests passed
if [ SERR -eq 0 ]; then
IP=$(sudo docker inspect -f {{.NetworkSettings.IPAddress}} \
jenkins_identidock_1) @
CODE=$(curl -sL -w "%{http_code}" $IP:9090/monster/bla -o /dev/null) || true &
if [ $CODE -ne 200 ]; then
echo "Site returned " $CODE
ERR=1
fi
fi

#Pull down the system
sudo docker-compose $COMPOSE_ARGS stop
sudo docker-compose $COMPOSE_ARGS rm --force -v

return $ERR

Q EEXHH T sudo KA Docker Compose, K42 Hiiiiid, Jenkins FH F*A7E docker
P,

@ @it docker inspect fy 43K H identidock Zx sy IP Hidil:,

© I curl §ji[n] identidock IR %S, FAF|EiR B HTTP i 200, XAFE BRELE R TI1E,
iEEE, IR R /monster/bla DATf{R identidock AT LLi%E4%3] dnmonster IR 55 .

PR AT LATE GitHub b 4% 353X B 7S (https:/github.com/using-docker/ci-testing) , {5 X FE[Y
A — RS 5 H AR ARRD — e R BRI HI R 5, (HIRA XA S, & A ekl
M43 Jenkins gt A LA T,

e, Sih “Save” JeT A “Build Now”, BEREFFLAEMIA T. #iis build ID, #R)/E1EE
“Console Output”, FERER FIEIHITEAE L . RSB FIRLIE 8-2 E’Jl@lﬁo

£ Jenkins
R ——
£ BackioPifen -
' () Console Output
©, Staws
= Changes a
Suil /var 's_home/workspace/Identidock
B console Output Clon: e m egus:(o y
clon s
© Viewaspaintex o space/Tdentidock # tineoute10
= EditBuid Information Fetc
9
© Deloto Buid < e <-tags <cprogeess hittis: idack.git refs/heads/*: refs/remates/arigin/*
- oz out-10
 GitBuia Duia 4 R e hena - rereroca orgin 5 it
7 Git confiq remote.oriqin-url hitos://amouat@bitbucket .ord/ansc/identidock.qit # tineou te10
[ NoTags Fotc) thucket .arg/anse/ident idnc vy
~9 +refs/heads/~:refs/remotes/origin/*
e es/origin/asster (camiz) 5 siscovtel
qit rey /e ermtes/o igin/origin/master~{commit} # (1 eout=10
Checking originmastery
sit Canfip core.speratchackout & timeoy
2 git cnecka T2aehtast7 Shodbsses s 18701 db2040
First time build. Skipping changel
[tk s Jbin/ah s Sap/hudsonceseases237iors00.oh
o d <op
he
ss4c
Resoving ncerseiate continer oeoessesries
Step 2 ¢ RUN roupadd -r sl 66 useradd -r -q wisai wsqi
O aunming.in. SRg0SaSIMATS
T2 Sesnaazariae
Removing internediate contatner 938050390522
Slen 3 : RUN DlD ms(a\\ F\ask =0.10.1 UWSGI==2.0.8 requests redis
v s
"*.pyo’ found under directory 'examples
ng “docs), build
e — o e Mar 1, 205 SS208 P BESTAD ek 155

8-2: Jenkins ¥J&mM%ID
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HATAik, Jenkins FIZRBLAAH Y AEE . FRATKIhHKRE Docker iB 142K, FHEFF AR R
Fibetdr 7THeiik, DIk —A @R S, mRet —ABEEMNH, i
SRS R —EBNNK, UL AP IR B lE, Hehr & AR RA . (HH
FERE A RRNER, MBEXMEREERCERE T,

LAk

BRI, WEEEHTF AT “Build Now” Bk, 4nsY4 GitHub 15 B A& B IR
ey, MBS A AL, B E— N REFVIET. BIXAThEE, LR HAL
T identidock ELE Y “Poll SCM” ik, HAESCAMEFFA “H/5 * * * *7 XM 5,
Jenkins 4555 5 4Pt — T IR EA R A T2, R ENENL, mEseH Tk
I,

AR A S TR RO T, (HEE SRR, M EMRESE RS 5 o s
Ja. BRI ECRE, 1EEREWEZE 1L K A= WIIHEE 4 Jenkins . X A~ZhE ] LAE
BitBucket 8¢ GitHub [t Web Hook 523, {HZE3K Jenkins IR &5 7% RESAE L LML T (15 2],

{#F Docker Hub $&1%

TiEIXH, L NARESM] . A RATEMEBEGIE? 7 IR E E—
W, RNiZEEE—/{E Docker Hub 1Y H s, 4IRS 2 &
FElt, AzhBst S ek . eI LA X AN R, F i Docker Hub )
Webhook ZhfE, il Docker Hub 1 H sh A8 45 3 5 B 2h J2 3h Jenkins (A EE,
XFEMCTE, AT RS FEM A AR S . HiX 2 Jenkins
k%5 % RE s £ 8 L 28 Bl i [m) 1924

XA ZE i R R 226 8 ST Docker 558 B/ NI B A, (BT B IR
H, EiTrfeEFEEH CRemiEhiltyi, DR EPen s ROoF mry e et

LSRR Y el
8.3 MXHER
BESX identidock (% O MR T, IAERRHER G ik e AN TER T —38., &
TBER—RE, B eHERRIEFRS ., 2Fx—P2FE, THERIT R UEa
—/AN] IS, PO el B A P stk o s

8.3.1 YRR IEFHIFRE

FE—ARTRSN TR, SRR ERMIRZE g L 2Rk EE, —HF
BT, SR, AR A SRR R e R, (RAIHEATRE, (H
VPRI AL, Xk B IR A SRR, TR R, AT
MEEHSHHEIR tH T 618 B Dockerfile FAE 1 T30, °

{E5: TR, RIARIERRES TR OV — MHERA S, BOARBOCRTROARAESE. /£13.63 1
RS B EH RS IL
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BN bR AT BB I, B, oA AT o 2 T 003 AL
AR W AR B Ae R R AN

TEFATVITEBIRE 7 p e A BE R BRI PR . RS R git SFIME LA newest, fEiX /™5
L, newest HR% & —HH T il MIKAY BT CAS, W3 fTT LARE A git BOYERE (T
(BRI SO, BT ZRE 7.1 TAVEOREE “H0 latest fr&E7 riHibid iR,
ARG T EH latest br%E, BUELEIRATEHT Jenkins HIRTHEIIA .

#Default compose args
COMPOSE_ARGS=" -f jenkins.yml -p jenkins "

#Make sure old containers are gone
sudo docker-compose $COMPOSE_ARGS stop
sudo docker-compose $COMPOSE_ARGS rm --force -v

#build the system
sudo docker-compose $COMPOSE_ARGS build --no-cache
sudo docker-compose $COMPOSE_ARGS up -d

#Run unit tests
sudo docker-compose $COMPOSE_ARGS run --no-deps --rm -e ENV=UNIT identidock
ERR=$?

#Run system test if unit tests passed
if [ SERR -eq 0 ]; then
IP=$(sudo docker inspect -f {{.NetworkSettings.IPAddress}} \
jenkins_identidock_1)
CODE=S$(curl -sL -w "%{http_code}" $IP:9090/monster/bla -o /dev/null) || true
if [ SCODE -eq 200 ]; then
echo "Test passed - Tagging"
HASH=$(gilt rev-parse --short HEAD) @
sudo docker tag -f jenkins_identidock amouat/identidock:$HASH @
sudo docker tag -f jenkins_identidock amouat/identidock:newest @
echo "Pushing"
sudo docker login -e joe@bloggs.com -u jbloggs -p jbloggsi23 @
sudo docker push amouat/identidock:$HASH @
sudo docker push amouat/identidock:newest @
else
echo "Site returned " $CODE
ERR=1
fi
fi

#Pull down the system
sudo docker-compose $COMPOSE_ARGS stop
sudo docker-compose $COMPOSE_ARGS rm --force -v

return $ERR
O 15 git WHIME A,
(2 Il

© o FARS .
O EHBRMEER IR
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TR, R a b SR 1 H bR @ ok fr b % (BRI IR & RIS 17 {E myhost:5000 2
I, IR LAR% N 2 myhost:5000/identidock:newest, [AlFE, {RIAFHZE(E M docker login fiy
AHIHPE R,

WORVREUAE E AT, SRBAA DR R IR S IR G R B AR S &, #E
FUFHEN TAEGRI T —3 . SRR GRS R, XARCSRAE T S REZHA
X BRI A, X AR RITEE], EREERTRIE I RN, FTREIRTR
S 2 AR T S B AR PER PR, git describe R /MRAMAIMA, BREWSAE THRE
A AT S A4 FR

RHEGRHERE
BRI AR EAEMSL I, XBW®E, TRINSEGRWITERE, MH
ke T8 ID B s 8 5514 53, LAFR% b amouat/identidock: latest
IR TEA BT, TR CRIRTERE, TGRS
$ docker images --no-trunc | grep \
$(docker inspect -f {{.Id}} amouat/identidock:newest)
amouat/identidock  51f6152 96c7b4c094c8f76ca82b6206f. ..

amouat/identidock newest  96c7b4c094c8f76ca82b6206f. . .
jenkins_identidock Tlatest  96c7b4c094c8f76ca82b6206f. . .

WLVEE], [ A B AR, MMk s1fe1s2,

Hiet, MASEIFETIRNBGEREFTIRE, 2400, R
tr% A debilan:latest B (4, B LA A debilan:7 #r% Y, HIfE (7F
BIERI ) BRI BR ID —H#, AL, a0 R 3% 6 A debian:latest
F debian:7 P A B %, I T 3% T 37 4 debian:latest, 34 B dr% H
debian:7 BB A Z RN, CRIARE ZRiHI BB ICRE,

8.3.2 HEFFREFINEG

— HEGORE IR, B EARE IR B A ARS8, et TAREmA F—Fr B,
RE A A Z B F IR, A 2 AL, B4 25 47 ik 55 B9 webhook 3 %01
(https://docs.docker.com/registry/notifications/) , BFIFH Jenkins P ~—2,

8.3.3 {RIFHEHIERYE)H

EAETRGH, RTGEM AR B #3802, RTE 22 WITE B Jenkins AR 55 #% 10 B2
B, DEEEHFFRS SPGB, TN &8 2B BB M BHE & .
Hp— ARG A, S —A W, CRHZ T 2 A B (R &5 mBE, anRz2ibl nirny
i, el efl&miek, ©Ba K= R UL et TRE, {2 CoreOS Enterprise

1 6: EIRG X IR, 4 Docker HA7 IR 55 s R AEAR IS TG, % T SR DhRE M A LB, X
—HURRE SR, RN ZREH — L mF Rk, o R EEZE (hips:/github.com/
docker/distribution/blob/master/ROADMAP.md) H 3%} 5x 5[a) @A LEANTH A ,

A
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Registry 2% Docker Trusted Registry, ‘B TABE & — S48 8 & FE i i 2 ThRE.

BRMA R ERD

TR IR 2 85 5 1R Sis i TR T SRS I R — A, xR
\ BEER, THABEENMAIAEE P H Dockerfile ¥ B2 1% f5, XAEA =R F
T EmEME R E B E RS T B G Z s Y, JE A
A EFAIEER RS, HFXARE, AR 57 IR 55 S
fi, BB ATLLSITEMER, M= AR B, AR B2,

8.3.4 {#EHADockerif&EJenkins slaves

Bifi & A O 5 R B, s A7 R T RE R IR LB oK B 22 . Jenkins A5 — & IUAE “build
slaves”, "BEERE—PITESIERE, ik Jenkins FHAEAT S IR B EREEIPLE

an R R 75 B2 {8 Docker 3K 3 &35 % slaves, 1& 2[4 Docker ) Jenkins i £ (https://wiki.
jenkins-ci.org/display/JENKINS/Docker+Plugin) ,

8.4 #HipJenkinsEiiE

HIT-3A IR Jenkins 55 (8 1] 7825 8%, Ay Jenkins AOECHRT 4 5.«

$ docker run --volumes-from jenkins-data -v $(pwd):/backup \
debian tar -zcvf /backup/jenkins-data.tar.gz /var/jenkins_home

XA A2 $(pwd)/backup H % F 774z — jenkins-data.tar.gz X, TEATXAM4E 2
A, VRATRETT BESE4E Jenkins 75 8545 L BCET 5. Z S5 TRk vT LABRAT 40 T Y iy 2k G — 4>
BHIBARZ &, AL CNEHE S b B ff T -

$ docker run --name jenkins-data2 identijenk echo "New Jenkins Data Container"

$ docker run --volumes-from jenkins-data2 -v $(pwd):/backup \
debian tar -xzvf [backup/backup.tar

A& IX A T3 e B VR 2 2 (TR AR 38 B 5%, a2 vl DA ik 48 A 2% 5K H sh AL BR Y,
Mo T L {8 % 40 docker-backup  (https://github.com/discordianfish/docker-backup) HY L.
FRAEBIIRTEBOX MESS , MAHIFEASK Docker 253X Fh LR A SE £ I3 FE

8.5 BFEERHREEMEAAR

FRERAE RS R T RA AV, N fe i 5 4E 4 Jenkins IR 55 A9 2 &, S Ll
il o 77 Z$E BE ¥, 40 Travis (https://travis-ci.org) . Wercker (http://www.wercker.com/) .
CircleCI (https://circleci.com/) L)% drone.io (https://drone.io/), 7<% $fiRe 5 2 FHB &
EFRHEREAMREE B S A st Tk, A2 A T 2 S MiK. B #nx g5 msf
Gk, FIFFRERFIMNA Docker 7875 U™ it i H fi
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8.6 MIXS5HARS

RAR{EH Docker, IRAIRIR A RECEL R THUIRS 2040, 24—/ 0k 55 22400,
AL ARG B, anfal DA R MRAT 28 RS E . FEARIOMNIRAEZE vl LR AR
LLTE .
B 703K,

MRS T RRRLZA — BRI, T RZ AN — /NS T RE . R
AT LA IR S o OB L DO RE A (R He b iR 55 . P TINKAECRAR 2, 24 T8l
RELFEPITIR, DL B G AL R RIR I 45 R b, RERs AR s 171
AHEHEE, (EVRRIRSRIPTAM S, BT & LB % 5o

28 44 M) X,

XA A, FTUGRE & IR BN O, Sod st —HARF I RS, {E
XAMEOL T, PREBR AT BES R BN A A7 R (R T IR 55 0, X I 75 4%
MR SCAR, R AN S . (RSFE S R BL, I iX SR 55 1 APT S (AU
BN HEBAE A B TN, (B ROk T M F Y dr 428 ) 5 S TR APTAS
REfF—A> (BilZnfE AR URL FifZR) .
5% 2| 3% M X (end-to-end tests)

X PPN R A RGE R BT, BT HATX R BOAAH 2 8 Bt CFE RN (R 75
), ENRIZAEA L ——URAAT AL LA /N SRAT BT, AT 08 8 & A
(AR & TE I R B AE R (RTLAE BT 2800 2 i &) . A mTREER 4 R GE A mI Il
S MR AR G 5, XFE O T AT REDD AT 6 AR & (IR SEMIKh HE
KAL) . FAT1/E identidock H AR AE J& T — Fiim R uw Mk X A-IiR4n &4
AGMKENRislT—, o EE A M

AN, PRATRER B % IE T FIMNR.,
18 B 7 & #9M)3X, (consumer-contract tests)

XK WFRA T IR ED Ly, BIRF IR F ATRE, BE LT 3T 1%k i
(W ATk R, BT CAEAEATRE B RIE N CIRERISCE) FibkRERIT ., &4
IZARSS WIRE TS BLI%AT AR 522, X IR AFAL A, BLEFFRIZARSS 1N 51 a0 (]
o B T REX A PEA RN AU 5 452 29MNR I, b 2k B slea xR 55 2 A T
ek, SE TR ST TR RN 2w e A e 524,
X o RUEEN

X MK B AR O A2 1 Z TR A3 5 SE ia AT IR . X 2R IR 55 22k E
WEE, FOARPRANSAM 2 ATFERRNEEER S, ZHESN R —2 R
Gimt— g, B, (RATRES ABLKER o A £5 B P 28 P AL I TR B
A T,

E7: WHEELT, BAOWSEAE A, WRIRGHEELRE, W2 A5%,
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A H

M TR SRR R R REE I R NPT o2 B, JRA VAR B L BRI A s T4
T LMK, Bl A WA R B S XA FPEG . Ak, AT LA HEERE LT
BN, AR BE A R A T AT LA

% B A P E 22 AT AR 202Kk & A IR 43T (preregistry) FF AJR 4/ (postregistry),
B TR 2 AR B il MBI 5 A IR 55 ZAind & 2 fa. Bilan, Booilif)E T35 20k 55 a0
B Aan s ek J e, B 2 BelG sk A L% R B 25 AE IR 55 b X — 1 LR S T — Lk
{75 S22 — Lo BRI . 55— 5T, AEEA T B AT, B0 0 O ik
FHFFEMSS . WRFFRS TN R, BLMENERE T -PILELAM T, BA
BB G O, AR R BAR A A RO R B A I (E R ENIE RS
T, ERRZENR ), AHIEER AT REAE At B B, BSE R IAEHR, HER
A REAS BT BEAR 2 6] A AH EL 52N 3 R o 3% 2 (R 3 W] RE T 2L E IR 2 TR A& FnE % A e A7
FEMRRD,

T 7= BT A

e, PRATRERR T — T anfafE A= SR B 2 A7 K. BIHELL, X IFABRITERIL 29K
FEo RHARAEA IR, FREZACE PR &R RS ABCE, MK ek
ALy, ARIERCAANA EA KA 2 2,

— P WA IR 5 i U AR TR 7 258 (blue/green deployment), (B %% fi 14T %4 5 57 B Bi f£
APPSR — RS, B HARX A RAFR A WG A, mEHEIRARZ A “4
@ WA, BAR AT LA B S (o ROAS RS O RROAS , AHFRATTAS XA, e B e — B
iR N RIS X A RRAS . MskCiAs ek E, BATICHTA M@ G — THEEI4
CRAZE, R, RMEMRS, W BT ARG A EREINEL, Flanss iR sim
WEIRWIHE N, ARASTE BT RR A BB, BT S My R A 7 R A ST BIEE [0 4 R
A, — BHIAN T ARG T BRI E, kT LR R AR SE 1A,

HoA 0 75 B B R 2 U R, BI[RIRHE 8T IH AN iR AR . 72 A/B X, 3¢ % & 204K
(multivariate testing) 1, P4~ (8£4) MORIIR S EMIKI I FRZ 17, s XA IR
S W P SR oy Be B e rp — A IR B U SR R s B, AR IR A A5 SRy
FERRE IR A RA, TE#3% X3 F (ramped deployment) ™', HRZS WA Rt
B — /N P A Rax S PR R BRI, BB L GX A HT AR st 2R 2 Tk sk &2 1
Feft, BT Mm% A& (shadowing), FTAIERESLIEFRAMANIRS EF0E, (HEIE
{5 P Rk B IHARAS B R &5 3.l RS IR AN AR AR 9 25 1, ke R DR RICA
WA SRR — B (REAIES, Al 2FFATN) . B s ATl
TR A D RERHTR AT, Bilan HRPERESE TR A

8.7 R4

ney=A

AR O B 7 2 RAETE I TR R SRS A TARIR . 4R Tax et 5%
of, AL SA0EIE, b i B ATk R ARG B9 — D AR R — 4~
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&, MARIZERE, REmt, (5 G aEncIia g i TAMIEASARE
(), T LA oA S Ll ) T B AR A 4

ARAPRIE SR R BRI U 5 2840, AL 2 B TR R BB MR 5 7%, AR A 72
e R —LE AR,
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BUEREI e 2l 25 05 TR A 1, FRANZEFF 4R 75 an ] EIEAE A 7™ 3558 H 8 ] Docker.,
FEAR B X A IRHE, KEEBFEIRIE Docker, fR£Z ATEIRIEE, {HEIEIE Docker i HF
A PR SR Ui A2 D H, ROEHEIEE A IR S 45 HIX & Docker RIS, H A TIELF 20%
TILA-RBE . BER Docker H9 HILI R G, (HE 2GR L AFFIaEA =S8
ME ({45 Spotify, Yelp FIFT &), XA S NGSRATFN, iR I A
HEHERALIRE R £,

TR, A RAEA IR 25 85 A 52 4 vT RE HLA BT . BOR AT H ANHLAL vl RE Ay
BNAT, BRI K, (BT RESBHEMNS, BefeM T iE S gRT
7,

A EHRTERE, B m S EE A AR IUNESEL, REEEDILEEE
7o XIS B—— XA T AR R ITRY, YR, FEE G kT
LR PLENTE ., BNl s A BN NN T %4, RUFIRIER P T
Vila) Hotth % P BE s 23015, SR 2 4% E B 76 RS B bk 7 T (A R A i iE 59 . Ik
Ob, WA FAREIE TR, S8 ERNEEIR, XFERER—& YL st
WA 7 es . BIME R ZBCET TR TG %, a0k Google Container Engine (GKE) F1
V. 5 3#h ) Amazon EC2 Container Service (ECS), WHEML{BSRE B IUNL, At B 5iA %
A4, — 7 Giant Swarm, 55—/ && Joyent 2y FIf1Y Triton, JEIACKESTHER,

AT ST 2B HEFA T LA Web B HERE B — RIIN P&, LA LT TR Docker FE4
Mied5 Lo AFIREY RAEN A ZFIRAA FIL 1 A 7 IR s 4 725 s N F 2B B i — 5[]
FER A AT B
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AL ILFA 509 GitHub & &  (https:/github.com/using-docker/deploying-
containers) , A 1A £ FEH Z BT AY Python A% , (HE Sk E
S0V R . PRATLLGEEE(E F IR B T HY identidock Bif%, 208 HEE(EM
amouat/identidock © )%,

PRATLAHIE v AREESRIGX — BT RGN A ARRD

$ git clone -b vo \
https://github.com/using-docker/deploying-containers/

JETERIARZE KRR EA TR & AHTEL .
BpeLASE, RHATLALE GitHub 5 H 1Y Releases Ui (https:/github.com/using-
docker/deploying-containers/releases) | &AM Fr%E IR,

9.1 J@itDocker Machinefii & &R

Docker Machine A& — Ffic. B 37 9% IR 09 5 P LB i 20 ) 05 5, FRREiE R S fEH Lisfr.
Docker Machine REfS BN RS &5 . TEARSS &% b %3¢ Docker, LA K Ed & A< #b Docker % Fii
1L eM1REW i M IR % %% . Docker Machine B TR £ M%), REWE R K ERNAIRS
AT (BLHE AWS, A kAY Google Compute Enginer. f##k Azure, Digital Ocean) Ll
VMWare F11 VirtualBox

£ beta Fift

9 53X ¥ 4> A I 5, Docker Machine i 2k T beta [y BE (MR A9 il 4% A&
\ 0.4.1), XEkERRATRES BB IR NG L IRE, (H B RIZ R AT LUE
=M, mHEdkRRE. A, XWERERE G A IR B
ARES MG M, HTFXARE, BARIAEA 358/ 1IE 3 {E ] Docker
Machine, iE&a0t, BAEMKFIZEE bk A 5B,
&R, EANEE TP AR T A o #8E 3 R i i I 7 4t
eRme )

A 2k & 4ol {# FH Docker Machine % identidock fF = umisfr#e ke, B I9L, REE/ARH
HL#% E 2235 Docker Machine, Znt{/RJ& i1 Docker T. ELAf%c%E Docker BUi%E, APstCL2H
Docker Machine T, #nEAA:, @B AL GitHub F# _3EHIRS (https:/github.com/docker/
machine/releases), RGN EIHERATIRGE Y (f#l40 fust/local/bin/docker-machine) o 58 &iX
P IRE, AT R T4 T

$ docker-machine 1s

NAME ACTIVE DRIVER STATE URL SWARM
default virtualbox Running  tcp://192.168.99.100:2376

AT BRI R A —E S A EE M4, X & Docker Machine (il 2 #) EHLMI &, A
Bl s, EHE T AU boot2docker BEAUNL, F—HEMA AR GRM—E THL. K

o =2
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LA Digital Ocean 1EA7RVE, Atk AWS FH fth = Al 55 HE (L g & KRN . TR ZEAE M
MR A A N TG R A B TR (“Applications & API” TUIA[, https:/cloud.digitalocean.
com/settings/applications) A BEARZE, ‘EoRF xR ETE AV IRICHL ST, R 24 R T 52
Eet, —E SR IER «

$ docker-machine create --driver digitalocean \
--digitalocean-access-token 4820... \
identihost-do
Creating SSH key...
Creating Digital Ocean droplet...
To see how to connect Docker to this machine, run: docker-machine env identti...

WAEFATE L FE Digital Ocean b 817 T —A Docker =ML, 42 T 34 Tl 1wk A& 4% B4 i vp
BT A, LEARHRE PR B

$ docker-machine env identihost-do

export DOCKER_TLS_VERIFY="1"

export DOCKER_HOST="tcp://104.236.32.178:2376"
export DOCKER_CERT_PATH="/Users/amouat/.docker/machine/machines/identihost-do"
export DOCKER_MACHINE_NAME="identihost-do"

# Run this command to configure your shell:

# eval "$(docker-machine env identihost-do)"

$ eval "$(docker-machine env identihost-do)"

$ docker info

Containers: 0

Images: 0

Storage Driver: aufs

Root Dir: /var/lib/docker/aufs

Backing Filesystem: extfs

Dirs: 0

Dirperml Supported: false

Execution Driver: native-0.2

Logging Driver: json-file

Kernel Version: 3.13.0-57-generic
Operating System: Ubuntu 14.04.3 LTS

CPUs: 1
Total Memory: 490 MiB

Name: identihost-do

ID: PLDY:REFM:PU5B:PRJK:L4QD:TRKG:RWL6:5T6W:AVA3:2FXF:ESRC:6DCT
Username: amouat

Registry: https://index.docker.io/v1/
WARNING: No swap limit support

Labels:

provider=digitalocean

" LLE S, ] iE #3137 7 Digital Ocean Y — & Ubuntu = HL, 403 BLLE AT
docker run hello-world, ‘Ejkss{EzumtIIRS & LT,

L1647 identidock B2, WTLAREHIZE 6 #5245 R fY docker-compose.yml, 8¢ {f LA T #Y
docker-compose.yml, iXA~3CH:{# Y% /& Docker Hub _E1Y identidock :

identidock:
image: amouat/identidock:1.0




ports:
- "5000:5000"
- "9000:9000"
environment:
ENV: DEV
links:
- dnmonster
- redis
dnmonster:
image: amouat/dnmonster:1.0
redis:
image: redis:3

3, 4k Compose SCHELE build 474, B BMESERmAIRS & LR A, %L
TGRS BAEER, KA BN HR RIS & mumR 55 a R EL, AR AR TR
HL_E,
PR AT —FE AT Compose::

$ docker-compose up -d @

Creating identidock_identidock_1...
$ curl $(docker-machine ip identihost-do):5000 @
<html><head><title>Hello...

Q XRFTE BRI, B BRI TR R EER .
@ FJLLFIH] docker-machine ip iy 4 KA FRILA 1M Docker FHLIZFTHINLE o
FiLA, BLLE identidock CLATERURISITHER T, (EMAFRESE iR, "X KHET, Bllix4
RELREABAL EisfTie R, (HBA —LemiA B, FAWERES], N FIEEME IR
JHE Python Web IR55 &%, i H oA 5000, FATRL %SO A SRR 55 2%, (HARSRAE R H]
B B Il AR S A3 M LAk S 4F T, X AR{EREAS XT identidock AUZEMREA TS e, TITC
TR AN TP #ihik, Nginx SZHEMBUGHT, Kbl nginx #IR% % H2h £ A~ identidock
KA, AR R T 4y B R % S B

% identidock #4175 (EIX

A it curl iy 4 SR Wi {f identidock AR % 1E#i8 1E. SR1f7, DUNFRELE

TUHFARAIRAF B, X HEMOR BETIE B identidock 75 2% CL 2B 1142 K ifi

B FEAFIIMIA R 1Z A IRE— identicon FfR, XAEREREIEH identidock I

dnmonster P~ A A LAEFFHRE L ARVAME . FRATLARLA T kb

$ curl localhost:5000/monster/gordon | head -c 4

oPNG
FAME T Unix 19 head iy A KR I E MR AIATIY A F4F, AT ik S48 — ]
BARATEN S e b

1 —LER S b P T SRS TR KA 5000 % AT, 40 AWS,

o =2
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9.2 {EAKIE

LEFATFN A nginx £E identidock [k 55 #Y i T 81 & — /> Bl fLBE, BLAE QI — A4 A

identiproxy IH3CH-Je, FHAIELLTHY Dockerfile :

FROM nginx:1.7
COPY default.conf /etc/nginx/conf.d/default.conf

RN HEL R B8 — default.conf 3CH::

server {
listen 80;
server_name 45.55.251.164; @

location / {

proxy_pass http://identidock:9090; @

proxy_next_upstream error timeout invalid_header http_500 http_502
http_503 http_504;

proxy_redirect off;

proxy_buffering off;

proxy_set_header Host 45,55.251.164; @
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

}

Q X HAY 1P Hh 5 B VR Docker EHLIY 1P Hilik sk BRI 4 .
@ FEMTE W w RS identidock 5% . FRATRHE B L&,

AR ARE Docker Machine B fEiB 1T H-EE R = um IR S5 &, BULERR AT LAE ZumiTI IR 55 45 449

HBER -

$ docker build --no-cache -t identiproxy:0.1 .

Sending build context to Docker daemon 3.072 kB

Sending build context to Docker daemon

Step 0 : FROM nginx:1.7
---> 637d3b2f5fb5

Step 1 : COPY default.conf /etc/nginx/conf.d/default.conf
---> 2e82d9a1f506

Removing intermediate container 5383f47e3dle

Successfully built 2e82d9a1f506

FAVRA Bk & BICIEAEE B — AV 2 1Y Docker 514, (R G O AR RNIARSS

gy b1, A EAEVRAIASHBIF L Es Lo

BAE, FRATRTLAR 1 F] identidock 3¢k, FEIEE— /ST Compose it B ST 1M

FLL TN Gl —A> prod.yml 3L«

proxy:
image: identiproxy:0.1 @
links:

.
Eo




- identidock
ports:
- "80:80"
identidock:
image: amouat/identidock:1.0
links:
- dnmonster
- redis
environment:
ENV: PROD @
dnmonster:
image:amouat/dnmonster:1.0 @
redis:
image: redis:3 @

© kR, M BREER Thi% . (AR, (R R ST 5
A, ] latest ARZEHIMGEIR AN 2, BRI AR R IRME Se B TE ik 0 B &5 s 7Y
LR R AS o

A £E, FOAFHEZESI identidock 25 25 BT B Ly 1 (REI & A BT REM) ,
PR AR R B e R A P FR B Web 45 %

7 Compose Hi{§i ] extends 5%

42 YAML X T 13T K, TVl extends 245 A B WIRFZ A F R B
&, B, BATT A E L—ALH 14 common.yml, € &4V TF A R:

identidock:

image: amouat/identidock:1.0

environment:

ENV: DEV

dnmonster:

image: amouat/dnmonster:1.0
redis:

image: redis:3

K& T VA4e prod.yml £ 5 4= TF

proxy:
image: identiproxy:0.1
links:
- identidock
ports:
- "80:80"
identidock:
extends:
file: common.yml
service: identidock
environment:
ENV: PROD
dnmonster:
extends:
file: common.yml

o =2

118 | %9=



service: dnmonster
redis:
extends:
file: common.yml
service: redis

extends XA FAMNRA G Fieta S ogi B 5k, prodyml ¥ E I E A
common.yml ¥ #5E & , links F= volumes-from #5944 & RAA UK, VAL E5MGR A
KA, BTFEANARRE, AKRMNGTH F, 1A extends £ EAF & prod.yml L £
Tk, RARA BRI AHGIAMELR AL, K3 P8 L1k A extends
W ERRERATE AR DRSS L,

I IFRRAS SR BT A -

$ docker-compose stop

Stopping identidock_identidock_1... done
Stopping identidock_redis_1... done
Stopping identidock_dnmonster_1... done
Starting identidock_dnmonster_1...
Starting identidock_redis_1...
Recreating identidock_identidock_1...
Creating identidock_proxy_1...

BAERMIR—T 5 EIAERLIZREV AL BRI 80 Ui FIMARL, 1A 9090 ¥ I«

$ curl $(docker-machine ip identihost-do)
<html><head><title>Hello...

e L] AERNMES CR TREPEE 7, XERRITTEMIRZ F65, Eanxd—
#H identidock S 5L A7 kI, B0k identidock 3T B S HLiMi AN T 22 58 2k 1 (W] 1) 1P
okl (REEREPIIRAEBEORRI T L, JHETCERCEER —T). i, Zatkbisg
5%, RO R P s Rl Ll i ARBER TR], I HLAHB (T 1 B BRI L

AT BE P UMBAR S 4F . SEHLIY 1P HhhEFn 7 2% 2R B2 (AR BRI A, SRR
ANHY s R RAHTHAFEMH “identidock” XA &R T HBIRY, i A 24T identiproxy
HHIIIRS M, IBAEFHEEFEG, SCE R EIEEN R ERES, R4
Pilx e HGE I A BORBLE . TS B (L nginx HE ISR &, HA DL —
A, STk A AR R B S, AR5 SR8 nginx, FeAl 175 2 M F] identiproxy 3L
Jé, FEHAY default.conf B ELAE Gt 1028 Bt i 5 (74 «

server {

listen 80;
server_name {{NGINX_HOST}};

location / {

proxy_pass {{NGINX_PROXY}};

proxy_next_upstream error timeout invalid_header http_500 http_502
http_503 http_504;

proxy_redirect off;




proxy_buffering off;

proxy_set_header Host {{NGINX_HOST}};
proxy_set_header X-Real-IP $Sremote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

3
}

M TETFECIELL Y entrypoint.sh 3CEF, BRI T8 ST«
#!/bin/bash

set -e

sed -1 "s|{{NGINX_HOST}}|SNGINX_HOST] ;s | {{NGINX_PROXY}}|SNGINX_PROXY|" \
/etc/nginx/conf.d/default.conf @

cat /etc/nginx/conf.d/default.conf @

exec "$Q" ©

O (M sed A A KPS THEIIIBNE, BIRXFEMAKIES, (FRBERNMWENCEZ
W87, EERANMEHT | FFSmARE /, XEEMOEN T#EG 5 URL I RHTIRGE .

@ O A TEN S B G, AT HEIAIR,

© PATIEIfE AR CMD /v 4, Nginx A& BRIAGE LT —/> CMD 454, i nginx 7ERI Bi817,
BN MR AT UALE IS TIE G XC— /AN [RIF CMD 454>, A H 2 mT UL A T fth iy 4 2%
JB3— shell,

BUAE AT B W31 Dockerfile, 4E3X/SHTIAH L

FROM nginx:1.7

COPY default.conf /etc/nginx/conf.d/default.conf
COPY entrypoint.sh /entrypoint.sh

ENTRYPOINT ["/entrypoint.sh"]
CMD ["nginx", "-g", "daemon off;"] @

O XA A S B IRNBIREE, FF{E docker run A HREME M Ar & ARG, 1EASHL
RZ5 A1 entrypoint.sh BIA

EIAR B R AT PATCM:, SREHEEES., X—k, FITRFREE proxy, FAREMIES
185 5% identidock F15 B A HH B TT3K «

$ chmod +x entrypoint.sh
$ docker build -t proxy:1.0 .

SIS, E5ERE] identidock SCHK, SRJEEHT prod.yml, EEREM LHIEA -

proxy:
image: proxy:1.0
links:
- identidock
ports:
- "80:80"
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environment:
- NGINX_HOST=45.55.251.164 @
- NGINX_PROXY=http://identidock:9090
identidock:
image: amouat/identidock:1.0
links:
- dnmonster
- redis
environment:
ENV: PROD
dnmonster:
image: amouat/dnmonster:1.0
redis:
image: redis:3

O FrR R i B TR ENL 1P Mk s 4R,

Bk, AR I RRA S, JREHURED R R, B4 (8 AR 2o 8l T BE 1R
XT AL AT B Web W H], XS0 288 T, Hl THRAMEN T Docker 4%, H Al
RRESEHL — LA E . SR AR i I W 45 B B AR 55 K BL I RE, FA T
B3 2 THLS R GO TARAY JRAEGAINT), 5 11 FAE 12 FRE A 28 An{al i X 26
hiE.

L R SEER, ATLAXAHE Bl L

$ docker-compose -f prod.yml stop

$ docker-compose -f prod.yml rm

YRk AR ARSI, TR

$ docker-machine stop identihost-do
$ docker-machine rm identihost-do

X PRI T2 3 2 B 55 B2 A4 v A 13X B A R DR L I R R
1 P F—L8 Compose FI AT 2,
1% & COMPOSE_FILE T &

5 H 4k $ 47 Compose HU I B &R 5 € - prod.yml 2%, A4l i i% &
COMPOSE_FILE PR3 As sk R H I, fil4n.

$ export COMPOSE_FILE=prod.yml
$ docker-compose up -d

‘B S#A prod.yml SCHE, A& EKINAY docker-compose.yml,




BAEEXHERTR

W R R AL A 4L Docker & &0, & AR A REE R MRFROFH, L1
REBFAGFRIBREZN, SIRGAZF AT Z LRI 4 W e 1E,
AT Rl TR AR XoF R ARG R, RERINAE EER AN 0B
WAL IL B, 4= Jinja2 3 Go 4k,

B T X AP AR ARk, Jason Wilder F £ T — AL £, % = dockerize (https:/github.
com/jwilder/dockerize), B #j& 42X AN it 42 A 351, Dockerize i@ i —AMEE o A A R
TREZFRERRE LM, RBEARARAYER, XHBAELT LA dockerize f&
CMD 3% ENTRYPOINT 45 4~ 64 & 3 b A3t A2 &k |

R, Jason 5 i X F b, MF K H T docker-gen (https://github.com/jwilder/docker-
gen), docker-gen T VAF| Fl 5 2% 49 U448 (Flde IP 3o hk) Ao T 209, €LTW
M ABFRES, %M Docker ¥4, #lde, LBAHAFHERZMANZH, 2ok Yt
LR AR R A, —AMRAF 89 15) T 3L R A 89 nginx-proxy & &, €4 WA VIRTUAL_HOST
FIREZ ANRMEBE R BHHHEE,

9.3 HIITIEIN

BESR LA T — AU PR A58, IO ZanffERSS &5 - Rzsheng? ° Baih
1k, FMIELF T Compose F Machine XN H , {H e TESELESH, o HLIETEPGEIT &
W A RAEA IR R BTG, sk SRR EE, B /DEINE (FE5iX
EB5r 5, Docker Wk F#A AHICHA) o X /T H AR R, A7 IR R )
REEAEVE T & . AR TR er & B M, "TLAE GitHub & H R B B £ E,
T e M S A T A IR AR A .

kiR, ik Compose A& A, AAZHMTAWR? ERATREFRH MY TREME, LATAT
AR R BRSO A A Docker Hub b, MiA2fEARS & EAIER, R IRERE i
i, ELIEIRA CHBRRHEEEISERS, 24 HIKIE Docker Hub ERIEE(% (amouat/

identidock:1.0, amouat/dnmonster:1.0 [l amouat/proxy:1.0),

9.3.1 shellffj7s

A H Compose TEHE R 2N A 2 1Y B (6 B 5 T 2 shell BIAS, A1 REYE —/ Bi%i shell
A, E&IAT Docker fir 4R B Al A 4% o X FEMEUR DARL A K £ 5w sy B, 4n R b
——EEHE??H@éF4§, R UARA R 2445 ()0 A s BEAC R, fReegda s, HKERE,
XA PEARTESE s AR RIL R, XA MASPEAR AR MmIhEE, HRIRERIRA T

TR 2. Mk, BUERAKE & T A8, fEAFFIRIINNG A AU Z 8T, A B nfrl fRIE B %
SMERARE EIEN, B 13 WAAEIEANN A,
[E3: BIET, WeEABMEACE A Bl HEF 10 %,

A
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REA AP — R R AL E A IAR

BATRTLATESRAT docker run [t - -restart ZHCRIAORA IE#B H VR 2 GENS H s EHT
Jadh. SRR RS EHSAIER, ErILAE no, on-failure B always, BRiA{H 2
no, FIRE AL HEHE S, on-failure 5EMg S 7EA &5 138 HE A AE 0 Bz 221K,
#HE, EBRLEREEIRPIERKE (140 docker run --restart on-failure:5 24 3
wal% 5k, ZIEESHEE).

THERIEA (£ deploy.sh) £ EahHizfT3A1HY identidock AR5 :

#!/bin/bash
set -e

echo "Starting identidock system"

docker run -d --restart=always --name redis redis:3
docker run -d --restart=always --name dnmonster amouat/dnmonster:1.0
docker run -d --restart=always \

--1link dnmonster:dnmonster \

--link redis:redis \

-e ENV=PROD \

--name identidock amouat/identidock:1.0
docker run -d --restart=always \

--name proxy \

--link identidock:identidock \

-p 80:80 \

-e NGINX_HOST=45.55.251.164 \

-e NGINX_PROXY=http://identidock:9090 \

amouat/proxy:1.0

echo "Started"

HEE, FATH L A& docker-compose.yml 3 {1 % it 5 [R] ¥ 2 GE 1Y) shell iy &, {H 5
Compose ], BHEAELEBGHERRENZEEE, DRARELECLARGIEAR
i%??o

£ Digital Ocean PV OL T, FRIUAE /] L#E FILL T ssh Fil scp fy4>, aliad shell B4k j53)
identidock :

$ docker-machine scp deploy.sh identihost-do:~/deploy.sh
deploy.sh 100% 575 0.6KB/s 00:00
$ docker-machine ssh identihost-do

$ chmod +x deploy.sh

$ ./deploy.sh

Starting identidock system
3b390441b16eaece94df7e0e07dledcb4c11ce7232108849d691d153330c6dfb
57459e4c0c2a75d2fbcef978aca9344d445693d2ad6d9efe70fe87bf5721a8f4
5da04a34302b400ec08e9a1d59c3baeec14e3e65473533¢165203c189ad58364
d1839d8de1952fca5c41e0825ebb27384135114574c20dd57f8ce718ed67e3f5
Started

HS A AT LA AL AE shell iz fTiX 28dr 4, LEHEGE A T2 388 T 05 (B B RS A Y %
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B, AR H R LD identidock, 757 5 BLAEHAH T T R BRI 9
3

4 95 T 7 19 R S A7 S, T D) ) Machine H2 A< MO 7 i 6 1 B R
Docker i %, s LR ATBREINES 23 IF (L L% P10, AnBEcE) LT
W, REEEE BN RS AR B

(D SEH EEF BGRB8 — A & (Rdrl o BB .
Q) e BB FR B R, PTLLR A i R s R

(3) MARFT 2 2 H iR & LIEE .

(4) fEIR% &5 K4,

7Ok, WS 8.6 1 FHUARBIAS “EAIRE IR, Hrh A LR ANl EAS RN R 55 B
WIS il 05 s 2R

B R RHEE T

IFU A 1) Docker B 2847 7 # T R b 3 4 v T A9 ) A0, 388 8 2R (UL )
N, I ERISATHY Docker & BHTARA . AF5E 1 2br, Heff) Docker A 1.8,
T BHEARA R, A7 E R [P LA SR RN, B AR
FICHOERI A S . BIMBER, (E0ERIAS £, A fetc/hosts Ff2 bl
BT, MIABTE IR A,

TEILE A, R — SR B 1% 2 AR R B AR Hil 2 &% B B sh Fni & . 5
12 B S 4] — 2L 1% T4y Docker BT TR, DLREAE T BRI TRIX AR

9.3.2 EFAHEEEER (FHsystemdiZHIFFHEHTE)

B T & 0t T shell Jl A 1 Docker B9 & J2 Zhfg, b mT LL{d FH 36 2 7 B 8% B init 240 (40
systemd B, upstart) K REIRIIZE R . RRIFEHA — LIRS A RAER S HIBFT, it
AT — AN AN ERMITE, A2 Xt s oA . AR IR R, A — L] EiR &4

L5 S 2
BERE

o LAIRIR AL Docker HY H s # B2 4% Bhiig, BI4AT docker run iy & I A RE il H
--restart=always 24,

o GEEEILT, (RIVEERAEELZ RS docker client & FUmibRE, A& 28 ds NAYIHERE .,
TXAERORE 50 B RVEBAS 2545 [RI R, AHL 40 S I 2% 4 v T sl (th 4 L 8, Docker & 7
sk sB Y, RS AIEE T, Xt R RSk A, I, AR P s A
HIE A as NI E R, IBAM SRS . X/ EOUEARK rTRES A Pk 42, (HAETB Z A,
PRRLIZFTE systemd-docker iX /NI H  (https://github.com/ibuildthecloud/systemd-docker ) ,
‘Bl R 2 2 B cgroup SRS X MR, [ A RIEMEE £EE, W GitHub |k
HYX—[F) 8 (https://github.com/docker/docker/issues/6791), |

h T BRI systemd R BLAY S, N HEIFIAR S5 ST LA T 2R systemd B EHL
. Ik BB BATHY identidock k5. FEX B, FEEM T CentOS 7, (HHAbKT
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systemd [ & AT ML R TR/ FH A B4 upstart (61, AP BT 0GR
RATREBIEAEAE: systemd 3288, A SCHFEBRIRUAE Jetc/systemd/system/ Z T

e RFEF Redis EaxIARS I identidock.redis.service, "B AT A H AR #S «

[Unit]

Description=Redis Container for Identidock
After=docker.service
Requires=docker.service @

[Service]

TimeoutStartSec=0 @

Restart=always

ExecStartPre=-/usr/bin/docker stop redis @
ExecStartPre=-/usr/bin/docker rm redis
ExecStartPre=/usr/bin/docker pull redis @
ExecStart=/usr/bin/docker run --rm --name redis redis

[Install]
WantedBy=multi-user.target

Q VIR BB 4% 2 Hi Docker E.£48384T,

@ T Docker M4 A RETT 22— 2L E R T, B E R F s 3,

© EEA AR ZAl, A THIEIAR S B, XEWREERESBHE, Redis VAT
B SRR . (BAE identidock FUIEIL T, XA RE, fEardaint - SrER
A& 5TF systemd, B iy 43R [0l — AN EFR RS R Z A Ik,

@ 47 pull IZEHTE, ARSI BB A

identidock YAk 55 identidock.identidock.service 5 Z BIHIAR 55 2L, X il B 7 2 R i HC

fth ARk 55 -

[Unit]

Description=identidock Container for Identidock
After=docker.service

Requires=docker.service
After=identidock.redis.service @
Requires=identidock.redis.service
After=1identidock.dnmonster.service
Requires=identidock.dnmonster.service

[Service]
TimeoutStartSec=0
Restart=always
ExecStartPre=-/usr/bin/docker stop identidock
ExecStartPre=-/usr/bin/docker rm identidock
ExecStartPre=/usr/bin/docker pull amouat/identidock
ExecStart=/usr/bin/docker run --name identidock \
--1link dnmonster:dnmonster \
--1link redis:redis \
-e ENV=PROD \
amouat/identidock

[Install]
WantedBy=multi-user.target
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O & T Docker, ib 75 % 55 B identidock T ff% it B9 e fth 7% 2%, H. & 3k 16 & Redis Fl
dnmonster 7 &%, FFE[EIH# ] After FllRequires, LI#Efpia stk A,

fRPERARSS (FR2A identidock.proxy.service) ZE4NT

[unit]

Description=Proxy Container for Identidock
After=docker.service
Requires=docker.service
Requires=identidock.identidock.service

[Service]
TimeoutStartSec=0
Restart=always
ExecStartPre=-/usr/bin/docker stop proxy
ExecStartPre=-/usr/bin/docker rm proxy
ExecStartPre=/usr/bin/docker pull amouat/proxy
ExecStart=/usr/bin/docker run --name proxy \
--1link identidock:identidock \
-p 80:80 \
-e NGINX_HO0ST=0.0.0.0 \
-e NGINX_PROXY=http://identidock:9090 \
amouat/proxy

[Install]
WantedBy=multi-user.target

B¢ Jo42 dnmonster IR (F72% identidock.dnmonster.service), PNZANT -

[unit]

Description=dnmonster Container for Identidock
After=docker.service

Requires=docker.service

[Service]

TimeoutStartSec=0

Restart=always

ExecStartPre=-/usr/bin/docker stop dnmonster
ExecStartPre=-/usr/bin/docker rm dnmonster
ExecStartPre=/usr/bin/docker pull amouat/dnmonster
ExecStart=/usr/bin/docker run --name dnmonster amouat/dnmonster

[Install]
WantedBy=multi-user.target

BRAERTLLiA T systemctl start identidock.* #y43K B3 identidock 1, X/~ J5 141 Docker
HEBREZ R B EZERET, A OB A SR systemd filt k —i%E RV E S,
@@wa@%%Eiﬁﬂ%m@&ﬂﬁ@tﬁ¢§%&ﬁ$%?%oE%mUMm%@
HITE, TEOURA—FE T, B BRE ANl (£ A5 S H T R sh A d WG O T SRS,

RUE e R e B, (BIEAEERIAZ, CoreOS F11 Giant Swarm [ PaaS Rk 55 &1
FH systemd K278 8% . Har, LLFRTLAZ WM, Docker Fll systemd 2 [A] 5% & ik A
Fififo, RAWEERA R TR DT B WL AR 55 i A v JET

A

126 | $oE



9.3.3 {(FRHEEERETH

AR ORI B BN B iR 2, IR LR R AR UL & 2 HE (configuration
management, CM) T H (ZRORERMSEH, sSFMIZ%EE—T). FrauHE 2% Eam
fAIRIE Docker EHL_EMERTE RGBT, THEEREK T HH. K5, FEMRIR
IE{EIZ4THY Docker Bef By, H H A A FRMA SRS H, —L% CM figk
J7%, 140 Puppet, Chef. Ansible Fll Salt, #BE {EH; By & HX LE[m]E,

£ CM THRB R & A K T5 1%,

(1) ATLMEZ 28 ME R B, 1k CM B4 RN S 20 2 N 31
(2) ATLALE CM #4572 Docker AL ERYZE 45, AR Ss (TR B IR R IERIC DR, X
FEA a5 AR S i S WAIA AP R AR T B S R BT

F—F AR AT, HAFF A Docker U %, X #EMS Dockerfile #f1%%, 15 Docker
B OhER H ARG MOES T E ., £ T RIAETD, BAITEESSE
R, BB ENGIE T Docker FAER A FNIR 25 224409 )5 141 o

EXAN T, BE ARG LLRIDINLGIS % £%1% (golden image), ‘B— Hizfrifk
SR, BIREFTEEHEREE, EH- N SrHE RN A S BN, WA
AR E R BR P IEEB TR, PSR ARG, A2 RFEEE B & IR
%, EREMIYIM A R A P T R T 4R/ (RIERER T 2488 IbR%E 2%, A
WEASEM),

TR A LR R T,

Ansible

TEXAGF- A FRAT 168 Ansible, A BRZMGM, X&5 EF, mMHATIREG, B2%%4a
M, FHAET e T B s 25 |

S5 2 H A he B PR D 7 = AR, Ansible (http://www.ansible.com/) FAFEEETHL
B, EF TR EE SSH SRALE FHL.

Ansible H—/~ Docker #53, HA GIEF4gHER & IIThRE. R AT LLFE Dockerfiles H {8
Ansible 22 FNECE S, (HIUAE S % A6 Ansible i #1749 identidock B 15 2 # 37,
— A ERIHL, AT REE—EFWL B T, Ansible FUBhREFHEEE W HFIN, (H B LK
71 Ansible Fl Docker LA {f F fgis BIR AT R .

SR AT L% Ansible [ P, Tl 1847 B #:6 FH Docker Hub _E 1) Ansible & /'3 Bi
%, BAREHBEBLAT R, {H generik/ansible BRI E 2,

HHe Al — hosts 3CH, M FEEH Ansible REFHAIARS 25735, HP BB FE IR
TCREEALSEIUALAY TP Huhk,

$ cat hosts
[identidock]
46.101.162.242

PLE, FRMTEEQIE—AH T3 identidock ) “playbook”, AT i 2 Gl —A 44




identidock.yml H3CH:, 4nRURAEME FH A CEAS , AT S 4 Fk

- hosts: identidock
sudo: yes
tasks:
- name: easy_1install
apt: pkg=python-setuptools
- name: pip
easy_1install: name=pip
- name: docker-py
pip: name=docker-py
- name: redis container
docker:
name: redis
image: redis:3
pull: always
state: reloaded
restart_policy: always
- name: dnmonster container
docker:
name: dnmonster
image: amouat/dnmonster:1.0
pull: always
state: reloaded
restart_policy: always
- name: identidock container
docker:
name: identidock
image: amouat/identidock:1.0
pull: always
state: reloaded
links:
- "dnmonster:dnmonster"
- "redis:redis"
env:
ENV: PROD
restart_policy: always
- name: proxy container
docker:
name: proxy
image: amouat/proxy:1.0
pull: always
state: reloaded
links:
- "identidock:1identidock"
ports:
- "80:80"
env:
NGINX_HOST: www.identidock.com
NGINX_PROXY: http://identidock:9090
restart_policy: always

KB4 AUBL B 5 Docker Compose JEF AL, (B3 E JLASFEETE.
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o A THEWS{# ] Ansible [ Docker fb, BFEEAE LML E2%E docker-py, XALRETELR
% Z 1) Python R i< & .

o Hrfy pull 28 & P ABHEAS A Docker BHRHYEHT, L BIXE A always HYIE, AR
#L AT 55 I S A BE R A A T RAS .

o HP[ state AR EA MO TH2RE, BBIBE reloaded [1iF, 45240 & #
deEhitt, wEIEE S,

BIREHIRZBCEERTATH, HXAEE CFRRCR C A SA R BB AR ERT T
TRV & 11T playbook :

$ docker run -it \
-v ${HOME}/.ssh:/root/.ssh:ro \ @
-v $(pwd)/identidock.yml:/ansible/identidock.yml \
-v $(pwd)/hosts:/etc/ansible/hosts \
--rm=true generik/ansible ansible-playbook identidock.yml

PLAY [identidock] hhkhhhhhhhhhhhhhhhhhhhhhdhrdhhhhdhrdhhdddrdddhdrdhddhdrdhddrrrdhdrrrs

GATHERING FACTS khkkhkkkhkhkhkhhhhhkhhhhhkhkhhhhhkhkhhhhhkhkhhhhkhkhhhhhkhkhhkhhhkhkhhhkhkhkhkkkhkkhkkx

The authenticity of host '46.101.41.99 (46.101.41.99)' can't be established.
ECDSA key fingerprint is SHA256:ROLfM7Kf30gRmQmgxINko7SonsGACOVIb27LTotGEds.
Are you sure you want to continue connecting (yes/no)? yes

Enter passphrase for key '/root/.ssh/id_rsa':

ok: [46.101.41.99]

TASK: [easy '-LnSta.l.l] AR A A IR KRR I I AT AR I I A AT AR I I A I I A A A A I I A A A A ddhhhhddddhhhddddxsx

changed: [46.101.41.99]

TASK: [pip] kkkkhkhkhkkkhhhhkhhhhhkkhhhhkhhhhhkhhhhhkhhhhhkhhhhhkhkhdhhkkhhhhkkhdkhkx*x

changed: [46.101.41.99]

TASK: [docker_py] kkkkkhkhkkkhhhkhkkhhhkhkkhhhkkhhhhkkhhhkhkkhhhkhkkhhkhkkkhhkhhkkkhkhkhkx*x

changed: [46.101.41.99]

TASK: [redis Container] kkkhkhkkhkkkhhkhhkhkhhkhkkhhhkhkkkhkhkhkhhhhkhkhhkhhkkkhkhkhkkkkhkhkhkx*

changed: [46.101.41.99]

TASK: [dnmonster COntainer] kkkkhkhkkkhhkhkhkkhhkhkkhhkhhkkhhkhkhkkkhkhkhkkkhkhkhkkkhkhkhkkkkk

changed: [46.101.41.99]

TASK: [identidock Container] khkkkhkhkkkkhhkkhhhhkkhhkhkhkkhhhkhkkhkhkhkhkkhkhkhhkkkhkhkhkx*®

changed: [46.101.41.99]

TASK: [prOXy container] kkkhkhkhkkkhhkhkhkhkhkhkhkkhhkhkhkkhhkhkhkhhhhkhkhhkhkhkkkhkhkhhkkkhkhkhkx*

changed: [46.101.41.99]

PLAY RECAP khkkkkhkhkkhhkhkhkhhhkhkhhhkhkhkkhhkhkhkhhhkhkhhhhhhkkhhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkkkkk

46.101.41.99 : ok=8 changed=7 unreachable=0 failed=0
$ curl 46.101.41.99
<html><head><title>Hello...

Q XA A AT LALEZC 35 (E ) SSH 258X (SSH key pair) K UilRIEREAR S




PATEFTE — I, Foh Ansible FT5EAEBR FE TR, Ak —HEk, F*MB
identidock i Fsk & i3 fTHE %,

AL %A fil ) Anisble B IE R KIIBhEE, ‘Eib flLAMBUR 2 4, THETE T CEHmfE
JoE, RTUAREA T S S i A & WA R e £ Bl S EUSE LI R K.

9.4 FHEE

Hi Ak, X =Rk 2/ Digital Ocean {1 JF 4= Docker droplet (Digital Ocean [t
RiE, BATER BRI, MAESERBIR G, 2T Ubuntu 14.04 #9) Hiztt
B, HSCTEHVERIE RS E I, WA VR ARIEE, & HAAFEIFIEE, Rl
ARV TAE A A NI JRIE 4T Docker HIIE, BSik B W 1% 8 2% IEIRAE SR

RAETATLMERAL 11517 Docker AL (LI AL NERIERAE Z 0 ) . H A& 5L br ik
FELA UL, KRZEA LM LINA R LA IUNUAR S . TR A2 &5 5%
FRAE AL, JERESEHEI Pz IR By M2 2 PRI D REE

9.4.1 EFIRIERS

RTHIERS, HArA 2 e, &AAARMIE S, R irEsit—A /N E] A
AR FHRRFF R T RE S K B0 A ] F A e B A 6 ORI T R ——2n R ad 5 {5 H] Ubuntu
8¢ Fedora, MifREC/RIMALTCHRAZ, ARk HEE ((HZEERE THE IR A if 9%
) . BIRZRIT RIS T A B R AR PSR (e ST s 6
FHR ), BIREEE L fLAIE#E, 40 CoreOS. Project Atomic 3 RancherOS,
PABCHTES 12 BEHER gt %

IR R ) B BistT, Hrh RE #BC LA BER 7T FIRY Docker 5218, i HC2
FEEN AR B B NRASIE

9.4.2 EFEFMHIKHERF

H i LA £ 4~ Docker IR IR T, FRIE SR E LRI, EHE A& K
AR Frokf T W R A P IR SE P AT SR PERCR B, WA R R Rl A, IR TR
HIRE s g2, HAlA T o LEiEsE,

AUFS

Docker SRV — MR SIERIT . 124 A1k, BREEE S 52 7% 50 F i i FH 9K
e, 5 Overlay WAhAHIE], BRI FEMHZ & Re0s It = AR % &% Z A A A7
TI—— AR A 25 23 MAH R B RS E 5008 B3R ARR 7 e sl B, I 28 E R S RESLEIX
A AR NAF 0T, AUFS B9 £ ZREHE BAEEZENEE (mainline kernel) H1,
AR EWE Debian Fil Ubuntu R H CFF —BEHFIA], kb, AUFS RUERIERAESCHE0, H
IEBIE R — AR R T —AN/ IV INe sl B SC- i St R IR S s i / 5
B. 5AH, BTRFS #il Device mapper fEH B EH#VE, DRI RSO = T HE

PO SRR, AnR R B BT AL Ubuntu 8¢ Debian 4L, A2 PREE FHRIIR ShER 7R
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AT RELZ AUFS,
Overlay

5 AUFS 4B, ‘Bt &4 F5-3] Linux PR 3.18 iltds, Overlay IR AT fgAE: H e B33
PRI IR ED, ERIPERELL AUFS RS4F—2e, HaT, BEREMG RS TS A EHhA
N P RZEEATIRT S, BWEREMNZITHT), HH el AE % AUFS i
— L AR IR AT AR 4 £

BTRFS

—A “BREH]” (copy-on-write) MIXIERE ", LET L EreE, AR5 R0
(volume), HF BTRFS A —LL33 I ARIBERE (RrB& 3T chunk), DR RO
BTRFS A4WMHLER, 82475528 BTRFS $5 A i H A IR SR A S FE 4
PR AR VR 7 25 Rl PR B SRR RO 5 AR KRR, B2 — AN
Bri 2

ZFS

XA %2 T W S 2GR A H Sun Microsystems JF % . ‘BFEF % J5H 5 BTRFS 1R
L1, AR AT LAUE EEA EAF R PEREFN /T 58 . {E Linux Fizf7 ZFS FEAME ., BTUFaT
UEAOIRIRSE, EAREMORGENAZ, ° L, ZFS R fe R WA 750 1Y ZFS 25 RHLK
EIR

Device mapper

ZLME ARG EINEH B, Device mapper &> NI, B #k HTEILSeE R A RE, 14
41 RAID, % £ i 2% #1 Bt B8, Docker {i Fi Device mapper iJ H zh ¥ f& ic & (thin
provisioning, AIFRA thinp) ¢ skik EIBegl BTSRRI B E ], “thin pool” M
g 3ctt (sparse file) 4382, BRIAK/INCH 100GB, %585 0 IR, K&k 40 fid—
AFIAIXAS pool BT SCHZ 5%, HK/NERIAA 100GB (3& FH T Docker 1.8), BT
R, KPREE R R R L, (H— R Sa 2 R A REEE 100GB,
FrARE o BRINE ., Device mapper ] LA & Docker FY Ak £ 13- fil IR 5 v 5 A B 20—~
o ()UK B — /> 2RI . AR rTRERYIE, TR B AR B, (Hank
RE R EL(S H] Device mapper HYiE, 1HiCH CARZ R AT LR, DIFEHt e 4rrysEe
(HAEEAE I “loopback” E&ABE—AHIENIEE, XENAHNER).

VES

BN Linux BEAUSCHE R EE

EERAKIEI AR, IR —8 7 a7 25 i
MR XA B A SRR

8, JE KRR BRI T A PRI A R, BRI

4. INEA Tk BTRFS E44: A ANA “ButterFS”, #A A4 “BetterFS” ; A “FSCK”,

{1 5: Ubuntu Je& M Ubuntu 16.04 FFE43E ZFS &8 elmih—R &6, —i%EE

H6: fEAZIRERIRLE S, & umia R IEA &SI AR il i, MRS EEIERENRFE . Sk
R, Hgim%ERE (thick provisioning) W< 7RI R % P o i R, BIER Pt vr 0L H
IR — /NGB 4




AEAEREE, T H AT AR AR AL I RE . AR PR AR (At A SR S a8 3 7]t
ifi AT VES B ZrIPERERYIE (B anfR R BRI R BE IR 88 ), ABABSREAD
AR
BRAEURA Fr IR BE fh 2 B b R SR B, e EIUIREE T AUFS 5 Overlay, BJMEiX F0k
EREEHNE,

VIR tEIR Bhiz

[BAnTR C 2RI T ioC 2, WA ISR P2 IR 511 . ATEEH7 /E3) Docker
SPAPHERR, JRAEIE M AVE L4 --storage-driver 24 (&5 4 -s). filan, anRIRAIN
¥ % H Overlay, RAILL#IT docker daemon -s overlay fiv4 LA Overlay 7% 9K 03K 230
docker TP HERE . FEHIEER --graph 5( -9 28, XA S8k B Docker iz £ { FH AV AR
H se—— R AT RETR 228 2 238 24 A S R GE T (£ 4 X 44T Docker (f51Zn{ F§ BTRFS
IRBhATIE, 5344 T docker daemon -s btrfs -g /mnt/btrfs_partition),

Tk S E AN, TR Docker IR 5 19 2 30 AR 8 B B SCPF. 402 S& 7E Ubuntu
14.04 &, IRLFEE g4 Jetc/default/docker 3¢ {4 A1) DOCKER_OPTS 25 &,

TR S B B EER

BOMATE AT 25, IRETCEE I BT A R IH A S FIH SR . B3] 2 i
WA RSk REY S LR . S BRI IT R BRI IR ah By, AR BElR
RAFEI—/~ TAR XX, RIGFEFTCH R R mEe, fila.

$ docker save -o /tmp/debian.tar debian:wheezy
$ sudo stop docker
$ docker daemon -s vfs

TEFTIZE 0 AT«

$ docker images

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
$ docker load -i /tmp/debian.tar

$ docker images

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
debian wheezy b3d362b23ecl 2 days ago 84.96 MB

9.5 EFIIHREFE

Wi ECSA R AR BN LR A SHEE T 2.

9.5.1 Triton

Joyent 23 5] (https://www joyent.com) [ Triton W& A J7 Zrh e A HRAIU—A, BhE
Y N B ASE FH DML, 53X {75 Triton #H bb T th 2k T ALY 7 Z B A B R M Refi
B, JFH RN RIE

A
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Triton 4 {# il Docker 512, i@t Linux BEHIIEE AR B R T — % T SmartOS JE
UHLEERERF (CERARIERTLLB W E Solaris) I &5 1#, @it 52 Docker [UILHE API,
Triton 55 % BLHY Docker & F' i 58 42 3 2%, 11 Docker % F ¥ #% JH /E Triton A bR fEHE M,
Docker Hub _E Y85 e EF f# H .

Triton &JFIRMY, FHARMEPFFEERA, —MizfT#E Joyent =¥, 7 —Fl& ol NEBIIRR
A, it Joyent IAHE =, TR LLREHHBIE identidock iz f7#2 4, £ Triton 61 &K F1
#® Docker & Fugdg[a] Triton 5, =ikt 4T docker info.

$ docker info
Containers: 0
Images: 0
Storage Driver: sdc
SDCAccount: amouat
Execution Driver: sdc-0.3.0
Logging Driver: json-file
Kernel Version: 3.12.0-1-amd64
Operating System: SmartDataCenter
CPUs: ©
Total Memory: 0 B
Name: us-east-1
ID: 92b0cf3a-82c8-4bf2-8b74-836d1dd61003
Username: amouat
Registry: https://index.docker.io/v1/

EEBREZRS (operating system) FIHATIRSB) (execution driver) HI{E, BA1FRFIEA]
A& BT E— 1 Docker 5% F, W LL{# F Compose K LA T I triton.yml 3¢ 5 5)
identidock, K24 Triton S HF A4 1Y Docker 5% API:

proxy:
image: amouat/proxy:1.0
links:
- identidock
ports:
- "80:80"
environment:
- NGINX_HOST=www.identidock.com
- NGINX_PROXY=http://identidock:9090
mem_limit: "128M"
identidock:
image: amouat/identidock:1.0
links:
- dnmonster
- redis
environment:
ENV: PROD
mem_limit: "128M"
dnmonster:
image: amouat/dnmonster:1.0
mem_limit: "128M"
redis:
image: redis
mem_limit: "128M"
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XA prod.yml JLSE—EE, ARFPGREREI T —8FNGFRE, FT4E5UF Triton 2
WK, HMASHEA CBER, mFHAIEEMS (BT Triton 3B A 3 Ff docker
build),

JAEN R :
$ docker-compose -f triton.yml up -d

Creating triton_proxy_1...

$ docker inspect -f {{.NetworkSettings.IPAddress}} triton_proxy_1
165.225.128.41

$ curl 165.225.128.41

<html><head><title>Hello...

MR TEER AT I, Triton 25 F ShEHRESA FF U 1P,
2 Triton ERYASEMEEIG, FSEEIEIRIFMER; Triton 2506 S8 IEEARMERE 2
ettt

i3 S A2 B Docker T H A A Triton k552 A RERIV RS, (HA —Leulig; R A
FJ API 4% ARRESCHE, Compose ANfAIRCPRE A A — L), (ELIX 2[R ] R N 1% 25 £ ok
R R

HE A =R BERTAHTE Linux NAZSEHERTRR & (RUEC 0558, 18474 &I RO E (]
L (RIS —REK Z A, Triton 3R IB1TA SR GERAR S| IR T EZ —.

9.5.2 AWMERE5E

K514 (GKE, https:/cloud.google.com/container-engine/) 37 {E Kubernetes iiik %
SFERE b, BT de T S —

Kubernetes A& —/~ AKX IHIIFETE , S TFRRER T 1% E N T Borg EAEEHE
FeEIEA,

28 b2 3 GKE b5 354 Kubernetes 5 — S ATAIR, H-75 Z G — 2L Kubernetes L
B, 1213 HCES IR ROX L,

BAREAHH T Z AR ok E N, (B BRI AN B 3h & il I S X ks, &
VTR R4 G R E R RS A KRB AN T REN KBRS A FER, {HERMIR
FEERUFEF BT R T, KRS IZIMERBREET,

Feoh ZUHELE(E ] Kubernetes SRERE Ao 2490, TH 2 GKE, (HUAFEENZ, EHeZ
fi, RS #4827 Kubernetes FURET, I3 H b {1k by v 1 25 A8 15 56 PRI A

£ 7: “B A Borg SEHLKFIAEREE PR (“Large-scale cluster management at Google with Borg”, https:/
research.google.com/pubs/pub43438.html) X B8 CYFR T anfilis 57— BT Ly MRS I ERE,
JEHHER o

A
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9.5.3 TOHEC2EHBRE

W5k EC2 2585 IR% (ECS, https://aws.amazon.com/ecs/) ] LLLEURAEE @b i EC2 X
FiEfigRds . ECS $#2HE T —4 Web i, LAKRH T EZh% & FE B E EC2 JEREM APL,

R BT R L, ECS i Ra)— A& A3 (container agent), 'B5 ECS k45t
fTlfE, FHhvmsh, EERmEmAs.

BARIE ECS 4% identidock iz ek, &¥5 I AWS AR E UL L+~ BB, {H
AER T 50 A LS P . £ ECS {EMH Gl — /N EREZ I, A7 E20 identidock b 1% —
A 1R EL” (task definition), TEAY JISON LA LLHAE identidock HYE X,

{
"family": "identidock",
"containerDefinitions": [
{
"name": "proxy",
"{mage": "amouat/proxy:1.0",
"cpu": 100,
"memory": 100,
"environment": [
{
"name": "NGINX_HOST",
"value": "www.ildentidock.com"
1
{
"name": "NGINX_PROXY",
"value": "http://identidock:9090"
}
1,
"portMappings": [
{
"hostPort": 80,
"containerPort": 80,
"protocol”: "tcp"
}
]J
"links": [
"{dentidock"

1
1,
{

"name": "identidock",

"image": "amouat/identidock:1.0",

"cpu": 100,

"memory": 100,

"environment": [

s
ssential": true

{
"name": "ENV",
"value": "PROD"
}
1,
"links": [
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"dnmonster",
"redis"

1,

"essential": true

1

{
"name": "dnmonster",
"{mage": "amouat/dnmonster:1.0",
"cpu": 100,

"memory": 100,
"essential": true

1,

{
"name": "redis",
"image": "redis:3",
"cpu": 100,

"memory": 100,
"essential": false
}
1

-

AR FERRENGER/N (LA MB h8A7) 1 CPU BICH, essential Ly @ L 4%
fe TEs TS & hLiZds 1k, FEFRATRIGIT-Fh, Redis 2543 7T LAE XCAFE essential
HRMEERF B, MARFUSREEY TIE, Hib7BE BT HMIZEEH H .,

— BARS QI &, RERZEAEEM EBah'E, identidock B BA) AR 4, A& — kP
% . VRS E1TERE ECS R iiisamas AR Cynl i, JFHe B S50 0 b iy sk
M (Elastic Load Balancer) , BP0 i B &0, GIEEARSH, ECS &iflh]—
MNETHEFERRSITIES S, SRS G, SRS BN, PRI IZRENSET EC2
SEAFIRY TP Hbhik >k Tile] identidock, IP #hhik v DAFE AT 55 S (IR R 4015 B 0T E F e TR A 4%
MY s B R E

AR S AR TR TR ZE L PR, B 2SI ES Bmnch 0, Ll ECS 1R3¢
TS W R B3R BT S . XA, ReTUAERRS MER. fEERERES MR 2
A, BFREEHAER R, DEEE Y 2 RS AR FE e IR A s, anstE 3k
Pt ae s ot 7% (Elastic Block Store, EBS).

ECS W% st fr B R 2 H AR T, HERRSHEILT, Eieesia 25871
A, CHURIEHEEIENY REE ) . RS E R FYWIAER RS EREN, 2P
#Hﬁiaaﬁﬁ%*ﬂ‘zl_ Tk, AR R RS AT SRR R L. P RTLAEER AR ECS AR
PR A TR, 85 =574, 4 Marathon (S 12.1.4 7).,

ECS iS4 B T IUA HINE Dy b T RHE, B ANRENSHE T 380y A1 1) 2 A~ K GRS i iy, DA
KL AAT il (5 P e A7

9.5.4 Giant Swarm

Giant Swarm (https://giantswarm.io/) HFRAE “ b — IR AR 55 2B iR o %7, EHEL
Wit e T IELEMRKN, BT Docker B9 ZRGREMEH X, Giant Swarm &L FFA
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R %, —FRERE LRSS SR, BT % (Giant Swarm 4 R &
e LB YL, R B E SRR T R, EREARBIRE, TR
{BRbTF Alpha B, Fhsr 5N E e LU FA 305,

Giant Swarm AF AZELNL, BEASER, IMHTREAEL, AR ZRNA
JdE ARSI AU E A L, EAESR SRR L, AR RS MR A4S
T REFWMAE Giant Swarm FHLZERE Fiz 4T identidock, {RIXVR CLHLES Giant Swarm
FITIRRCBR, B2 Ry swarm iy 447 L, * BUIERRIF4A G- T posc & S, e
PRAFA swarm.json

{
"name": "identidock_svc",
"components": {
"proxy": {
"{mage": "amouat/proxy:1.0",
"ports": [80],
"env": {
"NGINX_HOST": "$domain",
"NGINX_PROXY": "http://identidock:9090"
1.
"links": [ {
"component": "identidock",
"target_port": 9090
1,
"domains": { "80": "Sdomain" }
}’
"{dentidock": {
"{mage": "amouat/identidock:1.0",
"ports": [9090],
"links": [
{
"component": "dnmonster",
"target_port": 8080
1,
{
"component": "redis",
"target_port": 6379
}
1
1,
"redis": {
"{mage": "redis:3",
"ports": [6379]
1,
"dnmonster": {
"{mage": "amouat/dnmonster:1.0",
"ports": [8080]
}
}
}

1 8: AR Docker BAERETT MY swarm, {H = F AT A,
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BULE LNl identidock %3 T,

$ swarm up --var=domain=identidock-$(swarm user).gigantic.io
Starting service identidock_svc...

Service identidock_svc is up.

You can see all components using this command:

swarm status identidock_svc

$ swarm status identidock_svc
Service identidock_svc is up

component  image instanceid created status
dnmonster  amouat/dnmonster:1.0 méeyoilfiell 2015-09-04 09:50:40 up
identidock amouat/identidock:1.0 r22ut7hOvx39 2015-09-04 09:50:40 up
proxy amouat/proxy:1.0 6dr38cmrg3nx 2015-09-04 09:50:40 up
redis redis:3 jvcf15d61lpz4 2015-09-04 09:50:40 up

$ curl identidock-amouat.gigantic.io

<html><head><title>Hello...

X HEIR T H i —A> Giant Swarm [19ic & S {H Docker Compose i A~ H A& HIFE L, AB5E
A& TUUF B S SRR 1. FERIA I, IR A 4T LB A WL A, swarm |
$t swarm.json H11J $domain B A EHLAMIE, HAth swarm json $& LRI IHREAAE AT LAE L
pod, HI—ZHREMIRHABEIIZAES, DARE LHA 208 VRS T S8,

e, BRT swarm a4 4T LH, BdbA A AT RIS fAE HER Web H P 5,
LUK ] HF 528 Giant Swarm H #{LJ REST API,

9.6 FAMBIEMEFINERE

W[LLTE, {E Docker FYHEFH, A KR/ B H S A kB £ /b, /AR KR
A, aRRIEIT B CREARE, RaTLLERE(EH Docker 75 4% . MEAUALSARHL,
AR K EEAE, B TEIEBRMEE, Lhr LR B NS 2% e A SN ELE B
FIFENLE, XEWRE R T SE GBI A X AN S A TG, (BIRATRERES A T
RFFT- G B —BOEUL KPR B AP Ab i 4k S 28 2 . AR R x MR REAG PRI, T LALE
--net=host I --privileged X /2241, LABROR 7 2% Sibr ERES AR BN SCRRHL—AF
A, HEER R AT E BN REN R E R, AR A BT H OB E, Mt H
4 Amazon RDS FUFEEARSS , IR Lk H A F SR niE Y.

MR, B2 25 (8 B AL B SO A T R A K 2], PR AT RE S e A5 55t A PR il i
%, BB ERE—GEN L, EEY RINERE S MR, RaT L% R
SRR RS B s I B A i S %, SR eI DAER B istt. — MEA AR
B 275 2% 1# FH Flocker (https:/github.com/ClusterHQ/flocker) k& FRAVEHES: ., Flocker
FIH ZES S R G IhRER R as R ERS . AR IR IE 2R IR 55484, B4R
SR, RATfelAa R ORE (stateless) B4R L FIGA L,

A
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=% V2=

9'7 ﬁ?‘*’%ﬁ1nl§\

PRATREA —Le U, GlAnERSR APL 9], HEAARL2MNEL T BRIESRILE, T
TS A GXAE M LR 5 15, DARCEN 4 B R R,

9.71 HEBGPREFMEER
THAERAEM, A ERME T, ™

RIRX T RER R ATk, (HEERE LR R BRI N RERRI PRI R 25 B T
Hehdwhbs, HATSIERaIBR R —EA . BERAERRAA TR,
S R AR, WAEREE A/ NAEBHR A RIS, 1 H A AA—E %
SRIEI B A REFFRLX LEREZ B BUAL, XAEBCRECE RIS A RE THRE U BLEL

PRI AERs (5 B HEAT g, SRR BB, (IRDRTEEED S P LB
MERFH, mxsib&dEE Gk, e Lt—2,

FRVOERE THEATIHX A &KL, BALXAS “J57E7 feokIHEE, 46 NERIXH:E
TmHM TREZE, Bt T DAERKER, R IR e d e 1.

9.7.2 BENREEEREBEN

I IR R B A AR R R T, AHEEYI SRR G PR, &
FIRAMARE R, RFTHACEIANEASH (L4 docker run, (AN .

$ docker run -d -e API_TOKEN=my_secret_token myimage

RZ B R PP AN C B S AR RE B SCHR (IR ALt (HM T ARBE LR SCHRIY, IRPIRERS
BRSPS, 9.2 Vih BT S RIMIA

R RN GRS 35N HE S (The Twelve-Factor App, http://12factor.
net) MUHERE, ‘BAE— R R BIAR S IR A 5 vETR . 1 BAR TSR ZUE R KK Balidx AN 3¢
PFFiE PR R Y, ABEREEAS Bh fEE B A A — L ARG, BT,

o RBREX PR R, docker inspect LARAEfEREZA G E AT WL, EIFARARER WL
EHRITE S PR

o IR EIEE SWORAE Tk, DMEH SRR Z . X R/ H SRR EERER R 50
Hh B s P AR K

o CENIAREMMER. PLAERIL T, HIAMEM B G, B EREVAC ER 5 S
Br, {HXf Docker 7 a4 Ui AN ] REMCEIY

BT ERIEH, BARE XA T,

H9: ARIRMEN T RCEF B (40 Ansible) KAETFLIRELE R A SV, Mo BRI TN
fEpeds %, B RER MR PuX — R AR 7 1
{510 (AR AR, “+ SRR E S I BLBERT Docker 77 8% , RIS HE T 3220 PR A REIE .




9.7.3 BEHESEZEENR
i BAE ok o R — R T %, BARIEAETE S, #06IanT :

$ docker run -d -v $(pwd):/secret-file:/secret-file:ro myimage
Bl ERa SR A I B SO REA B2 B, A NIRRT Re T S VR I A R AL B T X A T3 T 1% 1
R, ARG H CHAR TR, @ LI —ANIEN SRS, HEREeZE
FESCHEMIER (N, T OASEHBE A SR )
o - f FHERSE AR Sl B SO, B RTUA GBI — AN IAOR X BN &, IR A R A L
FHREFF R IZ A RS T source HRIEARIRICEING . 26140 T -

$ cat /secret/env.sh
export DB_PASSWORD=s3cr3t
$ source [secret/env.sh && run_my_app.sh

XA — A TR, BB AR WIRTE L docker inspect BUEFEA G .

RATER EE G, AT ARAT, X IR A 5 9l 28 B RAR 12 il &
i, JFH M TR EORMIA, XAT5 Z At nT RES T B,

9.7.4 (ERRETFM

I R AR DRI T AU (o FH B (B A R ORAF 25 5, (RIS A TIN5 SR IS B I o 2

FPRICE, XA DA B A 2 n— S, X @ B SCHTIR A A ORI, A

LW ZHIECELTR, Jf HEE ORI A E A0

PAT LMo 5 AT REPE fEiX T3 I hBE .

KeyWhiz (https://square.github.io/keywhiz/)
BB PINEHAFRAE N, $24E REST APL fidr &4 A 0 (CLI) FFhREE0, W
Square 2] (—HK KA E) TR RAEH .

Vault (https://hashicorp.com/blog/vault.html)
AT ME EInE B S A 2 R b, A48 SCHEAT Consul, B4R CLI A APL, 5
R B A LA KeyWhiz A IBIEE, HIRINABATEA KB, Vault i Hashicorp 2%
Tk, BRI RS & TR Consul FIEEM St & T B Terraform ¥ f5HIA 7,

Crypt (https://xordataexchange.github.io/crypt/)

AR AR E R A FE eted B¢ Consul BE{EAFfitt b o IX P05 75 i R AU AFAb ot 2 F %

TR AR T B TR ARA R . EERE SRR EIE R S, T LA Y b

FHA”, (EefERERIR Z R R, BB AR I 2 AR N B e BRI T A
SRR —/N . BT G An e 2 25 EAT S Y B e H M8 — e, (0 ARTR SHERA
PUEE G T e da ey, DAL R ICL AR E. Sl Sl Bo A
I, X HURTDUM — kb A ok ik, BAEME MBS, B RTEAF K/ 5
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—FhR T 7 Sl B A G O B GG 1, $R PR E B IE AR % b R 25 15 B LAY
ERFEEBIZE LN, GitHub | (https://github.com/calavera/docker-volume-keywhiz) &% £
FeFanfaitax Fpos 2 H T KeyWhiz f-5UTEANE B .

X BRRTRTT SR SR AR TT ) o R SRR AR5 Zelbl SETHRHR £ M, {H B REME X Uk
BOlE R BER 2 I B R AR W (A A 25 SeBly, i ELBEE T RIS R, SEE X B 1 b
e AR IRALILZE—2IL, BRENLIRHR R OEIERE. SRTiR T HEE S
KAERERE L, HEAER/G, THAEHE BN R BIRA = RS,

9.8 MIZEERE

11 B SRATHE ML R, At EAREERE, R ORa HIE R ER Docker B2
A, ROMERER S KATHrHn—— T Docker bridge F{# ] veth'" 2k 3 K &1 W 2%
HEH R SRR P asia]l, X ZELLRE R i A SN AL PR A £

9.9 HEFMENFFRS

£ identidock FUYEHIH, Fefi1—HE {8 F Docker Hub REREFRATEAR . K ZEHA T~

WX BEHRSBRE 1 (82) FeRssaE, AT RSP 7R, F gk
AR T 256 =7 (LU IE AT RS =5, iR

ERANEER), ARIEEFFRSITEAEE, LS ERIET 7.4.1 1,

R BRFFEAFIRS &5 P QR BT IF B2 BRI, X R =L, B RGet
“EHBENLREN PSR A, ERFAERENENEEGR. HTXAEE, X3

RS ae AT E B MR E R, KT XN SAE 13.10 Yip kR, (Hig

ik, 4> Docker EHLANA ©H CIVBIRZAT, HEMN T HAEZIKE,

B (mirroring) . SCHF AP SRR AP A AR 2L B DA B i vl M, H T EBIEH

Docker 4345 B  (https://github.com/docker/distribution/) #EF7HF%

9.10 HEEPE/Z{F

FREEAS AT RAT R SR B (B A PR 0 — 205 75 BB L TRIMRE OB £ R A b i o
R eI TN, E TR Al — L, el CAE R g 4, T IEE
%o B R, R MK A ShHEE B IEREE AR,

% 8 FAT LRI ARl FE I Jenkins HEAL — MR ARGE. PRBIFFEEE AT LB FEBHR
MR B A IR A A7 IR S5 &%, DARCRHs T A ST BRI B 5ok SEl . EFRIEHLAYEE
GERBHEL BFA S, HAMEENEERE, REATLMEILIHAESE. A ILFAT
W5k & SBe, BIAE 8.6 15 FRVARIIARS “fEA =R rhalR” i 24 id il /

& 11 LK M (Virtual Ethernet), X AR veth, & —ANHA A & MAC bl EINZ %%, A TTE
REALAL AR I % .




2k % (blue/green deployment) FN#iE#% (ramped deployment), 3&Jiix 4 A d
SHABIPEIF R T H, BEER2K{L) Kubernetes FUHEZRER ML T N B IR T %, b2
PkRefEhisy LRER LTI A,

9.11 R4

X—FEINEIEE £, B T R Tl E RSB AR 22 ey )y 5w, BIE
identidock X F ] FL YRR T & ANt

BARR XA GIL R, (HHATE8E Sk R BIIFeE w o el s, =
TR R AP, IR TIRIN RGNS R, DIRIRBEEES £ /0 g
BRI B ey b, NI E REE mum R UL _E 24T Docker 518 R4 778, (H
AR TFER RIS, A N SR, XA RIBAT LLGE R T2 12 BIHEM R4
(kb4 Kubernetes Fl Mesos) RZE iR, sl L1 TIFEE RS, Eban Giant Swarm,
Triton B¢ ECS,

AR KT LR IR Th 2R IR, BB A S XA R A R, B anfa
R R, WEHARE, DAERSEE XA TR RS, o Ay — e TR 2 A
e RGHIERGHTT i, Rl 2 ARG s GR35 Tl it . 4 T ik 2epe)i, AT
TSI RIS B RSk, X LS K e iy TRAIESE . BUER & 8]
PAMEAE IS i (], (HARS AL,

(i
1
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£10E

SRR iR

1
E-II

AR R E R — M E R — SRR SREBIE T BIE, HREA B A T, A8
20 AT AR AR B B Feg AR DR, (EMUIRSS S E, H BT,
Y, FOAHLESHECRE R R L, W T2 & BRI 8 A di JIRR I, 4 PRURIR ) B IRk
A PTRECEANFAE T, RER HEEAE BB A T iy TH.

BT BITYEILA A, BB RIS R R8BI, SRR AE
IR B A ARTR BE LT THIA SRR FNIE BT . AR R BT 44 R A RTEI
FAECA, JF ST G BRI IR ™ bt . AR S B Bl Anfald & identidock 22 A &id
AR T %, X LET5 2B vl LAMRZ 5 b F 3 SE R B B v

X —EZAICES B & A E GitHub )%  (https://github.com/using-docker/logging)
b 589 Bm—#E, JEHIH RIS K B Docker Hub, AIRIFIEE,
LA B RIS R 6 identidock 25 8%

FTEAME T vo bR gREBUX — FIF AR A AR

$ git clone -b vO \
https://github.com/using-docker/logging/

JEEIbRZE BRI EA T R & AN B
B LLAl, 0wl LAFE GitHub I H [ Releases T 1fii (https://github.com/using-
docker/logging/releases) | & MMr% LD,
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101 BEIEFE

Bk B — T Docker BRINMY H EIC T2 anfa] TAER, RIEHRMNEZRE 2O HE
il i 5 R L H identidock H, A EFERAWLERERR G %, DA HEEH
THE I BRI M),

10.1.1 DockerZiAHHEIES

e N B (R B 5 kAL, FBAELAE Docker HAFN T R, AR A f5 @ L S50 e 3L T (]
H &3k, Docker Jic %A %1% 3 STDOUT F1 STDERR {UfE .8, ZJ5 HEFTLLi@ L docker
logs my&-Bufe, Z44n T .

$ docker run --name logtest debian sh -c 'echo "stdout"; echo "stderr" >&2'
stderr

stdout

$ docker logs logtest

stderr

stdout

AT LA -t ZHOR AR U i) B

$ docker logs -t logtest
2015-04-27T710:30:54.002057314Z stderr
2015-04-27T10:30:54.005335068Z stdout

EATLAE -F 20, I IEAEE IS A H &

$ docker run -d --name streamtest debian \
sh -c 'while true; do echo "tick"; sleep 1; done;'
13236€e6406a998350781f994b23ce69ed6c38daab9c2c83263c863337a38ef9
$ docker logs -f streamtest
tick
tick
tick
tick
tick
tick

AT AR Docker (L RE APL AR RIFERL R, | LR FFE X H B 05 & AL PR R 15
" HE, WRPRIESE A Docker Machine, FIUAPATAN THE(E

$ curl -i --cacert ~/.docker/machine/certs/ca.pem \
--cert ~/.docker/machine/certs/ca.pem \
--key ~/.docker/machine/certs/key.pem \
"https://$(docker-machine ip default):2376/containers/\
$(docker ps -1q)/logs?stderr=1&stdout=1"
tick

1 BRiLFE APLIE 25 BLARAREHE, ATUARE XY (hitps:/docs.docker.com/engine/reference/

api/docker_remote_api/) ,

144 | #H10E



tick
tick

INRARAE & Mac OS, B4R curl (94T ARG AN, 1w HURFE2E 1 — /> [Alh
A% ca.pem Fil key.pem FYTEAS, &% J5 11 19 5 £ 40172 WL Open Solitude 1% (http:/
opensolitude.com/2015/07/12/curl-docker-remote-api-os-x.html) ,

BN A Bl A — L ri, & HBEALPE STDOUT F1 STDERR, AL fRAY B FH RAE H il =

B RYIE, LA RS T WA S, LE%%&DS’ETJ\xﬁUﬁHﬁD

yes (ERSAMEETED “yes” F STOOUT) [IRR/FRRFFA S izlT, IRIRPRES R
FACTRARE R LR T 2SR, 4o

$ docker run -d debian yes
ba054389b7266dabaade42300d46e9ce529e05fc4146fea2dff92¢cf6027ed0c?

FEPIAT docker run B, RILA$EML --log-driver %i&%ﬁ%mlﬁlﬁﬁ HEILRFE. BAW
H &= 5 7T LATE B 3) Docker spirdt R @ 1t - -log-driver 244 8, w[ERY H Eid
KA NHLFR,

json-file
KRB INIRIE S FIBIA LT TG 1
syslog
syslog ZGEH BN, T RESNAE.
journald
XSRS A5 systemd Y journal H .,
gelf
Graylog Extended Log Format (GELF) X3,
fluentd
B HEME B % 2 fluentd (http://www.fluentd.org/) ,
none
KHAEILR.
FEHLEREOLT , BlAnZ aifE 2R yes Bil7-, %M HERHERA .

1 () 1 22 Ea ndxl[:}Eg

ANVEEWER A EIRE), AR TR, THEX T2 EHRI RS, B TE
AT A EILER R — 7 (HEA TR BHLY), XHRGFHTHEXHE

TE2: 20, REEIRES XA %5
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AT AR

A PREEATT 5 AT LRI B A B,

(D) FEFTRIE SN T 2 — bR, X RERERY F ERH 24 THE B B R B IR 55 AR,
() FEENL L SAE T — M Sr R s b, Wt H BT R B B R 55

—Fh BRI, AtEE S L, Hesfsga kR, aaWne fsasirit
%5 Rl ix B R &5 B —Fh vk,
MEYLTIR e HER LM 3,
(1) ATEAE ek Docker API LAZRFERY 52T R B, a2 2B P Hm, Geaig HTTP
EH FEEEIMNNE . 1R B anfal i H Logspout SRaX FEAR
(2) a2k H syslog 245 H LR Z, wt vl LAFIH syslog B S hRE R B dhEs K H &, 7E
10.1.4 5 TFEVEBIA: “fEHH rsyslog H & Hi&” Aol i 28,
(3) FILAE M Docker H il H B30, X AMEEHEAE 10.1.5 Fih 44,

ARARE B AR PP AN REHE H 255 %)) STDOUT 5 STOERR,  fiig "85 i sme B3, wILL
27 10.1.3 WIYULIASCT: “Anfaf CRRAE H G IR PSP rh g S0 A8 75 1%

10.1.3 {FHELK#THEIDE

%#E H B IC R ThREER INFFAT 1Y identidock b7 HI A, FATRHE A A BHBE9EFR A ELK B4
4, ELK & Elasticsearch, Logstash 11 Kibana FI & #8485,

Elasticsearch (https:/github.com/elastic/elasticsearch)

R S A SO K S 15, A TREME PR EEAE, BRI AT DUREZR A R S
2N, AR E AR E H R b T,

Logstash (https:/github.com/elastic/logstash)
EATHE ARG B, ARG 8, FESRAIRFILMARS , Flan

Slgifrfif (TEFRMAGEIFrh, Logstash £5#845 R & iXF Elasticsearch) , ‘B {Z X HiA[A]
I AR 2, & S T & & A L FHRR T H SR RT3

Kibana (https:/github.com/elastic/kibana)

H& T JavaScript [ Elasticsearch B JE St , ‘B rI LA >k iz 1T Elasticsearch HY A if), F-LA
FRERIE R R R, C iRt T ORI, (X R2SERE—H T,

B HEF L2 prodyml, fEAMIZITIXANHE, * BFRARNYIR B Y &K ELK 75 &
R — AR L L, CARFEASRIR ZhEE Z [RE W XI5y . 55 11 B S iHeanfa sk
s EATRAREL, X —ERMSIEIE REERAER—& BHL EistT.

BUIEZEM 2 — P, b 2057 W /B R4 Docker 1Y H & & 1% 3] Logstash, Ak, &
1518 Fl — /> 4 2k Logspout (https://github.com/gliderlabs/logspout) ¥ Docker % i T. H.,

{3 ARIRBAERMBITE, BsEMOE, Al iR aEa RIE LIRS A s iTIrE RS .
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‘Bl Docker APIHE H LAY 75 5N B 17 2% 25 1% 18 25 e 2 10 a8 (ZE{ELH T Docker
HJ rsyslog) . H1 T A4 B2 ff FH Logstash 1 A v &, IR AT1IE 55 32 22 % logspout-logstash
(https://github.com/looplab/logspout-logstash) X /~i& Bl &%, ‘B HEW%HE Docker fY H 54 75
24 Logstash TR 75 By st AE i I ARSI, Logspout U Al fE/ i msk, ' BRefsllix/nY
KRBT 6 Docker EHL E, AT HIMX—HBAR, Logspout FIZRFEIE A& Go, IMilS
BN T A F4% /MY Alpine Linux 5%, 1T Logspout FYERIAN 25 8% A 425 logstash F3E At
ar, BATRHE R — /R A AT 2 4

FATVHT R B B R AR 1 B A0 1B 10-1 o, 26 25 25 19 H 35 B logspout R4 BH, AR5 2 H
Logstash fi##r it i€, 12 FARIBE5 G Elasticsearch, )5, Kibana H T Elasticsearch
75 i R BB EA T R B ETE

faed
kibana
ELfEdT
JSON it v
Hi A& MIAE | elastic
»{ logspout »| logstash Pl cearch

10-1. {$H Logspout ] ELK i2R B8

B AR N E LT NER 424 prod-with-logging.yml I 301

proxy:
image: amouat/proxy:1.0
links:
- identidock
ports:
- "80:80"
environment:
- NGINX_HOST=45.55.251.164 ()
- NGINX_PROXY=http://identidock:9090
identidock:
image: amouat/identidock:1.0 @
links:
- dnmonster
- redis
environment:
ENV: PROD
dnmonster:
image: amouat/dnmonster
redis:
image: redis

logspout:
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image: amouat/logspout-logstash

volumes:

- /var/run/docker.sock:/tmp/docker.sock @
ports:

- "8000:80" @

O FEix B IP Hbhk- s VR EHLRY 1P Hik

@ x F{f AL IR AE Docker Hub |- identidock #%{%, FRULFTLAR IR B CHIRRAS

© 3 Docker FJEHET, XHE Logspout ik 7] LAZE4%E] Docker 1) API,

O 4T A[LIERHL, FAHE Logspout Y HTTP $ 1AFF, (BAEEF IR RS T 5
Bl 1B eE k.

BUE, ARFRFTIF R IRERT, BLZAEASIEHET] Logspout BY HTTP HiiiiHe 1«

$ docker-compose -f prod-with-logging.yml up -d
$ curl localhost:8000/1logs
FEN YT 2% R FTHF identidock, R 1% A LATEZ s LB F]—LE H &

logging_proxy_1]192.168.99.1 - - [24/Sep/2015:11:36:53 +0000] "GET / HTTP/1....
logging_1identidock_1|[pid: 6|app: O|req: 1/1] 172.17.0.14 () {40 vars in 660...
logging_identidock_1|Cache miss

logging_proxy_1|192.168.99.1 - - [24/Sep/2015:11:36:53 +0000] "GET /mon...
logging_1identidock_1|[pid: 6|app: O|req: 2/2] 172.17.0.14 () {42 vars in 788...
logging_1identidock_1|[pid: 6|app: O|req: 3/3] 172.17.0.14 () {42 vars in 649...

KET, FEoFERCEFTLAERE TIE, PSRN FEIEEAM. T—2H2E
Wt kAR T, RG] H & Logstash 8%, 1HER, £ 1ML EINA
girh, PREELEGE TN BT —A Logspout 45 %%, ‘B Mt H B R B — Ay
Logstash 25, BL{ERERAE Logstash HRIBGEE R . VRTE 24T Compose SCPE#EF 740 T 5

logspout:
image: amouat/logspout-logstash
volumes:
- [var/run/docker.sock:/tmp/docker.sock
ports:
- "8000:80"
links:
- logstash @
command: logstash://logstash:5000 @
logstash:
image: logstash
volumes:
- ./logstash.conf:/etc/logstash.conf @
environment:
LOGSPOUT: ignore @
command: -f /etc/logstash.conf

Q #In—/F] Logstash 223 Vi,

@ (FH “logstash” HiZE&E%N Logspout £ i i ] Logstash fxibk,
© 1 Logstash fic & SC MG 3E SR
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O Logspout A2 XL fEIREE AL ik T LOGSPOUT 8 Y2 8 e B H b, FRATIAA B2
M Logstash A &5 HE, BAXAEMA BRI, AR A — A UEHRAY H
Ef5 B FE Logstash J= AR R, X AR ICRE] H & b 0K 0] Logstash,  Mifiif™
A — BT RE R, XA Rk S IR AT

il & SCHE B fiy 244 logstash.conf, FHELELLA TN :

input {
tep {
port => 5000
codec => json @
}
udp {
port => 5000
codec => json @
}
}
output {
stdout { codec => rubydebug } @
}

Q FEAHH json grfiftidzs bR Logspout HI%iH
O HTINK, K HEH = SToouT,

Wi, BRSRER 4
$ docker-compose -f prod-with-logging.yml up -d

$ curl -s localhost > /dev/null
$ docker-compose -f prod-with-logging.yml logs logstash

logstash_

1] {
logstash_1 | "message" => "2015/09/24 12:50:25 logstash: write u...
logstash_1 | "docker.name" => "/logging_logspout_1",
logstash_1 | "docker.id" => "d8f69d05123c43c9da7470951547b23ab32d4. ..
logstash_1 | "docker.image" => "amouat/logspout-logstash",
logstash_1 | "docker.hostname" => "d8f69d05123c",
logstash_1 | "@version" => "1",
logstash_1 | "@timestamp" => "2015-09-24T12:50:25.708Z",
logstash_1 | "host" => "172.17.0.11"
111}

logstash_

R RLIZ 2R F— (R Al —FERY Ruby #RGAD, FHEEENRE, RHhEs 74
Raw HRFER ID 22K 17 B, BT B Logspout St K1), Logstash B 5EHUF JISON
e, fEeEib)E, FEEE AL Ruby IR R . (BIRATATLLH /) Logstash
DiRe R AR, WTUARME R R H ST gEF e e, Bilan, (Rl REA 218 H EL IR
HAth AR 55 1EE— P ACBE A ik 2w, e N B 15 B SO (s B MER . i fE 3T 1A 5
W, B REASAE nginx 1Y H EME BIR o BOLH RG> . ZHXHEMIAYIE, (E Logstash At
BRI filter GEyE#S) #RWTLAT
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input {

tep {
port => 5000
codec => json
}
udp {
port => 5000
codec => json
}
}
filter {

if [docker.image] =~ /~amouat\/proxy.*/ {
mutate { replace => { type => "nginx" } }

grok {

match => { "message" => "%{COMBINEDAPACHELOG}" }

3
}
}

output {
stdout { codec => rubydebug }
}

EA LIRSS A (E B AR Gk F £ 0% amouat/proxy (BER . AnAZMYIE, Logstash fEMEHT &
BRI, k2 (8 I BLA [ COMBINEDAPACHELOG i 3§ 2% ,

Bt. HUrESIN T AT AL IE S EHURSEE, SRIHEREEER TIXAE:

logstash_1 | {

logstash_1 | "message" =
logstash_1 | "docker.name"
logstash_1 | "docker.id"
logstash_1 | "docker.image"
logstash_1 | "docker.hostname"
logstash_1 | "@version"
logstash_1 | "@timestamp"
logstash_1 | "host"
logstash_1 | "type"
logstash_1 | "clientip"
logstash_1 | "{dent"
logstash_1 | "auth"
logstash_1 | "timestamp"
logstash_1 | "verb"
logstash_1 | "request"
logstash_1 | "httpversion"
logstash_1 | "response"
logstash_1 | "bytes"
logstash_1 | "referrer"
logstash_1 | "agent" =
logstash_1 | }

FLAER], i iEaSREMALIR L AIME BARMHDR, A B, 16k 28R URL, {3126

"87.246.78.46 - - [24/Sep/2015:13:02:...

"/logging_proxy_ 1",

"5bffa4f4a9106e7381b22673569094be20e8. . .

"amouat/proxy:1.0",
"5bffa4f4a910",

o
"2015-09-24T13:02:59.751Z2",
"172.17.0.23",

"nginx",

"87.246.78.46",

B
non

"24/Sep/2015:13:02:59 +0000",
"GET",

"

1.1,

"200",

"266"

|l\||_\||||,

"\"curl/7.37.1\""

AT, PRATLAA & FHEE (R A Bl B AR 8 S .
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TPk Ff Logstash 75 #5125 Elasticsearch %%, [Al, #4001 Kibana 2588, &
4 Elasticsearch HE LA ,

£ Compose SCH-H AT,

logspout:
image: amouat/logspout-logstash
volumes:
- /var/run/docker.sock:/tmp/docker.sock
ports:
- "8000:80"
links:
- logstash
command: logstash://logstash:5000

logstash:
image: logstash:1.5
volumes:
- ./logstash.conf:/etc/logstash.conf
environment:
LOGSPOUT: 1ignore
links:
- elasticsearch @
command: -f /etc/logstash.conf

elasticsearch: @
image: elasticsearch:1.7
environment:
LOGSPOUT: 1ignore

kibana: @
image: kibana:4.0
environment:
LOGSPOUT: 1ignore
ELASTICSEARCH_URL: http://elasticsearch:9200
links:
- elasticsearch
ports:
- "5601:5601"

© i in—/~F Elasticsearch 75 #5 % H

@ LT Elasticsearch 1E BRI S,

© GIE—/> Kibana 4.0 ¥ a%, {F&, AT —1-F| Elasticsearch 2 as i H:, HATH
Ui 5601 VRS TilA],

P B FEEE F T logstash.conf SR R0, 4 H S M3 AR Elasticsearch 75 %% :

output {
elasticsearch { host => "elasticsearch" } @
stdout { codec => rubydebug } @

}
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© EHAELL Elasticsearch REMSHLRIIAE A B &4 “elasticsearch” FYTLFEEHL,
@ RATL R EIAEE S MR —47; BGEATIRRK, mELeEaeseEBEN.,

WEEHADHRT, BRATLZL.

$ docker-compose -f prod-with-logging.yml up -d
Recreating logging_dnmonster_1...

Recreating logging_redis_1...

Recreating logging_elasticsearch_1...
Recreating logging_kibana_1...

Recreating logging_1identidock_1...

Recreating logging_proxy_1...

Recreating logging_logstash_1...

Recreating logging_logspout_1...

SRIGAE YT 2 b T FF localhost, [fi{E %] identidock FEAT—LEHa1E, (HIRMIM H EAEREA B
UM, kg fE, WTLATED YR &% A FTJT localhost:5601 3 ijj[n] Kibana 27, R
MWIZSF RS 10-2 HIHE .,

e e Configure an index pattern

In ordar to use Kibana you must configura at least one index pattem. Index patterns are used to identify the Flastic i n and analytic t. They are

 Indox contains timo-basod ovents
Uso event times to eroate index names.

Index name or pattern

Pattorns allow you to define dynamic index names using * as a wikdcard. Example: logstash-*
logstash-*

Time-field name @ rofrosh fiolds

10-2; Kibana B2ETE
1k % @timestamp {f 74 time-field name W) {H, 2K )5 Al di “Create”, RN iZESEH — 4
Elasticsearch R EIH T A FBAY TR, P AL4E nginx F1 Docker Y,

AR I AE S “Discover”, MIZSMHEI TR B EEAERER TR, AR ERN T Z—
R EHERE R, Wi 10-3 s,
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May 7th 2015, 17:52:50.756 - May 7th 2015, 18:07:50.756

2
Fields i
a 8 w
@timestamp
@version . — - —
% WS300  msed0 7SS0 wsseD  wATOD  A76S00 7SO0 180000 ISOIOD 10200 18G300  {B0K0 180500 180600 180700
@timestamp per 30 seconds
index
type
oy Time w _source.
ath > May 7th 2015, 18:07:36.172  message: 192.168.59.3 - - [07/May/2015:17:07:36 +0000] "GET /monster/vellow HITR/1.1" 200 362 *http://192.168.59.103/" "Mozi11a/5.0 (Macin
bytes tosh; Intel Mac 05 X 10_10_2) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/42.0.2311.135 Safari/$37.36" "-" docker.name: /identidock_prox
s ¢ bes aock
3
ame: bed7(leGObaa Eversion: 1 Gtimestamp: May 7th 2015, 16:07:36.172 host: 172.17.0.31 type:
docker hostname 15:17:07:36 <0000 vesbs 6T BT /nonsterfvel Tow- 1568
dockerid
dookbriice > May 7th 2015, 10:07:36.170  message: [pid: 7|app: Olreq: 52/52] 172.17.0.27 () {42 vars in 905 bytes} [Thu May 7 17:07:36 2015] GET /monster/vellow => generated 362 b
s ytes in 31 msecs (ATTP/1.0 200) 2 headers 1n 65 bytes (1 switches on core 0) dock
ost
Stinostamp: May 7th 2015, 18:07:36.170 hostr 172.17.0.
Httpversion tes}. Drhu Nay 7.17:07.96:2015) qer Jmonstectellim e g
idont
waree » May 7th 2015, 18:07:36.012 message: 192.168.59.3 - - [07/May/2015:17:07:36 +0000] "POST / HTTP/1.1" 200 320 “http://192.168.59.103/" "Mozi11a/5.0 (Macintosh; Intel M
. ac 05 X 1010.2) ApplewebKit/537.36 (KHTHL, like Gecko) Chrome/42.0.2311.135 Safari/s37.36" "-" docker.name: /identidock_proxy_L
docker.ia _proxy:latest be
t
e 87(1c60baa Eversion: 1 etimestamp: May 7th 2015, 16:07:36.012 host: 172.17.0.31 type: nginx cliemtip: 192.166.59.3 idemt: - sueh: -
timastamp
- > vay 7th 2015, 18:07:36.002  message: [pid: 7|app: Olreq: 51/51] 172.17.0.27 () {50 vars in 1062 bytes} [Thu May 7 17:07:36 2015] POST / = generated 320 bytes in 1 ms
ecs (HTTP/1.0 200) 2 headers in 80 bytes (1 switches on core 0) docker.name: /identidock fdentidock 1 docker.id: 298615043dfb8090419160d5
vro

s4gal lentidock ocker.hostnase: 298615d43dfb eversion: 1 Seimostamp: May

10-3: Kibana 89 Discover TR&

kA B AR E Rk RE iR At S Sk R B, B R DA i i 2R A s B op B (0
fritig. filan, ZiRXfE “message” FECH R “Cache miss”, W] LA B 7E S ] BE N 2%
ARG IEARE . EE R ERF Ao el LA “Visualize” FRZETUAER, B4
LilE. DR, DARBARFRMEF B & R,

Kibana 3 #0 4 B [X 51|

A0 R ff FAAY Kibana A& 4.0 LLETBIRRAS, R 46 2508 O &) 38 28 AT LA [m) B
Elasticsearch 7% 2% %5 %k 2| FHLAY IR O, X A& T Kibana & —> JavaScript 7
M, CRAER PmAE . WA 4 JF46, &8 H T Kibana fE{CHEL,
B 2E AR TR T,

R —FEIAATHE AN A P HEsr B 5 5 T, BB Kibana B/ 28k B4 1k, Sifi
&2, Kibana FIZELRIMETRTT Z @ i 1 58 A0 B mT HLACA 5 768 bih By TR 2 PR R A2 7
i

EFEETE
RABRR A AR —ANB ERAN Ao LA, RHAE Bk ST G B EAREEL %
KEFE], e RARMAKREA BELXAFER, AR ARG EBRT iEE A% KLY E &L
Fa X, CARBRENAREZENRNT, BB ALERK,
Linux #9 logrotate T AT AR EE A EX a8 K, BFHAT, BEL 24
ARANE BB AR A TR, A A 2 e Bt IR 1A g M 4 e M09 R B R Akt 45, %




AT, BT SATe) B &AL, RTRIEA —DERAYG B ESH, EETEA I
AR F—F5), UXEE, AT HTEABZN, FTEHERANEERFLZTHA
EMAMEG, HX, S0 B EHARAHBMRA, MRRABRKRAN D ERL
WEGEH AN L F—mBE, UEd, RRARTYE ELHME,

E3E 5 B R VAT 89 logrotate BC B #L AR R, 1R A 4e e AV A # AR A 2| Jetc/logrotate.
d/ BT (#]4= fetc/logrotate.d/docker) , R A d2 R & 2] fetc/logrotate.conf F :

/var/lib/docker/containers/*/*.log {
daily @

rotate 3 @

compress ©

delaycompress ©

missingok @

copytruncate @

}

O & Xinfr B Eit#,

O FA3IANADELMS,

O HTEREEDE, BT SATfemULed B EUASS,

O i A, logrotate LA AR 4,

O rAHHMLEIMHBEH, MALLRT, RELLHNEmEMSE (FLKEE
#0), XRH T H%k Docker A B X X f A 3t, 2%, A& LR A MR
ABZE, 4wREFLEIXNNEENDE, RLABFATRFAEREEE,

7T fit & I logrotate & KN E cron A KR MAT—KAE S e RARA 2 M LM EH LA
&, ARFE S cron £ 5,

R IREEZRRHEASTEADEAEM, TARLDEL LI —ATEORREE, o
PostgreSQL, 7 Logstash X R #£89 TR, Tl saAn3iee e b, V54 5 — ANk,
B # 4 AR SE 4% Elasticsearch X A & 3| o5 £4F 4 A fk, B A €M E &F= PostgreSQL
A KRR BRI ER FEEAEEKIE, 04E, WRAEZNE, TUEA
Logstash iT 7% & R FRAAAG 012 &X £ HIE,

WAL IEHE B EIE R B TR A

AR VRADER PP AS 40 H 755 3 STDOUT ¢ STDERR,  ifii & i3 B S k- Hp 19
i, R S el LA . 40 R R E206 A Docker Y API SR ACHE H &
(f5il4nid it Logspout 2825 ), A& & Wi A DB iz fT— iR (—He
tail -F) FITHESCHHATENS] STDOUT, b T —/~ % ds Riafr i —it
W52, PRAREE SR 2 R 55— A 83l it - -volumes-from 240 H: H

E3e,
Bilgn, —/~40 “tolog” HIZEEs 75 BH /var/log 1E A BRIEIE S, B4 FTLAE
HLLT A4
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10.1.4

AR Docker ML HF syslog, FRsL AT LAE FH syslog 9K,

$ docker run -d --name tolog-logger \

/dev/log/*
WRVRAENGXA T8, WLk B SRS AL LA B, RE*E

AT H B 2%

--volumes-from tolog \
debian tail -F

, 4 fluentd (http://www.ﬁuentd.org/ )e

1BidsyslogkIl H EE R

HL LR syslog #ERe . FAGIF-AR UL S RIGE 2

$ ID=$(docker run -d --log-driver=syslog debian \
sh -c 'i=0; while true; do i=$((i+1)); echo "docker $i"; sleep 1; done;')
$ docker logs $ID
"logs"

$ tail /var/log/syslog @

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

24
24
24
24
24
24
24
24
24
24

command is supported only for

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

17:
17:
17:
17:
17:
17:
17:
:52
153
17:

17
17

45
46
47
48
49
50
51

54

reginald
reginald
reginald
reginald
reginald
reginald
reginald
reginald
reginald
reginald

docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:

docker
docker
docker
docker
docker
docker
docker
docker
docker
docker

Tral

EHe

"json-file" logging driver (got:

48
49
50
51
52
53
54
55
56
57

pRi7Eas HE

O ESIEABRIME, docker logs fir 4 {33 HH BN H & ILF 55,

@ 7E3M Ubuntu 4L L, docker 1Y H B #E K % F /var/log/syslog,
BRI RS A —HE,
syslog X EREHEREZXNAFHE, HEdsBE

;uxe Ehﬂ: El Ab‘(ﬁlu\%@ggg{é

RREHARFA

Sep
Sep
Sep
Sep
Sep
Sep
Sep

24
24
24
24
24
24
24

10:
10:
10:
10:
10:
10:
10:

16:
16:
17:
17:
17:
17:
17:

58
59
00
01
02
03
04

reginald
reginald
reginald
reginald
reginald
reginald
reginald

Hofth Z e 55 F A

2 an

T aw

KT F

syslog) @

H b Linux &£

(3

D (DA IE ), P ?kﬂ‘]ﬂuﬁf'iﬁ%ﬂﬁﬂﬁﬁ grep fiy
?é?'%gﬁlj(ﬁlu\:

$ grep ${ID:0:12} /var/log/syslog @

docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker /181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:
docker/181b6d654000[3594]:

docker
docker
docker
docker
docker
docker
docker

N U A WN R

Q ICkF H G ID kg, I ATEMEE ID BIET 12 055,

HEERM LR
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Docker =14 API
M T & &A= Docker T 47 #4209 B &I, &A 5 — BB RT e dA 2 B4zt e 4
R M, AR# A Docker ¥4, & Docker BEMAGREIT, KFHLMBFALEHN
FHHAKICET R, XL FH 04 create, destroy, die, export, kill, pause,
attach, restart, start, stop, VI Z unpause, T4 P XHFEHr MV EDL N ZAIT
BB, 2Rz &dle AR BB LM A4, W destroy N & & X BMMIKE X+ (B
docker rmAL A ME), B 104 ETHRAEBEGEAMNAE £,

A4S docker docker
create run

destroy (reate create

docker rm

g BB & £ 1k e

el NGE? - N
o docker
start
die start 4—/ kill
A F N
padesiis
FRIRHY
S \ =TT S dodertin die
RWLIE
4 docker
§ stop
unpause \g‘ docker
S restart
v die p stop
pause die
docker
unpause
v

restart

«n
=
1Y
=1
A 4

10-4; Docker &6pEHA [ 298 Docker B/ #Y (https://docs.docker.com/engine/reference/
api/docker_remote_api/) 4%, RIEZ /3 Gilder Labs #9 Matt Good, A CC-BY-SA 4.0
YONE (https://creativecommons.org/licenses/by-sa/4.0/) &% ]
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* F %1% 09 F A untag A= delete, %47 LA MR B;, Bp docker rmi 44~ pk o # AT
J&, untag FHaL A KL, LBRAGEHMMGE, delete FLME A K4 (docker rmidr4
AR—RRFNREANFH, BARBRTRA 5 AM5E), HE 2L RFEC 3339 (https:/
www.ietf.org/rfc/rfc3339.txt) # X 277,

T VL8 it docker events 44~k & H F 4.

$ docker events

2015-09-24T15:23:28.000000000+01:00 44fe57bab...: (from debian) create
2015-09-24T15:23:28.000000000+01:00 44fe57bab...: (from debian) attach
2015-09-24T15:23:28.000000000+01:00 44fe57bab...: (from debian) start
2015-09-24T15:23:28.000000000+01:00 44fe57bab...: (from debian) die

B F docker events 4r4-89#r i 2 — AN, RE B A B — /N4 2 AT — 2 Docker
Arh, RET RS AR CHr R — LR, docker events A iLiET—E ALK, AT
HRERFelz P AR ERGHEL, TATLRENFHLEER, BhPFHF, £
o 42 R 69 B E] KL A0 i3 4B RFC 3339 8946 X (#4e “2006-01-02T15:04:05.00000000
0Z07:00”), 2% A Unix epoch FF44iL 7 % JAF (#l4e “13782161697),

LiRA R BB F RS A FHAFE RS, Docker #) F #+ API LIk LR 3%, 4w,
Logspout #2 /i if AP #ni8 B BT B30, Kd F#E X EZEBE, 9214 “f& X
HEELHAERLIL” F¥ 2R 24 g Jason Wilder €145 49 nginx-proxy, % 5% G 3
B, €L FMH APIARKALA 3 A B, P, RETUAR ERIHETET X,
X 53509 Ay B IR HEAT 4T

hTECGERNI T %, AL syslog 82 Docker FY H B0 fE— AN BRAI SCfH . Docker
228 A BB H syslog H#RA “daemon” IZHRE (facility) RIZEHIHT, XA syslog HLEI AT LALE
TRIRERAAHDAT B A sP PP b B2 AOTH B B B[R] — /> SR B, (R EE2 40 2R T Docker HYVH B
M HORAF IS, sREESR A TR, A RARAY rsyslog M4 AR 7 BlA b (XA AT REMER
), ATEAE AT X A B .

:syslogtag,startswith,"docker/" /var/log/containers.log

B HEHTA Docker 2% 2% BI1H B 4 H L £E /var/log/containers.log, PR3 T X A~ HL M 5 H]
rsyslog B & SCEH, 2/ 7E Ubuntu b, "I LLBIEE — A48 3C 4 fete/rsyslog.d/30-docker.
conf MM SR, S syslog fi, HEESHIMEXAHCHA

$ sudo service rsyslog restart
rsyslog stop/waiting
rsyslog start/running, process 15863
$ docker run -d --log-driver=syslog debian \
sh -c 'i=0; while true; do 1=$((i+1)); echo "docker $i"; sleep 1; done;'
$ cat /var/log/containers.log
Sep 24 10:30:46 reginald docker/1a1a57b885f3[3594]: docker 1
Sep 24 10:30:47 reginald docker/1a1a57b885f3[3594]: docker 2

L4 AORPIZRA S AN, (H syslog AL LITIE 15 B AE 20 22 80 4EAL---
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Sep 24 10:30:48 reginald docker/1a1a57b885f3[3594]: docker
Sep 24 10:30:49 reginald docker/1a1a57b885f3[3594]: docker
Sep 24 10:30:50 reginald docker/1a1a57b885f3[3594]: docker
Sep 24 10:30:51 reginald docker/1a1a57b885f3[3594]: docker
Sep 24 10:30:52 reginald docker/1a1a57b885f3[3594]: docker

{HBLAEARTRID H ST B2 b R A B ARRY B SR (6140 /var/log/syslog) . 4 T 2 1L
AT, FEEAERA AR SN L &stop, {RIXAE:

:syslogtag,startswith,"docker/" /var/log/containers.log
&stop

~No v bW

syslog 5 Docker Machine FE#1

UPILAE T XA BRI, 1 Docker Machine T %& HJ boot2docker Kz UL
HARERINBAT syslog. 24 T MK syslog, PRA] LI B AUALIEIZ T syslogd,
Bil4n .

$ docker-machine ssh default

élc.n::ker@defaultws syslogd
TR A K AL, ATLAE R boot2docker HEALMLHR Y /var/lib/boot2docker/
bootsync.sh BIA {3k Lk B AT syslogd, BAUHLSFE JE3) Docker 2 i AT
EAMA, filan:

$ docker-machine ssh default

docker@default:~$ cat /var/lib/boot2docker/bootsync.sh

#!/bin/sh

syslogd
£, boot2docker RFIHLIE FH busybox ERINHY syslog S, {HEAAN rsyslogd
Rif,

Rt RRI N L - -log-driver=syslog 224, {HFEIE syslog % E 4 Docker 7% Bk
INAEH R (g E L &k Docker IR &5 AUBL & SCHE, 2E407E Ubuntu _E{H w] LAIE S0
JnE| fetc/default/docker HTHY DOCKER_OPTS)

{ERrsyslog & H&

A A AT LA IJF rsyslog 8 H G A2 5 — 6 RS % £, MARFHEEAR, XA T
ALt TR A R AR H EIIRSS IR ML H &, 54N Logstash 8055 —& syslog IR%5 %%, 4Fab2
WG T {8 40 Logspout IR 45 AR FHY

BLAEFRATIAY identidock 76 {51 H 42 Logspout #5465 rsyslog, 75 2 &k Logstash FYHBL &, il
BRI % R A syslog U A, 1 H M FEWL LR —AH T 5 rsyslog i 15 B9 b 113
Logstash, F#Jf rsyslog it WMIZ f£3% H &, A& RG2S,

HHHEEENECE Logstash, HVEIIELE #1740 &K,
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input {
syslog {
type => syslog
port => 5544
}
}

filter {
if [type] == "syslog" {
syslog_pri { }
date {
match => [ "syslog_timestamp", "MMM d HH:mm:ss", "MMM dd HH:mm:ss" ]
}
}
}

output {
elasticsearch { host => "elasticsearch" }
stdout { codec => rubydebug }

}

WAEFH BB S rsyslog A B, BLEfZai JLF — 8, RATAHIRE /var/log/
containers.log 3, i/ {# F @@localhost:5544 X AERYIETL, Hil4n.

:syslogtag,startswith,"docker/" @@localhost:5544
&stop

BB G rsyslog 48 H il it TCP ZIAFIA MY 5544 i 1. AR EEH UDP, R
A e,

fic B 15 5 — 8 & 205 Compose X, fEM'E Zhil, &AiFEEIETAIEEETT
identidock {41 :

$ docker-compose -f prod-with-logging.yml stop

BLAE AT LA HBAE Logspout M Compose SCH-H#2ER, - HAEFHL B & i —/4HELL rsyslog
5 Logstash il 15 /s 1

logstash:
image: logstash:1.5
volumes:
- ./logstash.conf:/etc/logstash.conf
environment:
LOGSPOUT: 1ignore
links:
- elasticsearch
- "127.0.0.1:5544:5544" @
command: -f /etc/logstash.conf

elasticsearch:

IE5: XA LB RIEAIIT]
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image: elasticsearch:1.7
environment:
LOGSPOUT: 1ignore

kibana:

image: kibana:4.1
environment:

LOGSPOUT: 1ignore

ELASTICSEARCH_URL: http://elasticsearch:9200
links:

- elasticsearch
ports:

"5601:5601"

O %A 5544 i, g A RAGBE R 127.0.0.1 7 b, KL HARVFANL S FEEE, k4
AL NI RE.

I 5 — 2 ik A& T 3 rsyslog 1 identidock, BLTERTLAEH], HEC L rsyslog & i% F
Logstash, i A~ A fd FH i BE A2 1Y Logspout 5, BARIRN A AL B 8%, ARERES
Logspout Z RiBUAFII—FERIAE B, R HEE % ] Logstash, Al FIH rsyslog % HEHZ
—MMEE AR SRR T %,

ZRERE TR
WIRAE T RA X — &, B R BERREME, RRAAZXFERG HZHHE
51’6 &&Ti MZEAERE, e RAIRE B ERZR FRAXA N, RARFEHE K
AARFEATRATAT, 22, R 75#»5—@121,54@;‘.@;&&:&_2}‘)4%1&;:;;5:%
e, REATEBEEENE R RLARIED ELE LS, RLA—RZFEHFERYA
ERAM T EAEER A FARFAZE

TaRA—ERERLENEE,

o M B ENERAMfLAEHN? RARAUDP & EKRE, ERATEALERE, TS
RALRIE T 5 B L TCP 24k (Rid TCP R AEARIER T £ 69),

e MLFHEHAAEMLAFWH? REIE (i syslog) #A AZAZR S BREE
ﬁk&i%i%ﬁ%&@@%ﬁﬁiﬁo

o dofTHMAEL REREL? EXHALGMIL, BBERSRELSHT ERALRH
70 BT,

LEEUALE LN IE, TFEE2—HFERENZLOMN,; R ERTROSEKAR

ﬂ,l%wﬁﬂ%hﬂﬁﬁﬁ% &ﬁéAﬁﬁikWL%ﬁ%a* R G e
HRARSEHABELF TUGF ERAHEE,

10.1.5 MNXHIMEHEZE

R HEN S —MERG TR RGP REH &, anfrRE AN H &
i3k 3, H AT Docker %5 2% 1 H B 30 - {- 17 /£ /var/lib/docker/container/<container id>/<
container id>-json.log,
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FLARM SO ERIH AR RABER RS, RS2 BT Docker NERANTSEEL, 1
HAEBEL AT APL, XA EE, 24 Docker 51 FHi i, # XA TN HES RMR
AIREFF L ARE 1.

10.2 Af=FnEEi

MRS ZRgirh, RaTREA L. JILAREILT A EAsiTiES. Bk, o TiEfEslT
HEIA S ARG RIPRE, (REEMFIRH Bk 2 bt . — MU RIS T RIIXRER —
H TSR RGNS RO, JHEREA RN fE a7k 18 (Anfgb =2 |, CPU fIl
7)o Bl Ay RAE R AR PR UL PR RE S Y B B4l (G40, an RALBR 1 R B 75 O IR )
BRI LR).,

10.2.1 {EFDocker T B 34T 45

Docker |5 — /AR AT LH, #7% docker stats, REfZIR [A]—A4~ I 8 FH 1 DLAYD <
B, XA 2 IR ENEEATRIEASE, HATEI & e TiX LA SIS 5L
5, 5 Unix #2)% top R, filZn:

$ docker stats logging_logspout_1

CONTAINER CPU % MEM USAGE/LIMIT MEM % NET I/O
logging_logspout_1 0.13% 1.696 MB/2.099 GB 0.08% 4.06 kB/9.479 kB

SeLHECR B 6 CPU RIA TR, DU SIS RIRIT R, TR, BRAbUr 2%
BB T TR, IR T R LN R, TR TR R

REFTABITHARNEIHEE
FERER I, IRes Ay AREASSRIENL LTt asige it Bl (Fikh
XML TA) . FMENX— L, AT shell FIAEI 87 TEL T,

$ docker stats \

$(docker inspect -f {{.Name}} $(docker ps -q))
CONTAINER CPU % MEM USAGE/LIMIT
/logging_dnmonster_1 0.00% 57.51 MB/2.099 GB
/logging_elasticsearch_1 .60% 337.8 MB/2.099 GB
/logging_identidock_1 .01% 29.03 MB/2.099 GB
/logging_kibana_1 .00% 61.61 MB/2.099 GB
/logging_logspout_1 .14% 1.7 MB/2.099 GB
/logging_logstash_1 .57% 263.8 MB/2.099 GB
/logging_proxy_1 .00% 1.438 MB/2.099 GB
/logging_redis_1 0.14% 7.283 MB/2.099 GB

St docker ps -q Ay A FSRIKIUBT A isfT & 43 W 1D, LABLAEY docker
inspect -f {{.Name}} BU#i A, 'B& 1D ¥ & FR, ki A 1E docker
stats YA .

0
0
0
0
0
0

HERGRY, NS RAEM, FREEEERE Docker Al FEELA — A REWS LA R FIRIULX
HGHEHEN APL, XA~ APL#ASEAFAE, PRATLAYAH /containers/<id>/stats iX ™V A
Feakfa ey EEMG R, BEear SRR R TR, (H2X ) APLEHIA KR
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ihs ERRIHE 2R B —k, %2 M —RIG A R, JF A ok £ il
S o AT I 08 . X R I X AN ST TR APL BEAT BRI, PRk UE
FEERR; RV, exf— Ll A iR A U2k H o

KEB4r Docker K& Afi B9 & Fp4g At vl DLl i Linux A% Y CGroups M iy 4 23 1Al B 12 5B,
A & PPN R O RR P 2E Fn LB RE A5 18 X A~ ZhRE, fL4E Docker Y runc & (https:/github.
com/opencontainers/runc) fEN, ARFEWE AR E s, "TLLE L rune BCHE 1A H
A% BRI BCR SEB— /S m i 1 . IR — A RF AR BN R gmRIE S,
an Go B C, SEELAIHBAT — LEPABF A ZTE RS, G 4n fnf JRE G SE BT A0 B I fork HY B 2k
. Docker M5 /) “Runtime Metrics” (https://docs.docker.com/engine/admin/runmetrics/)
X RS SCE AR LB Frig . HIR AR T A WL AR SR REAE N SR, — H
BRENREAE, R ZSH LT TRBEIGER.: LS R RAEFRAY statsd (https:/
github.com/etsy/statsd) ; FT 7719 InfluxDB (http://influxdb.com/) K OpenTSDB (http://
opentsdb.net) ;s F T J& 7~ % & W) Graphite (http://graphite.readthedocs.org) & Grafana
(https://github.com/grafana/grafana) ,

FIF Logstash #{TMIZ L T ER

HR Logstash JA A& —/HEIdR T HE, (HEAFENZ, Logstash iBHEW
Rt RN hEE, B SRS & MREZENEEXS,

filn, YRATLISE nginx A RS, 2RI EI K & 500 AR, 5t
B a3 Al 80 15 75 5k 2R . Logstash xR £ 4 FI W45 7 804
HABEM R, A5G Nagios, Ganglia F1 Graphite,

REBIGOUT, VRBLOEHIA R T BoRCSEFL S, LA i s UoRas R, kT
X EITRE, TSR L AR %, EASRR R R ZU R T
I Ihzsas QlE IR R 7T 22

10.2.2 cAdvisor

R cAdvisor (Container Advisor 4 S ) &5 MY Docker s T H., X ENL LB
TR as LAEITEAL 5 2 om 2 IR R O S P REFRARI SN

T cAdvisor A& LA a4k, FMIBERB e esfriek. BTG MSE0t
HE =7 cAdvisor:

$ docker run -d \
--pame cadvisor \
-v [:/rootfs:ro \
-v [var/run:/var/run:rw \
-v [sys:/sys:ro \
-v [var/lib/docker/:/var/lib/docker:ro \
-p 8080:8080 \
google/cadvisor:latest

RO ENLE FHLE (8 CentOS), PRIEFEFZEMN L - -volume=/cgroup: /cgroup S 3k 4
#; cgroup MISCH,
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Mgt asla, AN EEHFTHF http://localhost:8080, RN 1Z%F ] —A~2MIE 10-5 HIM T,
HHRLAFEMEE, Sidi “Docker Containers” Hfs:, SRJG i di B LRI 25 2% 247K,
EREMB AR IZA I FAE R

Total Usage

0500
0375
£ 020
8 L
0.125
0.000
4:26:50 PM 4:27:00PM 4:27:10PM 4:27:20PM 421:30PM 4:2740PM
Mcoe0 MCoei1 MCoe2 MCore3
Usage Breakdown

10-5; cAdvisor PxF CPU [EFRENBER

cAdvisor REMEILSFIRCER & Fhge L8t , Hofh AT LA E REST APL3REL, J5 (it —2PHy
ACEEFIAE % . InfluxDB A& & oA A7 A AT i (8] 7 21 80 i B - Bdie 22, lantebrsede it
SrTEERE . FE cAdvisor (BRI FR AR —LLThRE, WA T AR R s ERE, LI
FyBEREGHERNA B T AR HEE FHE DL TS B

10.2.3 &EHBERFR

cAdvisor IRAVES, (HBRAREHRX —E TN TR RfRBITHR— A FERIIRGE, AR
HHEREBRBNS U B A AL BE TIALGR, ERIZOEHEEE A ISR, Al
R TR T — A S PIROUEE, ZHE S TRRARK TR, AL
Gl RAThEE, B, PRATREANA B FTA nginx A& MNFEH R, & 4 IEfEBT
BAR Iz 49 CPU (E =R, PR P REAE SR e R P A A O, —%&
SRR TS 22 B Bt — /AT TR AR A B R I TRTE S

R E LT R —EHALAE cAdvisor 2 ERYERFIEEMROR T %, #ROh Heapster, {HAEARTS
SRR, & BESEF Kubernetes F1 CoreOS, AL EZIETTE,

BT R M 4B Prometheus, ‘P42 H SoundCloud JF & B9— AN FFIR A RE WS i 77 42,
REMB S N 2 AR RIEE A, HAh A4S cAdvisor, ‘B H F2 B3R R AR 55
2ty £45, HEiEE SoundCloud F1 Docker 2y B ERfE M .

Prometheus

Prometheus (http:/prometheus.io) FJLAVEIFRERLLEABI, R BAEIRRT 4038 (pull) /Y
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A Bisfr, BRIE AT A S F R T A TR GE AR 1, 285 B Prometheus ik
55 S IR, AR IR B K %4 Prometheus, Prometheus [ 51 A H T2 W4,
REMBLAZE B 5 A KB R, 15 4MEHERY PromDash o] T4 EIJE . KR ERGEGTH
{4, Prometheus 8 H —/ANFR A Alertmanager 4.1, REMBILSEFLEEEM, HEE
4R 2RSS, "TLLZR T, el L2 L 1 TiARS, 40 PagerDuty (http:/www.
pagerduty.com) F1 Pushover (https:/pushover.net),

TSR BB EREHE Prometheus 2E 5% 3 identidock, BRI IAIT IR I Hikishs, H
SRS (8 B AR HERY Python % AR I FE S RESAA IR,

2T ok L8 A& 4T Prometheus 3% 2 2 FATTHY cAdvisor 78 4%, F AT AT LAFIH container-
exporter (https://github.com/docker-infra/container_exporter) TiH, ‘&% HAJH4 & Docker i
libcontainer /%, 4NRVRAY cAdvisor 7 25 B AEIZAT, IBL FTLE /metrics 43 1 F | EIF
#4 Prometheus I3 4r:

$ curl localhost:8080/metrics

# HELP container_cpu_system_seconds_total Cumulative system cpu time consume...
# TYPE container_cpu_system_seconds_total counter
contailner_cpu_system_seconds_total{id="/",name="/"} 97.89
container_cpu_system_seconds_total{id="/docker",name="/docker"} 40.66
container_cpu_system_seconds_total{id="/docker/071c24557187c14fb7a2504612d4c. ..
contailner_cpu_system_seconds_total{id="/docker/1a1a57b885f33d2e16e85cee7f138...

J& 2)) Prometheus %% #5 JE 5 8] 8L, (R 420058 G — /N Bl & SCfF. E Rt TN AR AEE
prometheus.conf 3C{::
global:
scrape_interval: 1Im @

scrape_timeout: 10s
evaluation_interval: 1m

scrape_configs:

- job_name: prometheus
scheme: http @
target_groups:

- targets:
- 'cadvisor:8080'
- 'localhost:9090' ©

© f Prometheus 0% 5 RIS ALHE —k, 5 R rTDLULE — /- LRSI BIE . fEA™
W, PREUEAR S — /A, IHEARNE B — A RERIB AT, VRFTE B R R] (A]
P A ZTTE X B A A 2 (] B2l

@ 457§ Prometheus JNHL cAdvisor B URL (F&ATKH# F Docker i RIZE FHLA) .

© 7£ 9090 it I4REL Prometheus As B R FrREHE .

T P64 a5 Prometheus 25 %%

$ docker run -d --name prometheus -p 9090:9090 \
-v $(pwd)/prometheus.conf:/prometheus.conf \
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--link cadvisor:cadvisor \
prom/prometheus -config.file=/prometheus.conf

ILAE VR B 1% RE % 1F http://localhost:9090 T JF Prometheus, = Tl 2% . 7k — ££ Prometheus
HIBC B A58, DARCEIE IR B B0 iy s s R &, E “Graph” PR T, R A
Prometheus (5 HEEFTHFE . Prometheus A H EEI’V"YEJ BE, HXFRdER . ENIFRAX
& Fiz AT, EL/I\IEﬂﬁ‘iE"J@ +, Sl AFRKEA:

sum(container_cpu_usage_seconds_total {name=~"logging*"}) by (name)

ke, AT LA B B 4 identidock 7 &% /E A [R B (8] B9 CPU {f A 32, Hop iy
{name=~"logging*"} ik L IENEFATHI Compose 7 FIFEFF N7 &% ({540 cAdvisor Fl
Prometheus A £ ), RFFZEAE “logging” ## A VR Compose Tl H A PRSI #FR.
KA HET sum %ﬁl K4 CPU fif & LABEAS CPU A iy, VRTFEIAYEE R B 2L
& 10-6 iR,

sum(container_cpu_usage_seconds_total {name=~"*"}) by (name)

- insert metric at cursor - j

Graph = Console

Load time: 288ms
Resolution: 3s

= | 15m + « | Unt » Res. (s) O stacked

{name="prometheus~}
{name="logging_redis_1"}

{name="logging_proxy_1"}
® {name="logging_logstash_17}
W {name="logging_logspout_1"}
B {name="logging_kibana_1"}
{name="logging_identidock_1}
{name="logging_elasticsaarch_1"}
{name="logging_dnmonster_17}
{name="grave_bose"}
¥ {name="cadvisor"}
W {name="/docker"}
{name="r"}

B 10-6: F§ Prometheus 4#I89528 CPU (EARXERXR
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BABEFTLAEFE—2, FIMH PromDash %5 &% ar— ML AL, 1T BC B AR B, JR4Tix
oy BARTE AL B 10-7 JRoRiye — MG, BER T _LiRE CPU 4RFRFINAF
EHITG ULHI 2. PromDash i& SCH5 B Rk B £ /1~47 #HY Prometheus SEHIATEIZR, X%
SR AN [ ERA B AN [ RTTH BE R R A A

Identidash

B 10-7. identidock 252889 PromDash 1Y R%&

L8R, X SURIRFEANY Prometheus FIE: . SEBRAYEE IS4 B oy A FEAS [ b 7 1 T2 AL
PREUECHE , 1 B SRS 215 %, FRFRZFIH PromDash % B (LR ELFx r] AL 1EI 2R
BFFRAS BT, LA A Alertmanager & 3% 38 %0,

10.3 FAMMWERBHETIEEKBRAE

FEA TR ZN B3 PO IR AT R MR o T7 Z0E TIRAR N, HESSHAECLATR
LB AR AR R TS %, i BSE SRR A, h TSRk R, 5 TRR
AWBLE BAR B TT 5, A AnUEX A GUSIR(E A R B AL SR AT AR 7 — T, & 2R
T BT, SRR BT IR 5 B AR R TS RN

10.4 R4

AR B EILR YT, S s AT RR S SRR B H T S B 2, AR T anfa]
i H ELK 2 & LA K cAdvisor 1 Prometheus, MIifiik identidock RESZILA ZMY H daic e fnls
Wr o BSRIXA MR T AR TR R P AR B SR (OFf B G IL i A& & 54545
BAEAHEL) , (AFA M ER], BT — A TG S B PedURn i By

FARTA TR B F] Docker * H G L RARME T L YR FET, /£ H &L, WU K 4
WELX L, A A R kR, RO Ak R R %
["14 Docker FfuAlk 55 B T T % .

| i =z
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FE=8

TRIFEAR

=W B A PHIf % 22 T FEHBIETT Docker 75 & SERFIN PN 22AY THAEAR

ﬂ—%ﬁﬁ%znwﬁﬂﬂW%ki —HBfra s B EEE —&, Rk ZImE
MREE, #52, RIVFESEHARERIEIL? ROUZEHHEBITERER?

B TR 28RS B VR SCELIR 55 St AN 25 8% SRR R IR T 28 . XLE T AT B F R #
froe o, 9 RRUA R SRR DI S R, HL AT LAHE B iz s TR R & LA R Ry B A
MR AEFHE R T R R iR PR B Bx L, R 1 i 25 (R I
B SRR NIRRT i1 e A .

B JE— AT AN B PR 2 2 AR 55 FR B B e k. A SR En R AR TRTRIPkR, (H
WATA HHTH THA AR, REXAEEURAE T ABR R, HELIdkiEs®, HER
AR R as , IREERLIZIRA T E






£11%

Bix ) 1Ak 55 & 31

TEAR e A B, AR 55 A BURNIBE R 2 TR A 5 2% T LA A B I o AR S5 R B A 54~ IR 55
% o | A ShIRHERE RS A * SLRI(E A GRF 2 1P hbFim ) i, X
A AEEFSR . RENLAGRRE S MR, FASIHK ARG A%, e MARGEH
MERLZ T, BA—NIRSSH L%, mMASHAS—EHFE, BIEEsAeEm
KA, AR5 KBRS —Fh LBl 75 B ik & Fim A AR S 2R & gk (40 db 5% api),
SRIGLE TG & AR IR 5 AR 2 FR T b B A @ bkl . Jorh i “Rpsk 597 rTLELLT JLFD.
AR RERRE. RS K TE (240 Consul), BEMIT %R (240 Weave, 'BibWiEARS
REIhEE), SE el EILRIA A .

KFHRM, AR A TIER G ERGERATERE . ENE R ELLOR M ZRiERE, R’
TR SR X ERIZRIE (40 veth) HHE, ARk MBYRTIE 2 Rk EHLZ R A i
R, TCIERS @ SE A B, IR FLI R A vl 58 LI A A

B, AR5 RBLAVER o R IR 55 e, ik M S STHEAR S Bl o i i e e . SR TR
FAR 55 K BRI TT SRAEEAE DI RE LA PR &, ROWARSS BT LARS AN ] 4%, T K o g fge
P RS RS K BLTRE ({5140 Weave) . {& Consul iX Rl HE4lAR 55 & BT 15 %,
TRATREAEfE HEA AL . PR DD AN B 55 05 TR Bt T SE £ AZhRE. LT 1RIR I Al 75
ZNFEHE L P St Sk i * J5ik, IGHREE T R ke s 4 2 4 % ohie.

TE 1 X R T 2 CEMER, X EAHRIE P AR N AR T RITE R S B TR S, [RIRHE
AR GRAZE— SRR h, WTRE S B & AN ER AT SE0]) FideZ H P& P, ELAni B gs .

TE2: fFasehl “fmd” BTN n, ERNEEREE “E—A" “HERMRNT 8 "R A

TE3: B “HUR7 SRR KB, Mkt B oy W DhRE . I RER 3 FHBRIAAY Docker “A%R” L
AU, 48 DGR AL, BT AL BRI, ARSI R DA R,
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RE W, IRFEEERIRE IR S5 R BB M PR 58 (R HERIDE R L 7R 1Y) . HLfk
T BRI TS RN e TR SEBrt 0L,  H Al R SR fE AT SR o R S BRI
FEFF R, MR AG BT AR, EAR S & BLIE #5272 BRSO R B, B
TS BEIREEA T A Bz

A% B 2 T P A TR U RRIDE R IR 55 R BLBY & A~ J5 T, MBS EHL TR CRIER
" I, ZJES VRGN eted F1 Consul FUARSS KB 5 58, B JaA S5 1A Docker LY
AN UL AR 5%, 1540 Weave, Flannel Fll Project Calico,

11.1 K{ER=E

PR N B RSEER N — M5 WE X4 £ % (ambassador), BH SRR
@, REBAEENES (Bks) B, ekt k B2 EENRS 5. KER
FARESE ML ICTE S0 B (separation of concern), X EAXREH TEBEAR EHNAIRS ,
BREAEF 2 BIIGOL T R IERTK,

KEFBEERAET, ERFETLTTFERAEMRBAEIL T, A PR RIB M4
AT IHEIAEE, IR N 5T DUBCOE A B B PRI AL BT, A b 1 mE i 4 A
FEANT S AETRRSAME UL T, Sk RESAE R R 7 ok S R AR 55 U R B, K
% & 0 AT LARE I D) B IEAE (8 TR S AR 55, (B An 2R (6 ] Docker 3% 4 HLAE 4652 218
MRS HITE, & P 7S 4 A4 2 T R ED

RAEZR GG AL, BHREE LA TIELAURESMNYFFH, nH /e R ikbE
UL ERENN R, BRI ERIEFE A, EREE E—A e,

B 11-1 JoR T — /A Y ke s, Herp IR RN Bl i Docker 1E424E B HTRR /7 AL HR i 4%
PR FERT 2%, TR B R AN B R s H e s AT AE ML AR 2B 1L A U b, X ANEC
BT AT S B TR B FOR, ARHE TR S T Pad (B e I & ke

FERN I EILA LI

__________________

__________________

1-1. REEAAESSHOFT AR

112 fRJE R T —/ W B A =Rk B, s N AR A a4 o AR 7 5 2R
FERREER L, X MRESTES GRS e L, a4\ BT Z M & i & R
wak, (EMZEERE IR BER1ZRSS, JHFIH Docker S0 b FAFR T 5 K i 45 #5 %
J:o %lbtﬁ’l‘%ﬁ&ﬁ WA 7 A PR 2 23 A 8, AR v Y =ML A% i 11 BB
=—FE,
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&

\
]
|
|
U s
|
|
|
|

B 11-2: EFAELEFNRPBIAESSEEEMTIRS

FERE 11-3 sk B, ATLVRSI—A R R IES — /M T Bl B asdfs, i
FEIX AL v 75 25 BT TR T — A ROEA &% o IMIRELEIRMTAT E SR ES &, trELL
R B 450 A5 7 e AL T HAbdbhE BRI & [FHE, XA BEIFAW KA
IS,

FHLA +4LB

'/ - \‘I ‘/ \:
| o | 1| e |
| L :
] ) ] |
] [ |
] [ [}
D kiR b KR |
] I [}
\ U [}

B 11-3: ARRTAESSERENTRRNEES

KEFB/AGAILAE—NEFERANES, BFE %ﬂﬁclﬂ’] U ST N FFE - 5 IR 55 2 |l %
B, RKEABITEAEETES, REZEACOE—1, M Docker Hub F#kik—/~H
BERAEH .

amouat/ambassador $5{%

X —F A | —AFRH amouat/ambassador #9%:1%, X AMBARAS M B Sven Dowideit 49 X
& 4.1%  (https://hub. docker com/r/svendowideit/ambassador/) , ‘€ %:i T K, &k
%A T alpine % ab4s VAR = Docker Hub LB & T A ) & %

X AE A% A8 R socat (http://www.dest-unreach.org/socat/) &% E k¢ & %A= B 45 Z 4]
Wk R, CiBE AL Docker 4 S A WG T FAARF M X (4] 4= REDIS_
PORT_6379_TCP=tcp://172.17.0.1:6379) % 4t K th B A7/2 K. X &k £ 4o Bit 4 5|
AHEEGER (B 113 FHIMB), REVSERENT,

BT B A E 99 Alpine Linux ZATRA A8, €KX MUIMB % —4&, BLTHR
HERAE, W EILF A% ARG AT R 42,
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THRFERE ST KRR, BB 11-3 IEAEIRAIAY identidock M 5B ES —&F
ML_EHY Redis 2 AHEE: . FRATEFIFH Docker Machine #52 F 4 VirtualBox BEUIHL (L
9.1 1), {B{E =m0 Docker “EHLMEERER AR ATIXANVEH], SEEg 4L -

$ docker-machine create -d virtualbox redis-host

$ docker-machine create -d virtualbox identidock-host

WAEFEILE redis-host EHES.—A Redis 52% (P4 real-redis) Fl—AKREREZ (A
real-redis-ambassador) .

$ eval $(docker-machine env redis-host)

$ docker run -d --name real-redis redis:3
Unable to find image 'redis:3' locally

3: Pulling from redis

60bb8d255b950b1b34443c04b6a%e5feec5047709e4e44e58a43285123e5¢26b
$ docker run -d --name real-redis-ambassador \

-p 6379:6379 \ @

--link real-redis:real-redis \ @

amouat/ambassador
be613f5d1b49173b6b78b889290fd1d39dbb0fdadfbd74eefed26ab95ed7832¢c

O KA ENL B TR 6379 Ui 1,
O K7 A IR Y real-redis 282 HIIAIE AR &, KA 6379 b HAYIE R &
#) real-redis &¥zy,

IAEFFAE identidock-host EHEAT —ANKIEZ G .

$ eval $(docker-machine env identidock-host)

$ docker run -d --name redis_ambassador --expose 6379 \
-e REDIS_PORT_6379_TCP=tcp://$(docker-machine ip redis-host):6379 \ @
amouat/ambassador

Unable to find image 'amouat/ambassador:latest' locally

latest: Pulling from amouat/ambassador

31f630c65071: Pull complete

cb9fe39636e8: Pull complete

3931d220729b: Pull complete

154bc6b29ef7: Already exists

Digest: sha256:647c29203b9c9aba8e304fabfd194429a4138cfd3d306d2becclalfe646fcc23

Status: Downloaded newer image for amouat/ambassador:latest

26d74433d44f5b63c173ea7d1cfebd6428b7227272bd52252f2820cdd513f164

O BMNFEFHIEE AW R, ILRHEAESENESTRE L, TR 1P
Motk T LA T docker-machine ip My 4-3kfE,
)5, 10 identidock EIERIRME L 4%, R)F )23 identidock i1 dnmonster :
$ docker run -d --name dnmonster amouat/dnmonster:1.0

Unable to find image 'amouat/dnmonster:1.0' locally
1.0: Pulling from amouat/dnmonster

C€7619143087f6d80b103a0b26e4034bc173c64b5fd0448ab704206b4ccd63fa
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$ docker run -d --link dnmonster:dnmonster \

--link redis_ambassador:redis \

-p 80:9090 \

amouat/identidock:1.0
Unable to find image 'amouat/identidock:1.0' locally
1.0: Pulling from amouat/identidock

5e53476ee3c0c982754f9e2c42¢c82681aa567cdfbOb55b48ebc7eea2d586eeac

$ curl $(docker-machine ip identidock-host)
<html><head>...

BT 3B B SR ARD, AR TR R EZE S, B identidock 43 Afi ££
BEILEBITT . BAAXFEMCERRA SR, i BEFHEME AP RS, LBk
IR AR T A RIERY . FRARA BB R 2 &% S A R I 5, I T

o EARFIERT SRS AT S N .

o HEGEIFLAEEYT Docker BRI, HANEHEA .

o HAEESEGRAREL, EBIR IS ARTER S IREA RIS &5, BB RE AP
e R

FEAEMEOLT % Pl TR a7 & e 4.

BIRRMEA G IRAH, ABAR A S A A R IR 55 A2 8%, FERZ BB IL Tt
FHER AR SS KIS E A Sy, 1 H AP Rk S AT

11.2 REFELW

FEARZIIIE, IREKME: AEAMRSOEFZANRBEREZZIRFHLSERY
ERERECR 3N

*F& P N AR, XERECFEEDIEM T G kb ks it 8 TkS
B3R % P SRR A APL DLIE R AR SS Mk 5%, DARCRT LAt SEUA b R 22
MJET DNS IR 7 %,

AT T IAGENS 5 Docker 5 BCHY F RS KB % B BEAZIMF eted. Consul
F1 SkyDNS, 2 Ja& bt Hofth — (13— 4 M7 ZIE— /NN . BIRARE DRI
MR ARGmEIR, HAEL 3RS miE,

11.2.1 etcd

eted A& — o AN EAE, 2 Go i& 5 LI T Raft Consensus 215 (https://raft.
github.io/), LAERZFIZE s A% HFRr, Consensus (348%) J& %/ B 51 Bodeik il — 80 &
LR, BB AR IR, X A RRAR R SRR AR e, XA FLIAREIRIE
KR —3rk, HHRTERZ BN Y, [EREVSHIEHIE.

fE—A~ eted FIEEREF, AR RATTEH8 17— eted ZHERIRRFROSEH], XA SLHbR 5 H
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B BT . % P Ui TR] eted BTG 2 i AT A B A #IAC 2 Y REST % H SEBLEY

eted LRFAVEIO/NED A 3 AR, IXARA REAERCRE Ao AN S 5 . Avad T T A 11
RIAAMAEGR, BARNHEREAR TR eted nfa AR,

RIEEBR K/
eted F= Consul B EZE KA 3, 5 BT, XIHMRS AT 5 MR8 B4,
R EBHP A —ARR, YHERAEN, REHLEEFL, ERAABINSRR, WAL
P NEAEBE, BABRLERIERARY, BEHEANKEALEN, A H AR
R
x®11-1: EFXN\IBENFMN
REBHE FEARSHHHE HE

el

=
0
0
1
1
2
2
3

N O L R W =
A bR W LD N =

ME N1 PTAHE, R ROKBDTURAZHER S, AR, R REZHEmL
TRAELBANEEAL AT EZANHETHNALE, Kd¥FmAEEik, 9572
ARG 5 OH SRR AARE LT ASHAGNE, — LB FOTERALTTA,
LKA LA T R MR IE R, BEME REMR, AR AEE R KA, T2
ERARRBED —MEITB LB, RAEHTENRZEAREST GrARYR T
i), 12t RRITEA

LR, 5 oHXAEHEMKBZZAT TA, AFLT, £FSAKRTAEZMN
TUARFREGEA, LT ELEHNEP BTUARRAEALEH, FALKAL
1R, X— 5 & eted PUARELEI, & Consul F U VAE P spsE XL,

4 F F Docker machine 6117 /4~ 1L«

$ docker-machine create -d virtualbox etcd-1

$ docker-machine create -d virtualbox etcd-2

BAERTLLJEEh eted &%, TRH ELHISE 058 eted BERERIK IR, FTLL R 78 JR sh 2 23 I BT Ay
SIHENMERT LA T anRTeik P as ik, o eT AE SRR fEAY 2 T URL 5 DNS #Y

fE4: RORBUE “KREE™ MEE.
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RO, JEED eted RN PR T LB EAR L8000, PRIBLFRAE ] 1 IR 88 8ok (R A7 HEAUMLAY TP
Mok, SXAEECRTCALE R iR B

$ HOSTA=$(docker-machine ip etcd-1)

$ HOSTB=$(docker-machine ip etcd-2)

$ eval $(docker-machine env etcd-1)

$ docker run -d -p 2379:2379 -p 2380:2380 -p 4001:4001 \
--name etcd quay.io/coreos/etcd:v2.2.5\ @
-name etcd-1 -initial-advertise-peer-urls http://${HOSTA}:2380 \ @
-listen-peer-urls http://0.0.0.0:2380 \
-listen-client-urls http://0.0.0.0:2379,http://0.0.0.0:4001 \
-advertise-client-urls http://${HOSTA}:2379 \
-initial-cluster-token etcd-cluster-1 \
-initial-cluster \

etcd-1=http://${HOSTA}:2380,etcd-2=http://${HOSTB}:2380 \ ©

-initial-cluster-state new

d4c12bbb16042b11252c5512ab595403fefcb2f46abb6441b0981103eb596eed

@ M\ quay.io ZFEARSSERIRET 511 eted BEl

@ % E i) eted FIfRHY& 1~ URL, A T REREE SR B i fIAS MUY & #E, FRAT 4Rk
eted YT IP Hihik 0.0.0.0, {HIEE R Hfh % Fom i eted iR 20l AL 1P 142, fESEPR
I EH, eted T RPIZASENIIMZ LiffE, AR ERE TN (G,
ANl i docker-machine ip SE3KEL IP).,

© T ERE PRI A A, AR AR RS A X R B T LA HAh AR 55 & BN
FERA

H A HEAUNLA BB LA, ME— I B 75 S SRR & P i 23 A eted -2 (1) TP
Mk«

$ eval $(docker-machine env etcd-2)

$ docker run -d -p 2379:2379 -p 2380:2380 -p 4001:4001 \
--name etcd quay.io/coreos/etcd:v2.2.5 \
-name etcd-2 -initial-advertise-peer-urls http://${HOSTB}:2380 \
-listen-peer-urls http://0.0.0.0:2380 \
-listen-client-urls http://0.0.0.0:2379,http://0.0.0.0:4001 \
-advertise-client-urls http://${HOSTB}:2379 \
-initial-cluster-token etcd-cluster-1 \
-initial-cluster \

etcd-1=http://${HOSTA}:2380,etcd-2=http://${HOSTB}:2380 \

-initial-cluster-state new

2aa2d8feel0aec4284b9b85a579d96ae92badf1e210fb36da2249f31e556a65e

AT eted ETEC L RSN T . FM TR LA curl 45 etcd Y HTTP API & 3% —/- R FAY
ik, FRFIHFTA BRI 45

$ curl -s http://$HOSTA:2379/v2/members | jq '.'
{
"members": [

{
"clientURLs": [
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"http://192.168.99.100:2379"

1,

"peerURLs": [
"http://192.168.99.100:2380"

1,

"name": "etcd-1",
"id": "30650851266557bc"
:}J
{
"clientURLs": [
"http://192.168.99.101:2379"
1,
"peerURLs": [
"http://192.168.99.101:2380"
1,
"name": "etcd-2",
"id": "9636be876f777946"
}
1
}

T kSR S, X BER T A 4408 jq TR, Jlid %% POST Al DELETE [f) HTTP
T REHREIR R AL, 38 T EAESERE b 3 8 as S b o

T—Hln—2e 55, REERIEEIEEMN AR EN _EASRE9S IR, B FiErhr
B eted WHZT, FELLISON #3GR |, T Tl HTTP PUT i K:Hf service_
address FU{EFEGELE service_name H3E T :

$ curl -s http://$HOSTA:2379/v2/keys/service_name \
-XPUT -d value="service_address" | jq '.'
{
"node": {
"createdIndex": 17,
"modifiedIndex": 17,
"value": "service_address",
"key": "/service_name"
}s
"action":

}
FMTATRHZE AT T—A~ GET R, BRETEIE IR A «

$ curl -s http://$HOSTB:2379/v2/keys/service_name | jq '.'
{
"node": {
"createdIndex": 17,
"modifiedIndex": 17,
"value": "service_address",
"key": "/service_name"
1
"action":

}
BONTE UL T, eted B 7R IEEABAD(E, ID40R Il — 258t 1HER, RARNE

set"

get"
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etcd-1 bix B, (HiREEZMN eted-2 B, W T BEITRER —AHEEE, A3
PLUERVEERR ATLARY, ENAHAE L E 2.

WA A4k etedetl (AT A 47% P, ERTHT 5 eted BERERC B, BRI DL %R
e, [HiX IR 26

$ docker run binocarlos/etcdctl -C ${HOSTB}:2379 get service_name
service_address

BAEE eted B HE, REERIIRE eted TAERAIARTT, AP K A Z B AnfT /e
Bt leader, XXFUR 1 i eted ) TAE IS RAF B, 56T eted RHIAY Raft ik, TLME
https://raft.github.io/ BRI FEEE AN 2H,

AN PIZ O LMEEFERS — 1 BEF M eted (E AR KB AT T. R
T BB A1 Y identidock #2777, R FEZEAE Python fAD Hhifs hn— A~ i 5.0 HTTP i >R B[
Al %1% K FH R A 4K Redis 1l dnmonster AR 55 bk, a0 R ZEE PTG, Er LBk
dnmonster Fll Redis 7% #%, SN {EBZNHE A C AR ICE] eted W, XFERLEEL 2 A
e T,

AR AT DA I & 2 identidock fRRG R ANk 35 K BLIhRE, Aid T — R & A d3anfalFI
SkyDNS A7 —/~ T eted (RS L BLTT %, miCrF S AL,

11.2.2 SkyDNS

SkyDNS (https://github.com/skynetservices/skydns) fE eted 2 b 528 T — 4~ 3& T DNS /Yy
R4 KB T7 %, HE —FERIA&, Google Container Engine 1F /& % H T SkyDNS 3 32 B
Kubernetes R 55 &K BLEhRE (20 12.1.3 15),

Fe AT wT LA K H] SkyDNS <k BE eted fif o 5 %8, 1 HoAS 75 222k 3h AE (] AR A, wk BE A5 40
identidock 3 i fEM & WL Eiztr., anRIRELRIRE ZaiIG T &M T, RIANEMNIZE
S8 T HWNE MRS SAL T eted SEHE, —G& IP Hbht oy $HOSTA (1 eted-1, 7 —H & IP
Hbhik 2y $HOSTB [ eted-2, M5E X —1THIGIF )5, M1 RGZEMIGME 11-4 o, H
i identidock 2% K FIH SkyDNS 54k dnmonster £l Redis 2% a3 R BT FENL .

etcd-1 etcd-2

sy TTTTTEE T ETE TS N sy T== N
] v \
| . . | | . |
: dnmonster [¢—p| identidock |« | ; i redis :
[} [ | |
] [ [}
| e 1 |
] [ [}
[} [ | [}
| . [ » | [ |
) DNS etcd —> etcd \
| [} |
\ 1 )
N / N /

S S [ ———

11-4. FJF SkyDNS #] etcd S identidock BYEEE B E

OBk A eted TR N—LE SkyDNS HUBCE , 1l SkyDNS Ezhi&mE izt 4 .
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$ curl -XPUT http://${HOSTA}:2379/v2/keys/skydns/config \
-d value='{"dns_addr":"0.0.0.0:53", "domain":"identidock.local."}' | jq .

{
"action": "set",
"node": {
"key": "/skydns/config",
"value": "{\"dns_addr\":\"0.0.0.0:53\", \"domain\":\"identidock.local.\"}",
"modifiedIndex": 6,
"createdIndex": 6
}
}

AL E 25 1F SkyDNS YEWT T 4% 2 0 RY 53 ¥ 1, F:1E2H identidock.local iX -1 &
HIBUR AR %5 %% (authority) .

H IR SkyDNS W[ UL HA%/E ML BizfT, (E{EH] SkyDNS HU%ZE & LR B . A P22 0E I
#2&H SkyDNS J & & 6t 1) skynetservices/skydns Biff °, EL%ELh?kﬂ]%Eetcd-lAtﬁiibﬁzz
$ eval $(docker-machine env etcd-1)

$ docker run -d -e ETCD_MACHINES="http://${HOSTA}:2379,http://${HOSTB}:2379" \
--name dns skynetservices/skydns:2.5.2a

f95a871247163dfa69cf0a974be6703fe1dbf6d07daad3d2fa49e6678fa17bd9

FEZHTBF, AT —LEHINIZEORE R eted IFERIME, HIECRTLHE
XHEMT . BRMEEA T LALIER DNS ik %548, ReddEasikefmiks. 0
FELEFATAE eted-2 LAz Redis M55 a5, JHEEEINE] SkyDNS:

$ eval $(docker-machine env etcd-2)
$ docker run -d -p 6379:6379 --name redis redis:3

d9c72d30c6cbf1e48d3a69bc6b0464d16232e45f32ec00dcebf5a7c6969b6aad

$ curl -XPUT http://${HOSTA}:2379/v2/keys/skydns/local/identidock/redis \
-d value='{"host":"'SHOSTB'","port":6379}' | jq .

{

"action": "set",

"node": {
"key": "/skydns/local/identidock/redis",
"value": "{\"host\":\"192.168.99.101\",\"port\":6379}",
"modifiedIndex": 7,
"createdIndex": 7

}

}

curl {F=RAYIR LA Nlocal/identidock/redis &5 2, Foon HARI® 444 redis.identidock.local, Z3%
F ) TSON ¥ 2 mId 4 Rt Jo i TP bk A 11, 347166 FHAY TP bk EHLAY TP Mk i
A& Redis 24510 IP, R A% e IP il @& (F etcd-2 HUAHBIIZ

BAERTLERIRIX M BC B REG IE W TR, HMTZEES— A e, JHE --dns LI R

5. REABRINE, SkyDNS BeffiAE AR B @A, Fibemh— 1 BEF. IRTREA2EA
CLA A SkyDNS 7 d%, XFEH AT AR o A (T 2 /R0, An ALK R 15, E SkyDNS
f GitHub 55 H (https://github.com/skynetservices/skydns) 4 —/~ Dockerfile 7] fi:fgi i,
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F&AIEY DNS %85, ILENMTURAA

$ eval $(docker-machine env etcd-1)
$ docker run --dns $(docker inspect -f {{.NetworkSettings.IPAddress}} dns) \
-it redis:3 bash

root@3baff51314d6: /data# ping redis.identidock.local

PING redis.identidock.local (192.168.99.101): 48 data bytes

56 bytes from 192.168.99.101: icmp_seq=0 ttl=64 time=0.102 ms

56 bytes from 192.168.99.101: icmp_seq=1 ttl=64 time=0.090 ms

56 bytes from 192.168.99.101: icmp_seq=2 ttl=64 time=0.096 ms
AC--- redis.identidock.local ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.090/0.096/0.102/0.000 ms
root@baff51314d6: /data# redis-cli -h redis.identidock.local ping
PONG

ANEE PfE—[n) BT redis.identidock.local XA~ & FH MICK . AR AT AR B 465 2 redis
WA T, AT

root@3baff51314d6: /data# ping redis

ping: unknown host

a0 15 J2 B8 7 % I N _E identidock local 1 4 DNS # #2108 4, W ABIERGM ST
redis TCEEMATRITEE, B 32X T redis.identidock.local ;
root@3baff51314d6: /data# exit
$ docker run --dns $(docker inspect -f {{.NetworkSettings.IPAddress}} dns) \
--dns-search identidock.local \

-it redis:3 redis-cli -h redis ping
PONG

EF4, XMINTEEAHEAE T, HBRMASRERSTE S M AEE --dns FiI
--dns-search YT, F&ATHL 7] LAZE AT Docker =F 471 P if 45 7 X A~ e T, (H AL 4n R
DNS R4 &3 A Bt — DR 1016, AT E]— AN e A S8 & e A S B T °, Kk
BRIk XA T R TR AL S 1 IR N ALY Jetc/resolv.conf ST, X
A EFERE R G SR, i B AP RE B S e R RSt

$ docker-machine ssh etcd-1

docker@etcd-1:~$ echo -e "domain identidock.local \nnameserver " \
$(docker inspect -f {{.NetworkSettings.IPAddress}} dns) > /etc/resolv.conf
docker@etcd-1:~$ cat [etc/resolv.conf
domain identidock.local
nameserver 172.17.0.3
docker@etcd-1:~$ exit

T 6: WIRPREXFEMITE, RTLLCK DNS 284319 53 i PSR EHL, FELL Docker BIAFAYHAEVE Y DNS i
% ax bt

1 7: VirtualBox HYREHIML kB b 4570 T 5 B E 37 QX AN S0, S5 TR RATE SOL R, Blkix 5L
I ERAEE A RTEZ . SRR AT IR R ML, &8k resolv.conf 1Y J5 i3 AR AHIA], (Bl 4nid ok
resolvconf F£/F o
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FFRIA N

$ docker run redis:3 redis-cli -h redis ping
PONG

IAESR J5Zh dnmonster, FH4E'EZ#s InF] DNS:

$ docker run -d --name dnmonster amouat/dnmonster:1.0

$ DNM_IP=$(docker inspect -f {{.NetworkSettings.IPAddress}} dnmonster)

$ curl -XPUT http://$HOSTA:2379/v2/keys/skydns/local/identidock/dnmonster \
-d value='{"host": "'$DNM_IP'","port":8080}"

X B T dnmonster B PN # 2 &% 1P, bk e BB I eted-1 Pifal, An R IRATA £ 4
SkyDNS Al %5 &5 (EA IR EHL BizfT, Al il MRk 55 2518 BURIE, R e
FRiCA host local, VRATLAFE JE 2l SkyDNS B E XL —4~ host local HJ384 .

e, TEAIA Docker GG &ML, RIF )53 identidock, FINEREWIEH T1E:

$ docker run -d -p 80:9090 amouat/identidock:1.0
$ curl $HOSTA
<html><head><title>...

PAERMNCEIME —DIRS ZIED T, EACRTEXFORRIRFEEM &S, iz
FHE— A HAAZRE DY eted M AEi 2 L

“¥=#8” SkyDNS
4o R A8 7 #% SkyDNS & defeT TAE#), T v¥AA| B SkyDNS %1% F €449 dig T B, H]4e:

$ docker exec -it dns sh
/ # dig @localhost SRV redis.identidock.local
dig @localhost SRV redis.identidock.local

; <<>> DiG 9.10.1-P2 <<>> @localhost SRV redis.identidock.local
; (2 servers found)
;, global options: +cmd
;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51805
;3 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

53 QUESTION SECTION:
;redis.identidock.local. IN SRV

53 ANSWER SECTION:
redis.identidock.local. 3600 IN SRV 10 100 6379 redis.identidock.local.

5 ADDITIONAL SECTION:
redis.identidock.local. 3600 IN A 192.168.99.101

53 Query time: 4 msec

53 SERVER: ::1#53(::1)

33 WHEN: Sat Jul 25 17:18:39 UTC 2015
53 MSG SIZE rcvd: 98
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DNS R4 #%i& = 7 redis.identidock.local #) SRV .5k, £ F &35 IP #hkFfeds o5,
ABMAA, MEAF TTL,

SkyDNS {# ] T SRV, M2z AIRS (service) MIidaw, LAMIESEM Aldae (T
IPv4 H#b4ik) . SRV ik B A Z kxR i —A, & RS 05 . &R (time-to-
live, TTL), R ANE, % E TTL HE Z =24 TR 4% P s AR e
Breht, ICSRRENS W A ShMER. TREVE AT SC Bk DI, DAR L bbb ;i i
T AN e R A 055

SkyDNS MYt PhEEE BAEE £ & EVLEA B — A Hbhikis (address pool) HITE fizk35 s,
UL B AR FEAR NS 15048 & 41 2 Prometheus 11 Graphite ZEAR S5 .

11.2.3 Consul

Consul (https://consul.io) #& Hashicorp 2% wlX} R 45 & BLX A B B, B THEA—44r
A Ho e T RS EA7 i, RSt i & 2hRe, JEBRAECE T DNS IRk% &%,

CAP E1g

M B A GE IR 5 KB, RS HEE] CAP E# (https://en.wikipedia.
org/wiki/CAP_theorem), K& A& — 1~ 1 3 & Gi A #] GE [F] I 2 — 5ok
(Consistency). T Al (Availability) 4 R & % (Partition tolerant) iX =
A,

—A> AP ARG SRR E O, BMIES TP A S e (i H— ik B
Rk, (HEE TR S — AR (LB N ReR | R EHE) . —
A CP ARGt — e B o, HIbSEIERMEATRE I, (H2IR R
BetE— B IR AT

TELBRERIESR, EMZEE A ZRIBLE, THZATEREM Consul HI
1%, etcd Fll Consul /22T CP R4H) Raft ik, 2R, Consul A =FA
[ RE R, [default (BRIN). consistent (—3). stale (BRIH) 1, REMBIE—3K
PEFIRT M 2 AR AN [ B

fEf[iE 1T Consul AP (agent) SLBIRIENL, SAURARS iR Fomtial, RBEE
52 1) & PR 55 IR A LA B — MR Se LB, AnPN A TG O, AT M1 & P o P 1 5 2
JEo HorFHL GRE R 3A. SABTA, I 11.2.1 TRIRIBE “BEBRE/N) R
BTN S e T, Mot E AREGEEE, S5 HARIRS B E, & P
ERNHE TR % 2 M 55 o5 UL

Consul FIAT THIRZ Sy, JoH A fd ] Docker 75 2% 1% . LA T TG MB] Hheis 2K B Glider
Labs (http:/gliderlabs.com/) M7 &% . 52Za1—FE, SR GBI LML :

T 8: AIRIXLEARIENIMERE X, 2. “Brewer’s Conjecture and the Feasibility of Consistent, Available, Partition-
Tolerant Web Services” (https://www.comp.nus.edu.sg/~gilbert/pubs/BrewersConjecture-SigAct.pdf) ,
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$ docker-machine create -d virtualbox consul-1

$ docker-machine create -d virtualbox consul-2

PUEJAE) Consul A&, 52—, A T8 —LE820E, BATREANLAY 1P 3 hER 772

AR

$ HOSTA=$(docker-machine ip consul-1)
$ HOSTB=$(docker-machine ip consul-2)
$ eval $(docker-machine env consul-1)
$ docker run -d --name consul -h consul-1 \
-p 8300:8300 -p 8301:8301 -p 8301:8301/udp \
-p 8302:8302/udp -p 8400:8400 -p 8500:8500 \
-p 172.17.42.1:53:8600/udp \
gliderlabs/consul agent -data-dir /data -server \ @
-client 0.0.0.0 \ @
-advertise $HOSTA -bootstrap-expect 2 ©

ff226b3114541298d19a37b0751ca495d11fabdb652c3f19798f49db9cfeabddc

O VRS #5:)55h Consul fCH, HARORAFLE /data HR T,

O (ERE I HEEE TR B & Pumi) APLiER, iZHbHEERINA 127.0.0.1, FHREH AN,

© -advertise LI E H At ML Zax A Ak 55 2% i R A A bk, X BLER 2 A& FEHLAY
IP ik, BEAMEBE T -bootstrap-expect YLLK I Consul T3 255 MRS 25 0
ANEERE,

I Y iy 4 A2 il i 1 Docker machine iR [8l ) 23 (W TP 382 %/~ EHLIN . EAETIREEH, IR

{8 I BLIZAE — A Toid N ELIC B 5 [R) 752 i A A ki

BAEJRZNE A% e, RIRTEEMEA -join s B — GRS &k

$ eval $(docker-machine env consul-2)
$ docker run -d --name consul -h consul-2 \
-p 8300:8300 -p 8301:8301 -p 8301:8301/udp \
-p 8302:8302/udp -p 8400:8400 -p 8500:8500 \
-p 172.17.42.1:53:8600/udp \
gliderlabs/consul agent -data-dir /data -server \
-client 0.0.0.0 \
-advertise $HOSTB -join $HOSTA

ML Consul ByAr 217 TH., REASHHIAZ &5 CLRLAR B i .

$ docker exec consul consul members

Node Address Status Type Build Protocol DC
consul-1 192.168.99.100:8301 alive server 0.5.2 2 dc1
consul-2 192.168.99.101:8301 alive server 0.5.2 2 dci

AIEAZ RO Consul 1 B ANSEI— 2550t , T AR EVEA— S BEAF i anfil TARRY

$ curl -XPUT http://$HOSTA:8500/v1/kv/foo -d bar
true

$ curl http://$HOSTA:8500/v1i/kv/foo | jq .

[
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"Value": "YmFy",

"Flags": 0,

"Key": "foo",

"LockIndex": 0,

"ModifyIndex": 39,

"CreateIndex": 16

}
1

FRORA mA R, BRI ESR T, A El’ﬂﬁi’)ﬁé\z% "Value":"YmFy" WE? Jif,
Consul 25z EARIEF T base64 Fifid, FATAILLETT jq F1 base64 iy A HE IR 4G AR E Bk . °

$ curl -s http://$HOSTA:8500/v1i/kv/foo | jq -r '.[].Value' | base64 -d
bar

HARIRVERME 22— 5, HEBERRIN T,
Consul A B —E B APLHTIHRMRS, ‘©i& Consul YRS & BLFI{E AL 7 Bhie
Wy, —HAE T, fREAGE R T EAERE S B DE TR,

T REFWEL Consul AR5 {# identidock SEFLES EHL TAE, M BIRERIFRE S
ZHi—*FE, B Redis izfT4E consul-2 ., ifi identidock 1 dnmonster Niz474E consul-1 k-,
Bt a3h Redis:

$ eval $(docker-machine env consul-2)
$ docker run -d -p 6379:6379 --name redis redis:3

2f79ea13628c446003ebe2ec4f20c550574c626b752b6ffa3b70770ad3eleebc

HAEE T /service/register ¥ 2. 25 1ff Consul FA 17 Redis k%5

$ curl -XPUT http://SHOSTA:8500/v1i/agent/service/register \
-d '{"name": "redis", "address":"'$HOSTB'","port": 6379}'
$ docker run amouat/network-utils dig @172.17.42.1 +short redis.service.consul

192.168.99.101

ok, AT E Consul BEWS HIVE DNS fi##r, 524} consul-1 #EfTRCE, X —KRELE
2RI eted AN —FERI 5 s, Bl Sk shEHL B Jetc/resolv.conf X, A& id B
Docker SF#P R, Ak, FHE& Mk /var/lib/boot2docker/profile X, FF-4 --dns F1 - -dns-
search EIRUANE S :

$ docker-machine ssh consul-1

docker@consul-1:~$ sudo vi /var/lib/boot2docker/profile
éééker@consul-1:~$ cat /var/lib/boot2docker/profile
EXTRA_ARGS="

--label provider=virtualbox

--dns 172.17.42.1
--dns-search service.consul @

£ 9: X HL{# JHAY base64 J& GNU Linux FIRAS . ARIREE IR MacOS BIRRA, AELZ4 -d FREEBCH -0,
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CACERT=/var/1ib/boot2docker/ca.pem
DOCKER_HOST="'-H tcp://0.0.0.0:2376'
DOCKER_STORAGE=auf's

DOCKER_TLS=auto
SERVERKEY=/var/1lib/boot2docker/server-key.pem
SERVERCERT=/var/1lib/boot2docker/server.pem

Q XMIEWR USRI 4, Bl “redis” {44 “redis.service.consul”,
I AE =T E T R sh=r PR )2 5h Consul, FRIA A i SR 0y 5 i m 2 B AL

docker@consul-1:~$ exit

$ eval $(docker-machine env consul-1)
$ docker start consul

consul

B —

$ docker run redis:3 redis-cli -h redis ping
PONG

1% consul-1 | 25D dnmonster, FHRIARSS
$ docker run -d --name dnmonster amouat/dnmonster:1.0

41c8a78989803737f65460d75f8bed1a3683ee5a25c958382a1ca87f27034338
$ DNM_IP=$(docker inspect -f {{.NetworkSettings.IPAddress}} dnmonster)
$ curl -XPUT http://$HOSTA:8500/v1/agent/service/register \

-d '{"name": "dnmonster", "address":"'$DNM_IP'","port": 8080}

)5, #0 identidock B TiEk
$ docker run -d -p 80:9090 amouat/identidock:1.0

22cfd97bfba83dc31732886a4f0aec51e637b8c7834c9763e943e80225f990ec
$ curl $HOSTA
<html><head><title>...

5 ZRi—#%, identidock L& TCF{# FH Docker iEHE T,

Consul A BBHIINREZ —FRA 2 Bte &, XATHREMAIR RGHI & E o R TRk, - H.
B IEE. FATAT AR AL A B S AR 55 9n 5 IRAR T (511204 A 1 25 23 1] B¢
WAF) . RIS E LT —~F%F dnmonster ARk 55 1 ¥ HTTP MK -
$ curl -XPUT http://$HOSTA:8500/v1/agent/service/register \
-d '"{"name": "dnmonster", "address":"'$DNM_IP'","port": 8080,
"check": {"http": "http://'$DNM_IP':8080/monster/foo",
"interval”: "10s"}
}l

XA B B2 A TR 2R 2 1H 524 URL (19 HTTP &K, BEAZIR [B] 2xx R &
i, &, XAMAR 25058 1778 consul-1 EARER ), Al LLad it 157 /health/checks/
dnmonster / Vi 13 RAS A MR IR A -

$ curl -s $HOSTA:8500/vi/health/checks/dnmonster | jq '.[].Status'
"passing"
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DR mT A A B, BIAS AR BHE A 0 WARFMNRE L, (EFIIA R 47 b A REAS SR BL
BRI, B HRAE A LS A Consul AU S AL (watch) Zhae (HTARAEIEERT) —de
A, R REASIR 2 5 M S DL BE e, HAE [P e 2R IV B il R B 6

Consul 3B A Hofh = SETHRE, For (45 £ 4 O SRR 4 IR s

11.2.4 RS

TERTAETEE Y, RS KBUNESG —2 “RE M EFHTH, LAAH curl Kikik
3K, 8 Redis F11 dnmonster {3} 2] SkyDNS F1 Consul, H:3Z ] DAE X A~ 58 )% A Redis Fll
dnmonster 2 251, (E N TE R B AEAFTEM ", 38 /T LAEIEE— A 5T HEWT Docker 44
IIRSS, M ERkIAREN, [E2 8 TR SEN.

% 5 A& Glider Labs JT % Registrator (https:/github.com/gliderlabs/registrator) [J H %], Registrator
REfE 5 Consul, etcd 5 SkyDNS & {f JH, SEBLZ & A0 A Zh{EN. By TIEREE T
Docker FHA-{ YA &5 QUL SR, LA B RITCEARIR IIAHOC 5% B 2% 28 s FAHESE,

E-T DNS MRS LI LR =

XENBOHF S AN LIRS LN T DNS o2, DNS A—3 5 ”
EFEPREIEN, RER -8B, PAS —XFEP, CTRAZIRSAZH
H APL 69— 45, A T F12 R4,

FR 4 % ILAB ) 4 DNS A L FILA 2 2R B,

* DNS#WABZEIFELOERNAZA, Atk AAIE DNS 69ALH B, & AT UA A
KA 5 25 R X AL, A2 E RIF R AiE F B AT U AR )

o TFREREBALATHA G F H, LR F ) H 6 APL, % F DNS ¢98 A5, &
FAG ARSIk Z AR 6T & LBAT,

* DNSA—ANHAZKZFT RN, CA SAERAFFAT I ZELH,

T DNS #9IR5 K ALK — bk 5, AAEEFATIRTRAZEL T E, —M&
DNS #&dtifik 18, 2 TimA2 & 469 #dmt, 23R RAEAARK, BAHRE X
MR ZARRAHEH), R E L TRE, TEARMNEZZZG LR,

o Ei@0IDNS Ei AR OE S, AR 2 A TRA, & 284 e 38 %43 (DNS
SRV LR HE LB W23 &, 2ILFITA RS IEREARR SRR EIMNEG),

e NRAAZR (LIEBIFAK) THAL A DNS 69w SR, FIA TR & IR 4%
HA B, FPHILER L DNS @Rk eHF AL,

o K % %99 DNS JR 4 PR A Sfe R BIGH OO IR K, @F A KM e9iE
LR T #82F (round-robin) REEAZLEF, EILRRB LSNP, EKE ST A
A TTL £, (22 A LA L RN EBTHRELL S ORFRZ R,

o EBPHETVUAFEZERNRPAIRS, BT ELT APLRAAREZF B M,

IE 10: AnRINIAAH LETEB A B SRS, WTLAEE —AERMA S “side-kick” HEREARTEHL
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11.25 HM@BRAR
B A U2 Htb i 55 KB 5 AT ke A
ZooKeeper (https://zookeeper.apache.org/)

ZooKeeper A& — > Al SERVSE AR, BIEA—BURIER M, T Mesos 11 Hadoop
T MRS, ZooKeeper F Java 455, (i FIEE 24| H Java APL, #nR{RAH Java,
HAWEBFIESHIZE (binding) ", & FimdEsE 5 ZooKeeper IR 55 #% 2 15 16 Bk
4, FIRFE keep-alive VEN1E, HILTHEEA DGR TIE B4~ &, filan
Curator (https://curator.apache.org), ] LLES YR 5EBx /™ TIE 1.

ZooKepper B 2L mi& B, fa @ H T8 A . AR IR C 2 &l B (£ 72 (1
ZooKeeper, ‘BAKRA—FAEERIESE, G0, R REAERERS DIELE ZooKeeper Y
ST R TR B, RHAEAR IR A Java,

SmartStack (http://nerds.airbnb.com/smartstack-service-discovery-cloud/)
SmartStack #& Airbnb FJ Ik 55 &K B R 75 5. ' HIPED oy 2R A7 BT (e 4G 2 i b
] Nerve (https:/github.com/airbnb/nerve), LA K 5T AL BE ARk 55 % BL 1 Synapse (https:/
github.com/airbnb/synapse ) ,

Synapse & 17 THA T EM ARG WEN L, FAEFESRSERE—1uwmH, R
S4B %k B F] 92 bR AR 45, Synapse Fi| F| HAProxy (http://www.haproxy.org/) 11 3%
O, MAEMAR R AR, B4 B30 HAProxy FE EEH 4. el E
Synapse, 1h'EIRBUEEZIFRBIARSSIFE, "TLANGAEAHE (40 ZooKeeper B eted)
Se ik WA Docker AU -G b LAY 7528 G (2410 Registrator) SK3RHL,

BAMRSES A — D HARRY Nerve HEREs 5, MTTRAENRSSAIMERE, LA A shiEM
Synapse i {# A7 ({5140 ZooKeeper B eted) .

Eureka ( https://github.com/Netflix/eureka/wiki )
Eureka z& Netflix 1 T AWS B (8 g Fnlk B bl 5 %, ekt —4 “tin B”
Fi%, VAR AWS 5 R fr IRTE A Re . AnRIRFT AL AWS RYSERL I E T
KRR SS . A A ERIT R %,

WeaveDNS (https://www.weave.works/docs/net/latest/weavedns/)
WeaveDNS x& Weave B 75 ZH AR 55 K LA M. A& RSB RSt eila
HLESFs & A FRTENTE] WeaveDNS, X FERERESE (L —E 52 B H AL )7 %€, WeaveDNS fE
) Weave % 250 —E8 s isf e & AL L, d@d 54 Rt Weave % H1 2% B.AH
WBIE, HILEREMSIEHTITA 2 e PR, WeaveDNS SR T & Ba bty #2135
BZU 11527,

docker-discover (http://jasonwilder.com/blog/2014/07/15/docker-service-discovery/)

#A b B At SmartStack UL Docker SEELII A, LA eted 1E N 5. 5 SmartStack — 4%,
Tl 4 0 B: — A & docker-register (https://github.com/jwilder/docker-register)
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AH 24 F Nerve 4 {a HE8 A FiE M40 s 55— A4 docker-discover, #H24F Synapse fit
ot ik %5 & B 4 fF (https://github.com/jwilder/docker-discover) ., docker-discover 5
SmartStack —#f, #B&{EFH HAProxy AbFEER 1, SR BE—HEF ABIIHE, Hib
Tk Z EHA LR S hr, WRERS AT RN RIGIHFILFH,

G TE A — 4R, Docker HIBH 4 4 B AU BE I T RE (20 114 7)), @t RS R
(service object) $RULAPRAIARS K. WX FhAk S % BLHH T Docker 1Y Overlay IEHI SRS
By, S IeAEf:, 4 Calico,

11.3 BRI

AN SOTA, R BRI RVE, Tl KER S8R5 KB %, #TLALL
MR g5 SLBLEE THLELR, 2hfi, XTEATI AT D, WRFHER, KILAF T
J&, —AEAFHIRI TG, (R 2B 1P R, MiX FR A T B 430 5 b iy
H A

ANk, (ET A sl —E e B EHUER M G Z2 81, A SN T RRERINAY Docker M
M LAEBREL, DL HAp A WRLe e 5 n] FH, Docker A VYAl FHIFEA . M4% (bridge) .
F M (host). &% (container) FIAZF M (none),

11.3.1 RHER

BONAI IR 28 fEFF R B Berp AR A, BB T — AR, LA S REM IARZS IR,
HEHFAKER TS, FAEMSR TR RRZRE TR, SFEEYRAIIFFH,

&l 11-5 B E A Docker BIAFI IR ZE4), BIARAH —A AT ES S a8 ) Docker
WA, BRI & dockere, HbhE—f 172.17.42.1, # 2% E380/5, Docker S A i —
Xf veth # 0, A B _EAH Y TR0 SR LK M ELE S, Docker il it veth $ D75 23110
etho EZ I BT, SMMBEREATLLE T IP 4% (IP masquerading) Y75 A HE, 1P PhE
W& bk #E4 (NAT) W—Fh55, LAIP %% (TP forwarding) Filiptables HRNI%EST

________________________________

4 ~
4 \
I \
1
' K veth :
1
E | eth0 , A
1 ’ .
1 1 - ~
. eth) ——p )
1 : h e’
' docker0 1 A !
1 N - -
: E%& Wl*ﬁ :
1 veth 1
| eth0
\ K
\s ’

________________________________

11-5; ZRIABY Docker MHFEAM
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BINER T, FrAASETCAE MM, TeES iz, bttt SHa Fin
H (W 1372 TR iGF) . A TEIEXA T4, ATLE Docker <P dEReE J& i hn
b --icc=false 2%, XANZHfi% E A iptables BN, B4 % Z HIAVEIE LM, 412R[A
% & T --icc=false flI --iptables=true, i R L ENFGEAREETE, X gt
iptables KM SEBLAY

CL_LEBrik st iRid A R B B, ABARZS ERCRIIE, sl A RS KRG A T,

11.3.2 EHEK

AERF LN - -net=host 2455, ML ML FELHAIME ar #2200, EAEA CREE
FEAMZ Lo R ERER S THLLAEL AR —/ 1P ik, AidXshmd 1
BeHECIRTFA, PRl BE 55 MR AL 28 — AP

M T 1P Mk de =2, F5 S TR AR (25 2% 0 S b fo WP L A, FEREATACE.
IR A 257 T X — i, 1l LT AR R B IR

EAEAMAAEL2RE, RS PR DR TN, Al LLRE P, ki
AT

M T X ARG B IR T, ORI LA TR TR A AR I Y, e e ) S/ 0 2%
MMz Rz s CEmRERAIZEAT) W LMEF AR, i b 7 &% W F P B 0 2%
IR R, THTERL, PIRF L A% &% JCi5 8] Docker i 4% 5 THLMIZS LAY Z a8 T,
fH ALt i docker® [IAFRAY TP bl FL3d o

11.3.3 ZF=ER

XAERE 7 — A Sz A, ERLE L TR LA (Blan, SiREA—AE
BAF WA, VR TR HC 7 25 B X AR ) o XA T 6 0 o A A A
LA I 2 Yy SR O AT Y s A M . (HERIBR R, P 4L e — k2%
M7 4 K FARTRTAY TP ik

TR PRI @, i Bk Kubernetes Fr (W 12.1.3 1),

11.3.4  REXMER

BB, AR ERELA SR T2 KN, G LFEMRMAZES, filin—
A FRACHR IR R B BB G I A 2 A5

WERARFT RN T FFARTE BRI K 484y, IS AR O AE A H T AR IR IEfERIX
M, WLAZZ% 1% pipework (https://github.com/jpetazzo/pipework) XFERY T H., BAHCH
cgroup Fllfw £ 23 [H A2 1% BARH A M.

11.4 £ #HHKIDockerEx W If gE

FBEEARASAIIEE, Docker K FIAR AR M IEAEREAT RMUBAR & . BIAASAHENRS, (&SR AT
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RECLZRTEH, ‘R Docker 9144 (19 B AN AR R 2 (285 rh B RS B 12
BEETAR) . iX—TT&MRYE Docker FUIRGERCR T s S R AL, T ESMRTE
B, X BT RN AT RE S IEAURAS R AT A LE VR A

MRS, 34ﬂﬂﬂiﬁﬁﬁﬁﬂ&”‘rE’jﬂm«{%/\ﬁﬁ]/\i‘ﬁﬁﬁﬂft “XEGR”, 430 R %
(network) FAR % (service), XfFif5 “WZ&” " AUGIEEFNE M AR rhihEs, LB EEh
BF, Rl BB A ML, (HREESR —MEHREM AR EHERA, B LUIkA
FR %, JEAUREE AT T, MBS ] Docker A ST (B SR Docker EFE{5K
ATH, (HA®ESED).

2E—LLfG TRt AR AR T .

network s iy 4 ml LAZIH 24 7 2% ) H D -

$ docker network 1s

NETWORK ID NAME TYPE
d57af6043446 none null
8fccoafef384 host host
30fa18d442b5 bridge bridge

JRBh A A e, ATLA@E L - -publish-service 224G B AR S5, LA A & 7E WA I 2% o
S B —4 db iR 55

$ docker run -d --name redisl --publish-service db.bridge redis
9567dd9eb4fbd9f588a846819ecleadb71dc7b6cbd73ac7e90dc0d75a00b6f65

it service s & rUAAFRIA MRS

$ docker service ls

SERVICE ID NAME NETWORK CONTAINER
f87430d2f240 db bridge 9567dd9eb4fb
PAEFRANE R — MK QI — e, i “db” RS ETLLIEEE redisl 2545, MR

¢ FH Docker %42 :

$ docker run -it redis redis-cli -h db ping
PONG

JE& T AR 2% % 2 BN TCER B 1S
AFAE I Docker 4%, WL R CHSRAE T fail i B Sk 55 KLY «

$ docker run -d --name redis2 redis
7fd526b2c7a6ad8a3faf4be9c1c23375dc5ae4cd17ff863a293c67df816a2b09
$ docker run --link redis2:redis2 redis redis-cli -h redis2 ping

PONG

$ docker service ls

SERVICE ID NAME NETWORK CONTAINER
59b749c7felb redis2 bridge 7fd526b2c7a6
£87430d2f240 db bridge 9567dd9eb4fb

L AN W8T —ig 5 RS, EVFL T, Docker ML Iihn I Fog A S 25 ml, wf
VAsihiesr Ak By, LR g fEiEiE.,
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WABRTE, FliTaT Ll service attach il service detach P/ 1~y A2k B8 45 BLfE £t
ARSI 2%

$ docker run redis redis-cli -h db set foo bar @

OK

$ docker run redis redis-cli -h redis2 set foo baz @
OK

$ docker run redis redis-cli -h db get foo

bar

$ docker service detach redisi db

$ docker service attach redis2 db

$ docker run redis redis-cli -h db get foo ©

baz
O 1F redist FmEdE, ©HRMERZEL db ARkS
@ 1 redis2 IRANEHE,

© FL7E db IRk 55 L redis2 fi2fit,

TRAUEER], B RS S B R Se 447 07 e 0t 1 8 s iy RAGVEAE 2 By M+
B, [RIE S LART I 453845755,

P £ 2R B A4 14

TRATREFE S T HARR £ A, 2 R MM, B2 adrEmn. £
R B AR, BAT1& B#A —Fh A, BRILZA1, 1B overlay 2489, Jf kB B 45 1,
AT LA Mg 27y . BRIAGE IR 2% rTUATE Docker SEHRE P X E . 4l i% & B
TAZE Tk (s P AT PR 2%

e

N Docker ffifl:, HARMZKIRBIAEN °, HFE%%E3 /usr/share/docker/plugins H =& FE[IA],
— A A B T — XA B R A RS .

AT UAEMES S, RE iM% 5 Docker ) JISON-RPC (http://www.jsonrpc.org/)
API i,

AT AE 11.5.4 75 FR B 3] — /{8 FH Project Calico W 25 4 {9 (5] 1, TR £ R Sk #r &5 H
&R &FEAE A E R E A [ 40 IPVLAN (https://github.com/torvalds/linux/blob/master/

Documentation/networking/ipvlan.txt) Fl Open vSwitch (http://openvswitch.org/) | K9 i i,
VAR AR5

11.5 WEBRAE

RS AT B TS EE AL & Fh s A BT %%, Hoh B4R Overlay, ‘B/& Docker

T 12 WHFRA L3R 5]
1 13 B4 AR sh el ULE i S g, 9114n flocker (https://github.com/ClusterHQ/flocker-docker-plugin) ,
BEIX B, b BIEHEEN R OE TIEEAR T, (TR BRI A RRRS R R .
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TEAR R AR R F A RTIE “PIBt R 5%, BFIhEeERE B8 T Y Weave, 3k
H CoreOS [ Flannel, LA} Metaswitch 23 w2 T4 3 EMZ&AY Calico i H ,

Docker FI M ZhRERAL THEF RIS BT B, 1 HOMEARWI R, FEZ EA
—AHEEHE ., BOERIRRER, AR A& AR TS IR
N AFEFHERS 5. BAABBEZE, X BB TAEAS RArive, He
s AU AR, ILEIAAS BRI, X LT AR T S A A PTRE,
TR T ekt s A . AEERERE RIMEAT5 R 2 A, PRBLIZSEXT H i
AT AT, ZJEFRTRRE

11.5.1 Overlay

Overlay »& Docker 252 S LB M- A& 1 “PIFHth” 5%, ‘BfEH VXLAN B iE Sk
EREFYL, EVA B OB IP #hkzR i, SRR EREE T NAT SE3, Rz i % A
T serf (https://serfdom.io/) FEFFJ%E,

AT 4 2 Overlay W27 i SARMERT AT 28 KRBCHTE, BT IR R 28 S0E Linux
WA, A2 —xt veth #0120 2% Z R BAHIER: .

FE, XBEERNIRIXEM
761 A HEAUBLGE Y Docker AiRBGRR, TRIIbC 5 1R 48 ) 89 B Kol 2 7 &
N £ 5. U4URBIEATBHIME, Docker HIFAEML CLARENS S HFIIZARIE, (RR
T EAE.
a5 rb { FHIY Docker 1 Consul AUAZN T «

docker@overlay-1:~$ docker --version

Docker version 1.8.0-dev, build 5fdc102, experimental

docker@overlay-1:~$ docker run gliderlabs/consul version
Consul v0.5.2

Consul Protocol: 2 (Understands back to: 1)

TR mmyEmd, AR IR 5 % B Docker #8E T W& ML, & #l& overlay-1
overlay-2, FUL Consul fE N f{EAT ik, TR RS Z mitHE R 224936 % identidock, HJ)

Redis iz{7T overlay-2, ifij dnmonster Fll identidock 2% NlizfT T overlay-1,

AASHRRZIN, FE iR iZ A RE U5 A A X e, S T #ifR Docker % v A< 4P R )
A —%, FOEH ssh BEARINUE AL,

UL ssh i3t A overlay-2 {EGFF 46

$ docker-machine ssh overlay-2

B EELL overlay RSB —A424 “ovn” RUBTIMLZ .

docker@overlay-2:~$ docker network create -d overlay ovn
5d2709e8fd689cb4dee6act7a1346fb563924909b4568831892dcc67e€9359de6
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docker@overlay-2:~$ docker network 1ls

NETWORK ID NAME TYPE
f73e80f9aad4 none null
1d4c071e42b1 host host
27c18499f9e5 bridge bridge
5d2709e8fd68 ovn overlay

it network info -y 4 AT LAZRAT S £ A SSiX A ML Y TR AR{E B

docker@overlay-2:~$ docker network info ovn

Network Id: 5d2709e8fd689cb4deebacf7a1346fb563924909b4568831892dcc67e9359de6
Name: ovn

Type: overlay

IEANHEES) Redis T, AT IFEAT A HINE --publish-service redis.ovn 24, fURA
ZHAE “ovn” ML LRAT—AFA “redis” AIARSS -

docker@overlay-2:~$ docker run -d --name redis-ov2 \
--publish-service redis.ovn redis:3

29a02f672a359¢5a9174713418df50c72e348b2814e88d537bd2ab877150a4a5

AR IAEIR H overlay-2 Ffifiad ssh it A overlay-1, ®[LLEF'ERED AR R ML .

docker@overlay-2:~$ exit
$ docker-machine ssh overlay-1
docker@overlay-1:~$ docker network ls

NETWORK ID NAME TYPE
7f9a4f144131 none null
528f9267a171 host host
dfec33441302 bridge bridge
5d2709e8fd68 ovn overlay

CLRIFERY 75 R, B3 dnmonster F11 identidock 25%%, ¥/ - -publish-service %3] ovn W2

docker@overlay-1:~$ docker run -d --name dnmonster-ovi \
--publish-service dnmonster.ovn amouat/dnmonster:1.0

37e7406613f3cbef0ca83320cf3d99aa4078a9b24b092f1270352ff0e1bf8f92
docker@overlay-1:~$ docker run -d --name identidock-ovi \
--publish-service identidock.ovn amouat/identidock:1.0

41f328a59ff3644718b8ced4f171b3a246c188cf80a6d0aa96b397500be33da5e
JER AR S —YIER TAE:

docker@overlay-1:~$ docker exec identidock-ovl curl -s localhost:9090
<html><head><title>Hello...

FMVAERAT R AP TE, (R thdtb e & AL 9B identidock HIPE FHLECE . T
Overlay YR A S ILANTFOGE I 7 IS EAR TRES A Ak, P A G BRI 48 Bl —

ik
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11.5.2 Weave

Weave (https://weave.works/) #&— TP & & KB fER T %, R AT
K A et e . HAE S FAE AL R . Weave i & A B2 81 %,
F A eas THTIRS kT WeaveDNS, H T IP #ubk €32 A 45 (IP address
management, IPAM), FFFINEEE.

% Tk & FFIH Weave {8 identidock 81T ER G FHL LA 2 2 A5 5., FATRHEHRMES
a FIAR 45 & B Yo (5] i v 28 FHE 93848, BRI Redis isfTAE R A — & EHL (weave-redis)
k., i identidock Il dnmonster 7% &5 M i@ f77E % — & EHL (weave-identidock) |, [A]#E,
A TEE R Docker machine SH 3 THEAE AL, JEM 4 {5 A Weave RiAE 1.1.0, g
Rl FIRRAS S8, B AR R SEVr 22 SRl AR Ttk o o

HILRAHE weave-redis JEHIIL:

$ docker-machine create -d virtualbox weave-redis

SRIG ssh iJE 23 Weave:
$ docker-machine ssh weave-redis

docker@weave-redis:~$ sudo curl -sL git.io/weave -o [usr/local/bin/weave
docker@weave-redis:~$ sudo chmod a+x fusr/local/bin/weave
docker@weave-redis:~$ weave launch

Setting docker® MAC (mitigate https://github.com/docker/docker/issues/14908)
Unable to find image 'weaveworks/weaveexec:v1.1.0' locally

v1.1.0: Pulling from weaveworks/weaveexec

Digest: sha256:8b5e1b692b7c2cb9bff6f9ce87360eee88540fe32d0154b27584bc45acbbef0a
Status: Downloaded newer image for weaveworks/weaveexec:v1.1.0

Unable to find image 'weaveworks/weave:v1.1.0' locally

v1.1.0: Pulling from weaveworks/weave

Digest: sha256:c34b8ee7b72631e4b7ddca3e1157b67dd866caed40418c279f427589dc944facO
Status: Downloaded newer image for weaveworks/weave:v1.1.0

A E SR T Weave 2T, ARG T BB HE Weave HE Rl B ) 75 &% B
Fell. MIEREATHEEE 7 8 RO,
T 448 Docker & /i MUFRA# ] Docker 4Pt BEHCh Weave fCBE, XARMOR A T1E
o R RESLE Weave BT — 28 F T 15 4 hook :

docker@weave-redis:~$ eval $(weave env)
HAERTLL R Redis %% T, ‘244 A 2hiEHEH] Weave HIRIZ .

docker@weave-redis:~$ docker run --name redis -d redis:3
Unable to find image 'redis:3' locally
3: Pulling from redis

3c97d635be5107f5a79cafe3cfaf1960fa3d14eec3ed5fa80e2045249601583fF
docker@weave-redis:~$ exit
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1T Sk gk % 5 5 identidock F1 dnmonster I EHL T, ii*?ki?ﬁ%i_i'_ docker -machine $if7
ssh 4, MiAEBTERES, XHERESHS L, BIL0I4 weave-identidock il
HLI%e3E Weave

$ docker-machine create -d virtualbox weave-identidock

$ docker-machine ssh weave-identidock \
"sudo curl -sL https://git.io/weave -o [usr/local/bin/weave && \
sudo chmod a+x /usr/local/bin/weave"

—Ik, M7 weave launch fUlHEE, FRfTFHFZHEML weave-redis SEALAY IP:

$ docker-machine ssh weave-identidock \

"weave launch $(docker-machine ip weave-redis)"
Unable to find image 'weaveworks/weaveexec:v1.1.0' locally
v1.1.0: Pulling from weaveworks/weaveexec

Digest: sha256:8b5e1b692b7c2cb9bff6f9ce87360eee88540fe32d0154b27584bc45acbbef0a
Status: Downloaded newer image for weaveworks/weaveexec:v1.1.0

Unable to find image 'weaveworks/weave:v1.1.0' locally

v1.1.0: Pulling from weaveworks/weave

Digest: sha256:c34b8ee7b72631e4b7ddca3e1157b67dd866caed40418c279f427589dc944faco
Status: Downloaded newer image for weaveworks/weave:v1.1.0

IAE PGS — PR B, Tl 14% ssh ifE A weave-identidock, FEMIRBER U5lH]7E
weave-redis [iZfTHY) Redis v, IHEE, AT H Weave 03, HAMRAEEFEIXERR

A
$ docker-machine ssh weave-identidock

docker@weave-identidock:~$ eval $(weave env)
docker@weave-identidock:~$ docker run redis:3 redis-cli -h redis ping

PONG
BT FESERGX AT 2R, JE5h dnmonster 1 identidock Z¥ &%, WG FHREMS 4N iafT
docker@weave-identidock:~$ docker run --name dnmonster -d amouat/dnmonster:1.0

1bc9cdd5c3dd532d4f6a56529be8e2a068a9402c1e07df69ec33971f5c4b89b9
docker@weave-identidock:~$ docker run --name identidock -d -p 80:9090 \
amouat/identidock:1.0

9b5e9c89a7807bcad2cff49dc0692d0e8d064494288df5405a6573d886c0208d
docker@weave-identidock:~$ exit
$ curl $(docker-machine ip weave-identidock)

<html><head>...
$ curl -s $(docker-machine ip weave-identidock)/monster/gordon | head -c 4
oPNG

KAFT, BRI SEIL T #5 THLRIIBR MRS, 1 B2 &% & PR AR i i DNS SkEHTHY, 1M
B LA AT L AEART Docker 14%

T HE Weave AnfaisfE, URU% Weave BB )G G & FLZ A BT T iR
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$ docker ps

CONTAINER ID ... PORTS NAMES
0b7693194bb9 weaveproxy
b6e515f4d02b 172.17.42.1:53->53/udp, 0.0.0.0:6783->6783/t... weave

& 11-6 &7~ T identidock F LA FHY Weave EFEZ %%,

weave-identidock weave-redis

‘/ ------------------ N ‘/ ------------------ ~
| [ !
1| dnmonster |« . : 1 :
| . v |
| ' [ !
| ' [ !
| ' [ !
1 ) : 1 :
: identidock | weave ; : P weave redis :
] 1 ]

! 7y ' 7y V! 7'y 7'y |

1
! . 1 , L ! ! 1
1 ! ! [ ! ' \
1 ! ! (I ! 1 |
| v_| Docker | _! "y v_| Docker | _r !
! SpAPbR P SpAPERE :
| A [ 'y !
| [ !
| [ !
| [ !
1 [ !
1 weaveproxy ; ! weaveproxy ;
\\ __________ 4 ‘\ __________ 4
e -‘-‘- S\
[—‘ %P ,—]
AN /7

~————

11-6; JE1THE Weave 2 8 identidock

X G EVLEiT BRI Weave Bif%, ‘B 18R HIERTAY weave launch My 4 B8, X
oze 28 47 55 Weave 2 il i AS R840 o

weave

ENH DS Weave B, BRITCEMZEEE, LLRAE Weave MZ E5H ML
15, Weave I ik TCP 5 H th ML STl 5 UL R (538 S AR HME B MK =
i ot 55 SN ST Y UDP i85 1% . Weave B H %% bifi & i ] GE 0552 > H%?E?l , e
AR B, VARAETETR S A EHUESLEL A DL T W REAE B AT AZ (LAY
KO8k, BEH AR RTLAAEEE DNS i5:K, & & rTUUH 27 R R Hph =ML BRI 2%

weaveproxy

XA I ZAET, P AT AHE AT docker run fiy4, fEAILEA S A HMA
Weave W%, TXF %1% ZE Docker sF i FEHY docker run ik iE4 7828, il Weave H
HIL25 i 25 TR 4% i B FD 3 i s 2h % s i R, AT {5 25 2 B Weave Y MIZE A%, ix se2p
B2 )G, BRI EEhiERE S % 3 Docker sPimidbfe, XAHEEE Rt eval
$(weave proxy-env) Ar4SCHL, ‘Y DOCKER_HOST PRI & e hfg1a] Weave fCFE, MiAs
& EIERY Docker SFHPEFRE,
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Weave il 25 Bl — 4> weave BI#F, PRATLLE i ifconfig 4B R, B Aey, B
Weave 2%, #RZH—%F veth 422 HIEEERX S WA .

Weave "] LB 28 AE AR T M, UIREARBNARF., ©dXFEEmE, F
Weave %% n] T A a[ {E RIS ER:, A% Weave FIZEMIFIZHRENI SEREN28, TESHE

J53C#4 (https://www.weave.works/docs/net/latest/introducing-weave/) ,

Weave [ mig BT HBRIN AT R Z RS, LR RE TR R A AR e B 2 & FLRn s
EHLEIIR S B

L4 7 IE1T Weave

Weave B W] Lt Docker BEHEHESSE 1T, MMBURACER A # .
R X AP, ek 0aH — SR, 2 TR R API
TEF K v, Toidih Weave FIEL 6 I 4 {242 B Ar s 19 45 B LA & hook, 3]
an, MEREEE, HEl Weave WELER BE&SERN, BEIX—K, k
T4 AR ESS RS TR,

Ani 2 PRIEFX B, X 28R ER AT fe ELa T B R

11.5.3 Flannel

Flannel (https:/github.com/coreos/flannel) & [ CoreOS fJ—/ 5 EHLER MR T %=, &
FZHT LA CoreOS “hFERIAIERE, Al thoe 2 T UHITE KA rIA |

Flannel 4 5 — & F WL B — A+ W, SR J5 4% F M 45 %5 2% 5 BC IP b hik. Flannel 5
Kubernetes (2L 12.1.3 1) #5 8 FIRSCRR AR, B A LLh 8 pod 4 Bl — H. Al 22 %
HIfZI% 1 TP, Flannel X {EAE & EHL LisfT—/>5rdtfe, JEM eted BUFBRCE (B 11.2.1
W), HILERESICLE B eted, BH—ZF0 G5 nl %R, 72T,

udp
EREENY GG, {855 2 ERIME(E SE N UDP W, EILA ML & XN —
A BINHILS

vxlan

i VXLAN #EEME SRR, BT XA TIERAENZ e, BiZEL UDP il %,
UDP EE &5t FH 220,

aws-vpc
FF7E Amazon EC2 1% & W%,
host-gw
{5 FHe e TP HhhEi% B 1WA TP B& ., SR FEHLZRIFESR 2 B CAEE:,
gce

JHFFE Google Compute Engine |15 & BHZ%,
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52w —#%, FA1H Docker Machine > %% >] 4n{a] {# ] Flannel, {HX/&kA mEZL, FHh
Flannel ~F 3t FE TS 2E7E Docker 58S TR Z Rt L2 AL B 4F flannelo W, X {53k
TN KBSV E & 7517 Flannel, 24 T RGN W8, "TLCRH A K— K51 S
3, Bland i 58 — 4 Docker St FE AT Flannel, A IRINAEHBEFH Lisfr—
A~ flannel PUEFE S 8, Bboh, Flannel R HHT eted, Ff LSRR s
17 eted,

HERYE, XA A AE A f# ] B Docker Machine B2 B RIMELINL, RATHRIELEE
HI%, H BT H — 2 Docker Machine L4 AIBC B, 2R, XAk 21X Flannel
PIAT TR RRA BEYER, EMIZREW R B RTE B AL 15 E_E{F F Flannel,

Flannel 0 etcd kRZx

X 670 5] Hh { FH Y eted I Flannel fifk 4543 5124 2.0.13 F110.5.1, FH T Flannel
I & BT anakans, A prfd FRAS R, MR E A FrkraFn
RIS A AR, EAERIER,

EATEFIFCRE B E RS L, o 5124 flannel-1 1 flannel-2, FEAA{R Y AR A 4 REVS O
S, RIS E PR VirtualBox JEFIHLIE ARG ML

$ docker-machine create -d virtualbox flannel-1
$ docker-machine create -d virtualbox flannel-2

$ docker-machine ip flannel-1 flannel-2
192.168.99.102
192.168.99.103

REICE G ENLE R TP Hhhil, [RAIRE etcd BFEEE A, BAEIRNTLE flannel-1 | 2edt
eted, [HM%:15 1E Docker SE3FHEFE ISR dockero M

$ docker-machine ssh flannel-1

docker@flannel-1:~$ sudo /usr/local/etc/init.d/docker stop
docker@flannel-1:~$ sudo ip link delete docker0

PUAET BT eted:

docker@flannel-1:~$ curl -sL https://github.com/coreos/etcd/releases/download/\
v2.0.13/etcd-v2.0.13-1inux-amd64.tar.gz -o etcd.tar.gz
docker@flannel-1:~$ tar xzvf etcd.tar.gz

RIE RS eted, XHAH T —LEIRER R, (A SRR IS S -

docker@flannel-1:~$ HOSTA=192.168.99.102

docker@flannel-1:~$ HOSTB=192.168.99.103

docker@flannel-1:~$ nohup etcd-v2.0.13-linux-amd64/etcd \
-name etcd-1 -initial-advertise-peer-urls http://$HOSTA:2380 \
-listen-peer-urls http://$HOSTA:2380 \
-listen-client-urls http://$HOSTA:2379,http://127.0.0.1:2379 \
-advertise-client-urls http://$HOSTA:2379 \
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-initial-cluster-token etcd-cluster-1 \
-initial-cluster \

etcd-1=http://$SHOSTA:2380,etcd-2=http://$HOSTB:2380 \
-initial-cluster-state new &

nohup fir &1l eted FEFRATE H LR REARZ ST, A i R S #1C  E nohup.out 3¢
e

BUFE flannel-1 Efeted Bt & TAEEA5EK, 24 flannel-2 Wfid'E TIEHE KRG, Tt
2x[a] %] flannel-1 2¢3E Flannel,

docker@flannel-1:~$ exit

$ docker-machine ssh flannel-2

docker@flannel-2:~$ sudo /usr/local/etc/init.d/docker stop
docker@flannel-2:~$ sudo ip link delete docker@

docker@flannel-2:~$ curl -sL https://github.com/coreos/etcd/releases/\
download/v2.0.13/etcd-v2.0.13-1linux-amd64.tar.gz -o etcd.tar.gz
docker@flannel-2:~$ tar xzvf etcd.tar.gz

a3 eted BT IEFIZ T —HE, BR T IP Mk A 1 .

docker@flannel-2:~$ HOSTA=192.168.99.102

docker@flannel-2:~$ HOSTB=192.168.99.103

docker@flannel-2:~$ nohup etcd-v2.0.13-linux-amd64/etcd \
-name etcd-2 -initial-advertise-peer-urls http://$HOSTB:2380 \
-listen-peer-urls http://$HOSTB:2380 \
-listen-client-urls http://$HOSTB:2379,http://127.0.0.1:2379 \
-advertise-client-urls http://$HOSTB:2379 \
-initial-cluster-token etcd-cluster-1 \
-initial-cluster \

etcd-1=http://SHOSTA:2380,etcd-2=http://SHOSTB:2380 \
-initial-cluster-state new &

B £E 3 4 Flannel 12,

docker@flannel-2:~$ curl -sL https://github.com/coreos/flannel/releases/\
download/v0.5.1/flannel-0.5.1-1inux-amd64.tar.gz -o flannel.tar.gz
docker@flannel-2:~$ tar xzvf flannel.tar.gz

1 T RFEFELE eted FPERIN— LB E F451F Flannel ®] FEY 1P 75/ .

docker@flannel-2:~$ ./etcd-v2.0.13-linux-amd64/etcdctl
set /coreos.com/network/config '{ "Network": "10.1.0.0/16" }'

DA, PTLAEZD Flannel RU~FAPERe 1. TETER, FRATFEEETUF Flannel ] eth £210,
R H Al DL S A AR LS -

docker@flannel-2:~$ nohup sudo ./flannel-0.5.1/flanneld -iface=ethl &

Flannel E.£iaf7#23k T, 47 ifconfig ATLLEF] Flannel BRI .

docker@flannel-2:~$ ifconfig flannel0

flannel® Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-...
inet addr:10.1.37.0 P-t-P:10.1.37.0 Mask:255.255.0.0
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1472 Metric:1
RX packets:4 errors:0 dropped:0 overruns:0 frame:0
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TX packets:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:216 (216.0 B) TX bytes:221 (221.0 B)

WBIEE, B ReAHbHEAL T340 145 Flannel BB 1= H 1P JEHE

TP M EE & B B Docker, fEHREVS(E H Flannel, 4nR{E AR B LG 2%
BB, IBL wTLLE H S Flannel —#24) % 1 mk-docker-opts.sh I 4< 3k H 2t & Docker,
{H T3 ATAY VirtualBox 8§ 1 % 4 bash, XLEEFTEKNTETHE K. BEERE—T
Flannel 23 1€t HJ /run/flannel/subnet.env 3 ;

docker@flannel-2:~$ cat /run/flannel/subnet.env
FLANNEL_SUBNET=10.1.79.1/24

FLANNEL_MTU=1472

FLANNEL_IPMASQ=false

T ZHE Docker P4 SEREIT --bip 2415k B 2 FLANNEL_SUBNET [{E, [AllFHE --mtu 2
$ i B ) FLANNEL_MTU FU{E, X FEMCE A T 25 1 Docker {§ F 55 Flannel 3 75 /) 1P ik F1l
MTU", Docker PP FERIZAETE /var/lib/boot2docker/profile S A B B AT, &M )ERISC
™ (TEEAMLH AT LA sudo vi Av &gk Ti& k) -

docker@flannel-2:~$ cat /var/lib/boot2docker/profile

EXTRA_ARGS="

--label provider=virtualbox

--bip 10.1.79.1/24

--mtu 1472

CACERT=/var/lib/boot2docker/ca.pem
DOCKER_HOST="-H tcp://0.0.0.0:2376"'
DOCKER_STORAGE=aufs

DOCKER_TLS=auto
SERVERKEY=/var/1lib/boot2docker/server-key.pem
SERVERCERT=/var/1lib/boot2docker/server.pem

WAERT UL J2 Docker 52

docker@flannel-2:~$ sudo /etc/init.d/docker start
hostname: flannel-2: Unknown host

Need TLS certs for flannel-2,,10.0.2.15,192.168.99.103
docker@flannel-2:~$ exit

B, BANFTEAE flannel-1 LXK SPTR.

$ docker-machine ssh flannel-1

docker@flannel-1:~$ curl -sL https://github.com/coreos/flannel/releases/\
download/v0.5.1/flannel-0.5.1-1inux-amd64.tar.gz -o flannel.tar.gz
v0.5.1/flannel-0.5.1-1inux-amd64.tar.gz -o flannel.tar.gz
docker@flannel-1:~$ tar xzvf flannel.tar.gz

docker@flannel-1:~$ nohup sudo ./flannel-0.5.1/flanneld -iface=ethl &

1 14: MTU 255K fEHi C (Maximum Transmission Unit) , #SlZ 0 R FRIEHEE RN,
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docker@flannel-1:~$ cat /run/flannel/subnet.env
FLANNEL_SUBNET=10.1.83.1/24 @

FLANNEL_MTU=1472

FLANNEL_IPMASQ=Ffalse

docker@flannel-1:~$ sudo vi /var/lib/boot2docker/profile

docker@flannel-1:~$ sudo /etc/init.d/docker start
hostname: flannel-1: Unknown host

Need TLS certs for flannel-1,,10.0.2.15,192.168.99.102
docker@flannel-1:~$ exit

Q 38, ZINMELAL flannel-2 K[, XFEHEAFHUARE AR &0 B ARV TP Huhk,
BAE, —V)edgms, RN —-TEG 2R GREWY IS, &Lt flannel-1 FH
Netcat T H W ¥ 2% i 1

$ eval $(docker-machine env flannel-1)
$ docker run --name nc-test -d amouat/network-utils nc -1 5001

Mg TERE

2L B AR, S T RES AT B AR K, FAE — A & TR R 2%
THMBGMAEE HE T, Ak, RELWEIF—4 4k amouat/network-
utils BEE4 . ‘B2 curl. Netcat, traceroute. dnsutils 25 T.H., HEREF
jq, J71E:¥% REST API [ JSON %t HEF % 55

XA — A HlioRTe

$ docker run -it amouat/network-utils
root@7e80c9731eald: /# curl -s https://api.github.com\
/repos/amouat/network-utils-container\

| jq '. .description’'
"Docker container with some network utilities"

SRIG R Flannel 43 BC2A 25 a1 TP buhik: .

$ IP=$(docker inspect -f {{.NetworkSettings.IPAddress}} nc-test)
$ echo $IP
10.1.83.2

RS R BLIXAS TP Btk fEFA 1 2 i ik BRI HbaE/E R N . B/, 1EFRAIAE flannel-2 L )54)
Netcat F22 i1 4 3 nc-test 2578 .

$ eval $(docker-machine env flannel-2)

$ docker run -e IP=$IP \

amouat/network-utils sh -c 'echo -n "hello" | nc -v $IP 5001'
Unable to find image 'amouat/network-utils:latest' locally

Status: Downloaded newer image for amouat/network-utils:latest
Connection to 10.1.83.2 5001 port [tcp/*] succeeded!

AFATH ne-test HHEMIHE, IBAFLBZINIA K EITHE
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$ eval $(docker-machine env flannel-1)
$ docker logs nc-test
hello

55T Flannel B Ak BIsboA 1k BATLI T M4 BIGEH B CRY IP HehERIZ &%, BI1E
AT EATEE . BRI TIRE TRAMIX— A, HiFicH, Rkx ik
WAHEKI AN, L EHUMA SRR kI8 B X B0k, 1 H AR ] CoreOS
FRF P R RE =232 21146 B R0

SRIILAE identidock B A B THEA . HEERIRATSLEL TS EHLAIEEN, (HB A RS % B,
X ZEi B 7548, 40 SkyDNS, (. 5 identidock LA#{# ] eted,

11.5.4 CalicoInH

Calico Wi H (LA T A #& Calico) YL J5 XA A A E, A T HLA#, X BN OSI & 5
(https:/en.wikipedia.org/wiki/OSI_model) FYff B ffBE, HE& R U, OSIBEEAYHE M 25 55
BT ANE. REEWIERM G2, {540 Weave Fl Flannel (24{fJf] UDP Jaugisl), #R2HEE 2
B U HARESE, RN EBAA L B NIRILS . i Calico {5 FHARMERY 1P B HR AN 2%
TH, 183 2 "HWHE,

AR 3 BRI T R B AR R AT E AL, Calico MY ZRMERAW R %, &
A RE D4 il B A 2 ZE R LA FE B O NS L . Calico X485 PR H (5 FH 02 53 T S s
i (Border Gateway Protocol, BGP) #17, BGP &/~ BILARIMLE L, B iEE%
AHBER, 7R HUe TR O B2 N R S R 8% . X RPO5 L Calico B
8 FIE S FR& RIS 2 BANEE 3 EREaT 2 b, HOMEBMICTEH NAT, HEws
BOR VPR IP LS AT, A s stie A e 2 4L 1P,

Calico Rk i & BRI FERAANREEN G = LEM, ROAM P TEEGRIERIMZE8H ., A~
ik, Calico (IR RTLMEAG 25 LAEN, (HIE 5% IP-in-IP BRE R A2 ik ik
HIMERF— A Calico FYZ AL, T A & Z FREM AR E SR Bt T Akr B r 2.
iR, XECERANRIKXER
TuB R A EAUNLE ) Docker AIRGERR, HIL€ 5 1k 48 A #90 A ol A o
N £ F. YURIEGIRABRIME, Docker FIRAE MR .28 AEAS S+ M4 4
T M IREERERE.
T SE I, T ARAIVEBIE FH BIHRRE LT fy 4 B HY Digital Ocean )i
UHL:

$ docker-machine create -d digitalocean \
--digitalocean-access-token=<token> \
--digitalocean-private-networking \
--engine-install-url \

115 OSI AR “K¥aieik 2 (data link layer), MAC #ihibigTix— 2,
£ 16: OSI AU Ay “RIZ 2" (network layer), IPv4 Fl1IPv6 J&TiX—E,
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"https://experimental.docker.com" calico-1

$ docker-machine create -d digitalocean \
--digitalocean-access-token=<token> \
--digitalocean-private-networking \
--engine-install-url \
"https://experimental.docker.com" calico-2

$ docker-machine ssh calico-1
root@calico-1:~# docker -v
Docker version 1.8.0-dev, build 3eel5ac, experimental

WIEFEH A —EEHL EFZHL3 T Consul, Docker SFH iR 2 ek 4k =W
ZEEE R,

L PRiEEx B, 1R 2 R794 Lol , PREMUF OB, X HA7EH]
T 2DVl A RE TR, A 285K B JH A — FERY Calico 1 Docker iRt 4,
VRELIZE(E A 24 i sreft B R P R i .

T B %A P B Docker Machine fit & U BEAUML, 43 BIFRA calico-1 Fll calico-2, ‘&{]
H[LAfE <calico-1 ipv4> fil <calico-2 ipv4> il F A AHMEE (MbhkrT UL M, A4
REME M LI T R 753 ), X B3R {8 FHAYHE Digital Ocean FUZRNRSS, 1HHAth Z5 IR 55 th b7 i%
HEARL,

HERR MR A S T EACE eted, 2R Calico R eted 1EA FHLZ AL ML (H
BRTH.

$ HOSTA=<calico-1 ipv4>
$ HOSTB=<calico-2 ipv4>
$ eval $(docker-machine env calico-1)
$ docker run -d -p 2379:2379 -p 2380:2380 -p 4001:4001 \
--name etcd quay.io/coreos/etcd \
-name etcd-1 -initial-advertise-peer-urls http://${HOSTA}:2380 \
-listen-peer-urls http://0.0.0.0:2380 \
-listen-client-urls http://0.0.0.0:2379,http://0.0.0.0:4001 \
-advertise-client-urls http://${HOSTA}:2379 \
-initial-cluster-token etcd-cluster-1 \
-initial-cluster \
etcd-1=http://${HOSTA}:2380,etcd-2=http://${HOSTB}:2380 \
-initial-cluster-state new

b9a6b79e42a1d24837090de4805bea86571b75a9375b3¢cf2100115e49845e6f3
$ eval $(docker-machine env calico-2)
$ docker run -d -p 2379:2379 -p 2380:2380 -p 4001:4001 \
--name etcd quay.io/coreos/etcd \
-name etcd-2 -initial-advertise-peer-urls http://${HOSTB}:2380 \
-listen-peer-urls http://0.0.0.0:2380 \
-listen-client-urls http://0.0.0.0:2379,http://0.0.0.0:4001 \
-advertise-client-urls http://${HOSTB}:2379 \
-initial-cluster-token etcd-cluster-1 \
-initial-cluster \
etcd-1=http://${HOSTA}:2380,etcd-2=http://${HOSTB}:2380 \
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-initial-cluster-state new
2a32d8feel0aec4284b9b85a579d96ae92badf1e210fb36da2249f31e556a65e

AL eted B2 JEF), AILITAR%%E Calico, MIRIEEIX HAYM 5, XELRATRECLA M
i, AEREIZIEA L . B T3 Calico:

$ docker-machine ssh calico-1

root@calico-1:~# curl -sSL -o calicoctl \
https://github.com/Metaswitch/calico-docker/releases/download/v0.5.2/calicoctl
root@calico-1:~# chmod +x calicoctl

Calico 53 —LEh xt_set PEFHAEHERY TP tables ThRE, RIHFEEMNE .

root@calico-1:~# modprobe xt_set

Pl 175 1F Calico Al 4y EEfY IP MihE7ER, X AlLLE T pool add T-Aiv A K5e ik :

root@calico-1:~# sudo ./calicoctl pool add 192.168.0.0/16 --ipip --nat-outgoing

ﬁﬂPH’J --ipip 244 I Calico, jz*fLZﬁﬂ%‘%ﬁ@j IP-in-IP B§1E, 4 FHLZABEA HAER
82 BN, EHEEEHXANSE, xMaL AFRE—& Tl LisfT.
.

PE L B3 Calico kRS, H A E$E Docker FIERMIEL:, BRI %

root@calico-1:~# sudo ./calicoctl node --ip=<calico-1 ipv4>
WARNING: ipvé forwarding is not enabled.

Pulling Docker image calico/node:v0.5.1

Calico node is running with id: d72f2eb6f10ea24a76d606e3ee75bf. . .

BAELAEAE AL E 5 — & L
$ docker-machine ssh calico-2

root@calico-2:~# curl -sSL -o calicoctl
https://github.com/Metaswitch/calico-docker\
/releases/download/v0.5.2/calicoctl

root@calico-2:~# chmod +x calicoctl

root@calico-2:~# modprobe xt_set

root@calico-2:~# sudo ./calicoctl node --ip=<calico-2 ipv4>
WARNING: ipvé forwarding is not enabled.

Pulling Docker image calico/node:v0.5.1

Calico node is running with id: b880fac45feb7ebf3393ad4ce63011a2...
root@calico-2:~#

HAE AT LA — 7k 2 2D identidock B2)¥%, B SEAE calico-2 | =7 Redis, $HhTaAr4IHEZE N
| --publish-service redls.anet.callco 250, BRITERZ G — 459 Calico %%,
£ “anet”, LLR—A~ “redis” AR%S:

root@calico-2:~# docker run --name redis -d \
--publish-service redis.anet.calico redis:3

6f0db3fe01508c0d2fc85365db8d3dcdf93edcdaaelbcb146d34ab1a3f87b22f
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ARBUERF R F] calico-1, YREKIUATLUEREFIAARII ML, i HAEM UjlH) Redis 75 & -

root@calico-2:~# exit

$ docker-machine ssh calico-1

root@calico-1:~# docker run --name redis-client \
--publish-service redis-client.anet.calico \
redis:3 redis-cli -h redis ping

PONG
AELEIRNTAE Rl — 4% I JE53h dnmonster 11 identidock 25 #%

root@calico-1:~# docker run --name dnmonster \
--publish-service dnmonster.anet.calico -d amouat/dnmonster:1.0

fba8f7885a2e1700bc0e263cc10b7d812e926ca7447e98d9477a08b253cafed
root@calico-1:~# docker run --name identidock \
--publish-service identidock.anet.calico -d amouat/identidock:1.0

589f6b6b17266€59876dfc34e15850b29f555250a05909a95ed5ea73c4ee7115
AR — T HRATIRH T

root@calico-1:~# docker exec identidock curl -s localhost:9090
<html><head><title>Hello...

KET, T L HIHFI A Calico # identidock Bk 7. WIA KM R EEE BN
identidock, [KZ47% 160 WAE Calico FIMIZE PN, 244K, {7 F REis M At R 4% 5[] 2 52
ARATHY, BN R, (HXEEMEEE LR E, miX *Kﬁfﬂeﬂéﬁ—fﬁ‘ééﬂk , Bl
Hongit

Calico HYSEIUAT 1 T E W IR — L2411
etcd

HFAFREFN AT LA 7 a5 15 B
BIRD

BIRD T I MI& Hr<F#7 3k (The BIRD Internet Routing Daemon) 7 1| J} BGP s2EL = HLFN
B 2R IP EIERH,

Felix

B NBITEEE BN LW Calico fCFAE T, FIFRH eted BIEHE B & 4 Hh K
25 H LN

Calico ffift
24 Docker 25 a3 OB, foT@ M ER:, HEASHICRAE eted H,

{E17: #3Hsn, BIRD iy B HAREAEMIE, R4 AR AT 2R BIRD X AN,
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IR, Calico 1€ s BUENLAYREAS T il W25 AN RE IS 5, Bilan KB v I RA A ==,
MEAML B 5 &5 32 B i ACRIRE O R B IR I B A . RN, Calico fli A fE N 2= ERYA &%
% HIT FE (LA iR TR T 42

11.6 245

M55 RBALBLA 1 53 XN B & R G R & B AR DRI T RE. 7 &% FIlk 55 #0 &5 A i A2
ft, BMSHETREEEm L. BT, HERXEN, 75220 Sk
fil e 5 S AT AN o

T bt Kk 250k 55 % B 5 AT RE S AL T DNS s R 1E, & P LA TR
MEARSS . RGUAE TR R P B A B AR 55 L. 3% P i A S B B s FH AR A
THME, IRRx e @i, (Afem SRS+, DNS U Fe& 4~ fifd, DNS
A B, — e S AT, MARS TN Z AT, B SEgERfiR kA, bl —
e FC R AR T, KB EI FHA S A EARRES, A, & Pim rlREd 2
RERELA A CLZ B AE v VAR S5 e B @, AR RGCRES IR HE=E & 1) APL, SZBLX A
DIRestiRi R L T,

{ B —Fh Al 55 K B T HAR A A, (EAR KRR BT ORIy G, Tk 2 %00 B i
&, AR TEETE R TR RS CE A EmE (B, K Mesos ifi f#
ZooKeeper, K GKE 1fiffi H eted), af{i)E FixAilEdl, SEHCAM CHIKRAE, &
B S5 F AR Hofh T BB ek, £E eted (5% eted M |- SkyDNS) F1 Consul -2 [A] { H % 55
WA %2, WEER T ELESHIITE (eted B RIFERAK — ), HCEEREEH T Al 1 HE
%, Consul BRINELE DNS X FFFI—285e i (B RE, X AR CBON EAF LR, k4
etcd 5 Consul #E47ELES, eted AILARA S WA REZ R eI —E73, WL erv#Es
figEoeit, WREFRERREGIISR T, Balfee D EFESE. R irrier M
APL R FHRARSS , S (rfd IR iRt 77 % L2 Reg 1R IRk 55 &R T, JB4 Consul F11
SkyDNS $& 4t DNS S ERXH R R AT RESEAA K EE T .

FARE AR, HEfE—A~ A& AU IR it 5 22 S IR, = S Dt PR i T TR AR B AN K AR
FERAIIEA AN, HaGELmggds Zmitt CHRDIRMESFRER), ez
A2 A R W, BB ATy 1k, BRI 3 A xR o 75 ZE b AT PEREANY ™ JR
W, BOARBUTHRE S B p R PRI, DARCE e BT S R, Rk rmliAs
AP RARAIE TR, M YRTHIRITT 2R E, Ffr T AR,

* Docker 1 Overlay M 75 Z1RA "I REBCA I Kt e e Y, B4 Docker BRIA
HATHY BT 5%, WAk ERRCR, Bl RetiE H Tz B/
PR

o Weave W HAEH T 5 AR K EHRE, XEEBRAFF TR 5B — ik,
Weave ‘B LFE AN ZEERG KIS EDhRE, M CAEB S = um B & oL T AEF AWs 1,

* Flannel # 7 HF CoreOS HAkH , ‘BEIR ARy Sede it 7L 10 G, 185 AR BRunt i,
FEFF R IREEH {F H Flannel vl RESs K2R B3 (BEERG IR &, X AMEOLR A Brek s ),
{HAE—LeA: IR, ERESE L R SO s iRk 5 %

A
fiE
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*  Calico M H %l 55 T ARLEREM I I H LIS S5 R UL S hul . FEIX 2L
s, Calico JUH A T4 3 RMZSKHLAIEOA, AT LA HH— /BR85S i O R 75 %
Ak, Calico i H MLl ARAR A, mHE RN, X eI R7h
B — P S RERE T B AR LRI S ),

o (RATLAEREHESY —E A TR, B4\ A TR BHAE, b TSR, S
PRl R . X FME UL T, PRATLAGEE A BRI, S/ ] pipework iX Fh T
FMA R BIRTE R IZ 5, PRd wl LAE 258 85 AL, B4 E T34 Docker ]
BeAn NAT R RAUFF4, At B % & 4k =2 TP sk

Rt 2 IERAIE RS, IRARE R TIRAVREE T R AR E 6. IRATRES &
B, FLEfRPL T s T B EL R RS S, SeE RENS KLY T REIA THIH
il A7 i EL SR hRMNTASE A, B DB IR B AR 7 i s 1185 5 & il = KA
i, WK AR %, DR A G —4 .
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B12F8

G, RENER

REBIM RGO XBEE N R . BADhRES AN, [HAVZhRES M. AW -
TR, BWE RN RS S AREBAT IR DGR ) LA T UL P AE LN A 2
R, BWRE R AN TEEGED A S UIRE OB & D RS, ARGUE T T H
s OB X

Bk 2o, Pkt B 2 XA, JFEEIT—EraWiatiHEERSRSIT
MRS, Glandaictn, MXEEsHEMY 2R, ATESAANARTERE.

YA ZARIRE, O IFERR T IRA 2GR M AR R E, RRAREE05 A B
mIfsE R Els, XA EE EEA, ERAR S S PR REE ) 2 A B - — TR A
155, FrEmeffoe kB mREm,

EiRx—UIERE, AMEsfr A MMESR— SN AS, LEfW kR L EHTSIHTH
THR, B RERE/ N, RIRES R, A — YL AR T R RIS
B, SHE—AYLEITHN THRER, At frag—E8, 4 —a0LaH 7 RSk,
TRPAZBSRAEf e, mAE AR HEeREER, |

A B &SRR T BRI O 05 ok b Bh B A T e ix 2ok ik, BT RBMELL T
J5 M,

%% (Clustering)

£ “EHLT Al MR, USRS AT BRI — 1 —
BHR, AR H AT ILES

1 X EAUREGE R, EEREELh ‘T 54N (pets versus cattle)
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4% HE (Orchestration)

P R s, (BdE AL LR A S e e ek . wHERsih
FTRERARY JRISCHE . A S, DAY s S

3% (Management)
VB ARG R T &SRS,

KRB E S48 Docker £ B ARG E RS HEFERE T H: Swarm, fleet, Kubernetes I
Mesos, Swarm x& Docker H IR 2, RARE LB REM gatlE 7 HIAIAMERT, %F
& 5 Docker Compose — 2 ff I, Fleet & CoreOS fi FHIY— K B ERES R & R 5.
Kubernetes A& — 1~ BXE & gHEL %, RS ERIRZBern T, Bl
P DA R EhRE, T AR IERE T .2 EiafT. Mesos &&— /NI B IVERERRI T £,
THEERXP “HEZ HEEEH, DRt BB amfpie 5%,
ZIRRENEIA “HaEHFR”, 44 Rancher, Clocker Fll Tutum, FAE FHLYZEZ%
At TN (4G GUL AT CLL),, X285 — BRI H Z i e 28t iy A mhdi o,
40 Overlay M5 %€, Ak ix -G SABAN R 58 A B— > SRR 7™ it

%X — B ARAD T LAEAS A5/ GitHub  (https://github.com/using-docker/orchestration )

ke,

ALl DA i A REGX — AT

$ git clone -b \
https://github.com/using-docker/orchestration/

Bt 24, telLAM GitHub P55 H G B T 8D,

121 SEMEHETIA

AT AT T Docker B9 =B ERENZaHE T H, 45 Swarm. fleet. Kubernetes 1 Mesos,
BTSN B TEPMEEhRE, LAl s - 2 (119 identidock 7EH1,

12.1.1 Swarm

Swarm (https://docs.docker.com/swarm/) #& Docker H 7 FJ4ERE T H., Swarm i 47 i /9
Docker API, Histstii, 758 rJLL#EIEH Y docker run d54 JH5)), Swarm S {EIGfT% 4%
TR A G L, X RN, HAbfH Docker API Y T HRFIERIAIMA, TLHE
A& AERELE H] Swarm, ZE52 M B — LA AR K BEREIEFI

Swarm IEEARZIHHE Y E . BE WL s —4 Swarm UK (agent), LARE—EF
ML s 7—A Swarm ) £ % (manager, X F/NIAFIMIRER:, X & FHLLATLLFE K2z
HRE) . EENTIA B LR SWEHEFAE, Swarm REWELLE /] MRS,
1 F H eted, Consul 8% ZooKeeper, {5 k& A= I REWE DI 2 & 7y 1 £ F ML, Swarm
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FEFIREVUFRE EHUMAZERERR A LA (discovery) , XAThREH 4 LA EBL S, H
BONEHREIE T 4% (token) HT51k, BEIEENLAIHIEIRAE/E Docker Hub HY—4~51]
L.

ABEIER, Swarm (IRRAE 0.4, (HEF K. (ERTEERR, ERAPE EHLAYEM D)
AE, DRIBLAL SRy 2 &5 LAE R — AL LizfT. AidiX A~ [ER ] REAE PRI EX LAY
e 2ok 15 5 AL IR RERFE i 575 A0 T TF A Wy B EAIUER 1] 45 - B e S L

T REPRE b T Swarm, LRI AT H L — A /N LHLAERE, T 1 H% I Docker
Machine G2 JEHIAL, Fal i BOINRI A R R BLTG IEIE BATERGE R . BT EIAT swarm
create fiv A, HEEREQIE— 4

$ SWARM_TOKEN=$(docker run swarm create)
$ echo $SWARM_TOKEN
26a4af8d51elcf2eab4dd625ba51a4ff

AERTUAGIEE 4 (B /E master) IFAHL:

$ docker-machine create -d virtualbox \
--engine-label dc=a \
--swarm --swarm-master \
--swarm-discovery token://$SWARM_TOKEN \
swarm-master
Creating VirtualBox VM...
Creating SSH key...
Starting VirtualBox VM...
Starting VM...
To see how to connect Docker to this machine, run: docker-machine env swarm-ma...

Docker Machine Gl T —/~3#1Y VirtualBox JEHIHL, £ 24 swarm-master, F-UL272BiA: BEHY
AR Swarm BEEE, AL EVL_EAY Docker 55t I de=a $1:%, 2G4 REXEEM
B, HEZEOE B INANEAINRA IR IERE, &7 BIoh swarm-1 Fl swarm-2.,

$ docker-machine create -d virtualbox \
--engine-label dc=a \
--swarm \
--swarm-discovery token://$SWARM_TOKEN \
swarm-1

$ docker-machine create -d virtualbox \
--engine-label dc=b \
--swarm \
--swarm-discovery token://$SWARM_TOKEN \
swarm-2

H &, swarm-1 bR A& dc=a, [fij swarm-2 fFRZE A de=b,
FefI AT LAl L Docker Hub 19 API, FahIGiEx 2 ST E A ZERE

$ curl https://discovery-stage.hub.docker.com/vi/clusters/$SWARM_TOKEN
["192.168.99.103:2376","192.168.99.102:2376","192.168.99.101:2376",
"192.168.99.100:2376"]
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A A A Y TP b2 Fe M GV B UL, 5% Swarm R REWS U5 R fE ], Hw]
VIl ok $hA7 swarm Uist ay & KA RIFEAVE B GEH TEMIRS R BLT5%) . RATEA T3
Swarm HY i HIRR PR AT B, AH B IR BAD 5 T 95 () Swarm 8%, anfEIFRATAE
B 4> BRI BT -

$ docker run swarm list token://$SWARM_TOKEN

192.168.99.108:2376

192.168.99.109:2376
192.168.99.107:2376

Bl 12-1 JRon T 3BT — /SR BRI . AR%E de=a Fl de=b 53 BRI R B .0 A Fcdis
O B, AR EEILA RN s T A IINLA TEEE 0, s an I T- 24 fEmE <X
RHL, AEFEABI T ELsmLiA R, (RIEATUFIHZIURT &, 558 KRAY = TR IRR A AR
PIEINANIOR i 2ici

A
Docker API
A

dca

,' ----- A ; ----- \

1 1

1 1

Docker < tyf swarm-master '

Hub e :
akES | ! dch
1 . PR N
3 i ‘:

1
: swarm-1 ! X swarm-2 '
. roy !
' [ 1
O ’ N e e o2 ’

12-1; Swarm &35
Swarm HIRR % & BLTh 8E

BN AT AR KN Tk L FIEFTHR, 2HH—AAIHHEE, AL
B KPR £ ALIR EE 55 37 9] Docker Hub, iX 2 /N3 8 3% 69 & A X%,

F IR HACTT R 89 B, T VLR A& #3086 Docker ¥ AL A RAL TP bk ) £,
LTV R 5 X A4k, 42 eted. Consul A= ZooKeeper % ,

JRH KMy ik AT A LA (hips://docs.docker.com/swarm/discovery/) ,

IULEAE Docker & Jmi% i £ Swarm F£45, FHA docker info kI 1T 4
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$ eval $(docker-machine env --swarm swarm-master)
$ docker info
Containers: 4
Images: 3
Role: primary
Strategy: spread
Filters: affinity, health, constraint, port, dependency
Nodes: 3
swarm-1: 192.168.99.102:2376
L Containers: 1
L Reserved CPUs: 0 / 1
L Reserved Memory: 0 B / 1.022 GiB
L Labels: dc=a, executiondriver=native-0.2,
swarm-2: 192.168.99.103:2376
L Containers: 1
L Reserved CPUs: 0 / 1
L Reserved Memory: 0 B / 1.022 GiB
L Labels: dc=b, executiondriver=native-0.2, ...
swarm-master: 192.168.99.101:2376
L Containers: 2
L Reserved CPUs: 0 / 1
L Reserved Memory: 0 B / 1.022 GiB
L Labels: dc=a, executiondriver=native-0.2, ....
CPUs: 3
Total Memory: 3.065 GiB

IR A AL R ARG — S R RE R AN TR, DA FRATEIEE R 3 AL (Swarm FFFRZ A “H
7)o WA RS E R RN Swarm REEZE%, swarm-master Y1 s E —4>
%?Aﬂ%ﬁ%&mmf Wiw. EAETEHEH, AERIHEAEAEE ST ER TR

b (GBERIH PR RZk ) , ARTEAERINTC S KA.

DAEREAM K — T HA TR SR

$ docker run -d debian sleep 10 @
ebce5d18121002f35b2666daddd2dce189ece9573c8ebeba531d85f51fbad8e8

$ docker ps
CONTAINER ID IMAGE COMMAND ... NAMES
ebce5d181210 debian "sleep 10" ... swarm-1/furious_bell

Q X/~ A HE 2 T debian BifR, PIMLTEZAL—LEWRISERL. 5 Swarm SEREE I, 1R
RASET TR,

AILER], #és el hld, wiH 2 AshZ&HHE swarm-1 FHL L. BIVEERLLFRTLAT,
Hppo riRZ 4. B, Swarm (R EEERNTAVIE R, REXHERET O, &e
%m*%kiwnﬁmfm

1. iR
HES (filter) MITERLZISHIMBLETT Sl FFisfrards, AL iEa S BINE A, &
TR LAZE IS8 —2E nginx 258%, AR EP—ABOIAS ISR sk

$ docker run -d -p 80:80 nginx

6d571c0acaa’926cea7194255617dcd384375c105b0285ef657c911fb59c729¢ce
$ docker run -d -p 80:80 nginx
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7blcd5dade7de5bed418d360c03be72d615222b95e5f486d70ced42af5f9e825¢

$ docker run -d -p 80:80 nginx
ab542c443c05c40a39450111ece852e9f6422ff4ff31864f84f2e0d0e6697605

$ docker ps

CONTAINER ID IMAGE ... PORTS NAMES
ab542c443c05 nginx 192.168.99.102:80->80/tcp, 443/tcp swarm-1/mad_eng...
7blcd5dade7d nginx 192.168.99.101:80->80/tcp, 443/tcp swarm-master/co...

6d571c@acaa9 nginx 192.168.99.103:80->80/tcp, 443/tcp swarm-2/elated_...

PRE KB, Swarm E&404—A> nginx KaBIE T ARPENL E, iR ZXBHELNZE
a, BakAEtar

$ docker run -d -p 80:80 nginx
Error response from daemon: unable to find a node with port 80 available

Hrh—A AL gE G2 a v (port), L% 8 BR M LN ERIR AR D, i iEsss
RS & B — A DR B R . TR A S, P A EALRY 80 b 1 E bk
di L Swarm $E48 TIXANER,

#9 % (constraint) 1T {IE#% AT ¥ B PhIE 7T AT G146, mTULGHR S i b £ LI & AR
BRTRRerstE LA
$ docker run -d -e constraint:dc==b postgres
e4d1b2991158cff1442a869e087236807649fe9f907d7f93fed4ad7dedc66c460

$ docker run -d -e constraint:dc==b postgres
704261c8f3f138cd590103613db6549da75e443d31b7d8e1c645ae58c9cab6784

docker ps

CONTAINER ID IMAGE ... NAMES

704261c8f3f1 postgres swarm-2/berserk_yalow
e4d1b2991158 postgres swarm-2/nostalgic_ptolemy

P 7 2 B e HEAE swarm-2 |, R B ME—RUPRZE A de=b RYEHL, A TIEBIX — A,
AT LAf#E FH constraint:dc==a &} constraint:dc!=b.

$ docker run -d -e constraint:dc==a postgres
62efba99ef9e9f62999bbae8424bd27da3d57735335ebf553daec533256b01ef

$ docker ps

CONTAINER ID IMAGE ... NAMES

62efba99ef9e postgres swarm-master/dreamy_noyce
704261c8f3f1 postgres swarm-2/berserk_yalow
e4d1b2991158 postgres swarm-2/nostalgic_ptolemy

FUEE], A EPRHHE swarn-master |-, KA BHFRZEE de=a,
o jEas T T iE A A EHLE R, BlanEiLA, FEIRshARIE RS,

XA R IB AT LA 2 HE 25 5 AR R I3 I8 (144N constraint:region!=europe) BifiE HYRE
({540 constraint:disk==ssd & constraint:gpu==true) =z,

HMp i JE B EAFLL T LA,
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42 &k 2L (health)
R s /e “(@BEHY7 (healthy) 4L E,

& #i % % (dependency)
IRHEZ B I AR R E R b 2 — el (B, 5edbss B8R GrZRes, SOk
RS, B LHHEARIEL FsfT).

%3 (affinity)

RV P E LA S b s S L Z M “W ST, Bildn, WL E % ds A5 3
PEAFENA S ELHHE -G L L, SdERa ARRECA T T BRI TN
Fizfr.

WRGKBHRIEXIEE
AR EBFRARIERZRORAAXTUSER =2 HF (RTHT ELMIEEMMA)
RI=EHEF (ATHETBCEMMEL),
H BT A R EN] AR XAe B BAE X, e

$ docker run -d -e constraint:region==europe* postgres @
$ docker run -d -e constraint:node==/swarm-[12]/ postgres @

Q £ %457 region (R3K) #:% ¥V, europe 73k 89 T AL LB FT,

O ERBW AL swarm-1 & swarm-2 49 AL LB /T ({2 A4k £ swarm-master)

I, “dERAIMAT HRAXIKT AL BA ~ AT, FEBLSZXH LM
n, (2R LEHL, CHARAEAELFEREANGTR LEFEE, MLV EKE
& e

$ docker run -d -e constraint:dc==~a postgres

EAGABEALKAEIRES dosa WEM LBEFEE, EoRAIMTTEER, ©
13 KA e e £ 4L LB AT,

2. RR&
[RAEL BB G, #EIZ G HFNL, Swarm KEan{a 4 78 85 e HE08? 2 Ik
THTERY ook, LA A — 2 n] (AT S .

s #% (spread)
B SR AR R PRI EL L.
ES 4
KR e BAE R 5 Hib A r R e L.
AL
1

—

binpack )

¥

—

random)

ar FALEHHEAE M AL L

o}
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SRORISE A S M AR A EVLE, XN E RS, SEVUSILE, %252
WA 75 o BRI e R e b . B RORMIE S RURTRERFI A ENL, M rbpLas i fE 2, At
g TR,

HAirkE, Swarm fofi A/ SRR AEL, K2 L T2ILE & EHLEE., RkGE
{EE e R SERE LiafT Swarm, W LL% [E0KF Swarm 55 Mesos #4, iX FEEEREFIH Swarm
API /£ Mesos YRR HE b Ezh7c 8%, i H. Mesos O IFSEREMIaEMY R EK T L H &
FHLATEAL,

I R EE #0141

X — i {fi Fil Docker Machine >R G K& EIAL. BT &015 AKRET
\ B, BIRERT =0T 25, S48 eiEEH LB, Ak, Docker
Machine $&fit TR R B Ay 4

$ docker-machine stop swarm-master
$ docker-machine rm swarm-master
Successfully removed swarm-master

Swarm [ EM AL, & S E A B Docker API, Xk 0k & IR Al LB R AR TAE 3k
SR RIS E B — AR, SRS SRR AT, AR EEH Mesos 8 Kubernetes,
S FEARHIZEAR LA A .

12.1.2 fleet

fleet (https://coreos.com/fleet/) & H CoreOS FUERFEEL T E, BB ACH—1 “KE
HIERESIEE”, ptEil, EA B —A A EERH (4 Kubernetes) LRSS “H
)=

fleet B¢ ‘B EMIH S, BRVEETEIET systemd (https://wiki.freedesktop.org/www/Software/
systemd/) Z b, BSK systemd H T4 fL—HLas 2t R SRR S WA 1L 3 HE, 1H. fleet 488
BIEME T RNLER, fleet M systemd AYFHIT (unit) 3CHF, AR CRHEEREH R —
EEEASLR N Ry
fleet FIHE RZURIANE 12-2 fiR, BEWLEEIT 131 % (engine) 1K (agent), it
iy, kb G — s lEh s %, B REEEAWET Ch T HELE, BfEdh
W5 B SHLE ek, Bk Besfr P —ahLE B). systemd BoT3CfE (LA
TREFRE A, unit) SEERATHSIEE, SIESIEMELZHHE “Addkl” BIPLE L. BT
St A fatisir e e, mARERN AT S s T Rk R & eted B H THEBYEE AT
P Z A, DA ORAFSERERA TR,

XA G BT RERS SRR A B AL B s AnR— B HLES HBLEMER DL, AP 2P At HEEIZAL
ar LR SOTH TR B L E R

fleet SCHF & Fh I LT /R FOBR G, B AR R L, WEMERITRHEA £ /BT, Blisfr
fﬁﬁﬁm § BRI, AT AR HEE A RE—GHLE s —moc, 2RIEEE
Wil s THERMAS, BanH SRR . ElSCH &l XTI 2 3R, filan,

214 | En2E



ATEAZHERAT (R e A 7 25 U5 B IR 55 28 AE—il2 . T DME TR EERY 7T 5 EAL
KUK, LEPRATDME R S TR — XL S b, s TE LR eemi i Las L

PR

A

RN R T o T
\ 1
T

. y____. . y____. . __1 -
' frs I frs Vo fem [0
HLEE 1 I HLER 2 I a3 .
| B B |
e | e | 0o | e [ | 8 | e |

12'2: ﬂeet IL:\1$;K$’]

HT fleet & T systemd HY, "B HF£4EF #E (socket activation) HIHES (RI24HE4
R N LA ES R AN, RS ESRE)) . XM S E T, R T LER
AR, MATHKNEEFAEFHRAE, RTERTIEHE, It LEAHML, Bl
HarZKERZA, HEASER,

BT kB — T anfal$+ identidock JB171E fleet FUEERE [, FRAEXATERIH IR T—/ GitHub
WiH, K& T —A Vagrant #itk, HTE3) 3 NEIML:

$ git clone https://github.com/amouat/fleet-vagrant

$ cd fleet-vagrant
$ vagrant up

$ vagrant ssh core-01 -- -A
Core0S alpha (758.1.0)

MECR)EZF T —NEE 3N BN ERE, FiA BIWLEEH CoreOS, F H. Flannel
(BEDL 11.5.375) F fleet HBEL LR 222, mILAME fleet (T 44T T E fleetctl SREUEREH
HIHLES I3 .

core@core-01 ~ $ fleetctl list-machines
MACHINE IP METADATA

l6aacf8b... 172.17.8.103 -

39b02496... 172.17.8.102 -

eb570763... 172.17.8.101 -
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e, AHTHEMEAEL T DNS BIRS K3, B FEE2e%E SkyDNS (I 11.2.2 7)., 4%
Xl RS , EEREITA T A B R R AN, Rl e eE e AT,
‘BHIARSS 444 skydns.service, NZEANT (FEVRIVELNLHR ERIZELGFE)

[Unit]
Description=SkyDNS

[Service]

TimeoutStartSec=0

ExecStartPre=-/usr/bin/docker kill dns

ExecStartPre=-/usr/bin/docker rm dns

ExecStartPre=/usr/bin/docker pull skynetservices/skydns:2.5.2b

ExecStart=/usr/bin/env bash -c "IP=$(/usr/bin/ip -0 -4 addr list docker® \
| awk '{print $4}' | cut -d/ -f1) \
&& docker run --name dns -e ETCD_MACHINES=http://$IP:2379 \

skynetservices/skydns:2.5.2b"
ExecStop=/usr/bin/docker stop dns

[X-Fleet]
Global=true

BT [X-Fleet], Hth#Bsr#B R AFrAERY systemd BIC XN, E ExecStart v, Al 1E
P T —2E Shell $; 5 LL3REL docker® WIAFHY 1P #uhik, ATV FHHLEY eted L6, A A
A b -d 280, X FECRTUALE systemd Wadss i HFIRRF, DAR ST H B IC & TR,
[X-Fleet] {34 & i)f fleet, FM1ALIEM AL EBfrX A HoC, MALEBEINGNA
BATE— 0 Lk,
1EJ25) DNS 4525 2, BTFEAE eted HEIN—LEALE .

core@core-01 ~ $ etcdctl set /skydns/config \

'{"dns_addr":"0.0.0.0:53", "domain":"identidock.local."}'
{"dns_addr":"0.0.0.0:53", "domain":"identidock.local."}

XA Hd B8~ SkyDNS 1157 identidock. local 34,
BAERTLABAIARSS T o it fleetctl start dy4d JEsh T i

core@core-01 ~ $ fleetctl start skydns.service
Triggered global unit skydns.service start

Uist-units iy 4 AT LBREUITA TR o MRS s i Tie k)G, [ESMBGXFER
LiTfIREeS

core@core-01 ~ $ fleetctl list-units

UNIT MACHINE ACTIVE SUB

skydns.service 16aacf8b.../172.17.8.103 active running

skydns.service 39b02496.../172.17.8.102 active running
skydns.service eb570763.../172.17.8.101 active running

MR AT LVES], EREP R ESPLe LAz E —4 SkyDNS A&,

DNS B &izfti#ek T, MAEFEE B Redis 25y, HieiEMF] DNS, Redis FJHLE st £E
redis.service BLICXCIEHR, AT .
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[Unit]
Description=Redis
After=docker.service
Requires=docker.service
After=flanneld.service

[Service]
TimeoutStartSec=0
ExecStartPre=-/usr/bin/docker kill redis
ExecStartPre=-/usr/bin/docker rm redis
ExecStartPre=/usr/bin/docker pull redis:3
ExecStart=/usr/bin/docker run --name redis redis:3
ExecStartPost=/usr/bin/env bash -c 'sleep 2 \
&& IP=$(docker inspect -f {{.NetworkSettings.IPAddress}} redis) \
8& etcdctl set /skydns/local/identidock/redis \
"{\\"host\\":\\"S$IP\\",\\"port\\":6379}""

ExecStop=/usr/bin/docker stop redis

X—RAECE A A [X-Fleet] $54r, HHRZEE)—A> Redis %4, 7E [ExecStartPost]
i, AR T SRR, PR M2 % AN, Redis 259 H shik M2 SkyDNS, A4
LB — A EHE Y sleep, HAURERE IP Ml 281, Ztik Docker fEM 1% BT, X
PR e il B A — /N h BhEE BRI A L, E2h TR gL, FRE B EHE R IT X

e

HL1E J2 ) Redis AR 45 F11 dnmonster iR 55 (dnmonster 1Y 8150 3C {5 Redis B9 5L7C XA TE

HAF) -

core@core-01 ~ $ fleetctl start redis.service

Unit redis.service launched on 53a8f347.../172.17.8.101
core@core-01 ~ $ fleetctl start dnmonster.service

Unit dnmonster.service launched on ce7127e7.../172.17.8.102

Al LAE F| dnmonster 1 Redis [RTCHEZHEEARIINLE Lists, XA&h THEMAE

core@core-01 ~ $ fleetctl list-units

UNIT MACHINE ACTIVE SuB

dnmonster.service 39b02496.../172.17.8.102 activating start-pre
redis.service 16aacf8b.../172.17.8.103 activating start-pre
skydns.service 16aacf8b.../172.17.8.103 active running
skydns.service 39b02496.../172.17.8.102 active running
skydns.service eb570763.../172.17.8.101 active running

ML T LB Rk T RS Eh AR A 4% .
B J2 3 identidock 8%, ‘EHYHIT M identidock.service 4N
[unit]

Description=identidock

[Service]

TimeoutStartSec=0

ExecStartPre=-/usr/bin/docker kill identidock
ExecStartPre=-/usr/bin/docker rm identidock
ExecStartPre=/usr/bin/docker pull amouat/identidock:1.0

. ERMERE
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ExecStart=/usr/bin/env bash -c "docker run --name identidock --link dns \
--dns $(docker inspect -f {{.NetworkSettings.IPAddress}} dns) \
--dns-search identidock.local amouat/identidock:1.0"

ExecStop=/usr/bin/docker stop identidock

3% — U I T Docker [fJ --dns Fl --dns-search 24, 5 ff % %@ i HL# LI SkyDNS %
R MRHT DNS A2, 4 TR, BRI LAZEK fleet ZHEA BB TIE Y HPEERAIMLES Lo
H BT AT fleetctl list-machines -1 kR HIHLEAY ID -

core@Qcore-01 ~ $ fleetctl list-machines -1
MACHINE IP METADATA
16aacf8ba9524e368b5991a04bf90aef 172.17.8.103 -
39b02496db124c3cb11ba88a13684c16 172.17.8.102 -
eb570763ac8349ec927fac657bffa%e 172.17.8.101 -

SRJGTE identidock.service SCEERIIEHRER UL T N2 :

[X-Fleet]
MachineID=<id>

R AT <id> EHRHPRIEEZTAINLER ) 1D, Feix HLAY {75 2 X A -

[X-Fleet]
MachineID=eb570763ac8349ec927fac657bffadee

BUAERILAJAZ) identidock HYHTE T, BRI IZS ML HHE Y ATAHLE: LiafT.

core@Qcore-01 ~ $ fleetctl start identidock.service
Unit identidock.service launched on eb570763.../172.17.8.101

LkssisiriEkla, ATLARRRE G —PIER TR

core@core-01 ~ $ docker exec -it identidock bash
uwsgi@ae8e3d7c494a:/appS ping redis

PING redis.identidock.local (192.168.76.3): 56 data bytes
64 bytes from 192.168.76.3: icmp_seq=0 ttl=60 time=1.641 ms
64 bytes from 192.168.76.3: icmp_seq=1 ttl=60 time=2.133 ms
AC--- redis.identidock.local ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.641/1.887/2.133/0.246 ms
uwsgi@ae8e3d7c494a: /app$ curl localhost:9090
<html><head><title>Hello

& AT EAINIR 2 — & WL as A A d Rt 2 B A 25 L

core@core-01 ~ $ fleetctl list-units

UNIT MACHINE ACTIVE SUB

dnmonster.service 39b02496.../172.17.8.102 active running
identidock.service eb570763.../172.17.8.101 active running
redis.service 16aacf8b.../172.17.8.103 active running
skydns.service 16aacf8b.../172.17.8.103 active running
skydns.service 39b02496.../172.17.8.102 active running
skydns.service eb570763.../172.17.8.101 active running

Redis J&17/E 172.17.8.103, B4 5% core-03 {IHLEE |-, WTLLMA Vagrant 1% (132
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core@core-01 ~ $ exit
$ vagrant halt core-03
==> core-03: Attempting graceful shutdown of VM...

PAETEFE R, R RS R

core@core-01 ~ $ fleetctl list-units

UNIT MACHINE ACTIVE SuB

dnmonster.service 39b02496.../172.17.8.102 active running
identidock.service eb570763.../172.17.8.101 active running
redis.service 39b02496.../172.17.8.102 activating start-pre
skydns.service 39b02496.../172.17.8.102 active running
skydns.service eb570763.../172.17.8.101 active running

Redis il 55 C.0% A s T2 HHE— S8 ErRIPLES LigdfT, BFHLTHR RS FE— EH@
it — B, ERtarg bl M3 SkyDNS, identidock 23 4k4k TAE, Anfqe s
FHL BT TR ES, At AR AR bR 2

A[LLER], fleet AR LA AMIIRE, (HEtbiMin KBRS, A2 IR
EESH RS . RIS AR T A —BR “B/hE” RIRAERZIEN TS
M, HAEIR L) AN R RS AN A Ze iSRRG . (EXFREOL T, RATRES K EL
Kubernetes ¥ A&, 1M H BB A LLE1T7E fleet 2 L,

12.1.3 Kubernetes

Kubernetes (http://kubernetes.io/) & Ak ik 21 JLAE SEbr b H 25 25 B9 2 08T T & ok
HIZ & gntlE L H . Kubernetes LR 7 H CHY— BRI, T2 &% AU BCANIE I 75 2K
AR R, BTk LS B A A &

pod

pod A& &, SH—FLRHENERIAE, pod 7E Kubernetes H# F /I BE AN A 45

B —ABATT, X PP 5 Hofth UG P — A BRI RS B T BEBAEE . —A> pod i

WS 15 M HAHATER A & Hﬂ??ﬂﬂ%ﬁlﬂﬁ% B T iXSEH P34, Kubernetes

Tzlé1Tﬁ1’i{fFH:fns1ﬂ Hi 1E%%D”PLEHE’L%EI’J””"° pod {£ Kubernetes H1 YA fir J& &
HEN; BERGRE, CIISWAKOIEFIAE S, M REA DHEES,

o ) 475 6]

Kubernetes 1 ™ J5 2 5 BR N B Docker BIAR B MIAH LG #FH B B4, FEBGIAHY
Docker BRI, AR EARTM, ARESHMEN EAGS EEERE, Bk
J\_J\_Jﬁﬁlilftifii&ﬁféﬂ f£ Kubernetes A1, —~ pod N7 &% 2 [E {8 FH—A> 1P #thhik, 1H
*FRTA pod, ‘EATRIRBHEZ AR “ReE” 1, WahEil, B pod JCFEAT( ML 1kt
4 (network address translation, NAT) sEAE A AHE(E., X{E5 2 EHUETEE S T4
B, i fofr A& Docker ERETCIEE R, FRH A EHL (SE ML, B4 pod) AIIE
WA R 2%, T[R4 pod INBYZ & (i FAHREIRY 1P, ‘BT LA{# H localhost Hbhl
ERE A TR GXERERTEZEYMA pod SR H{EH ) .
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#=% (label)

b % F— 4 It T Kubernetes BT R AU R, W5 2R pod, H THERIRBIN %R HY
FRIE ({540 version: dev [l tier: frontend), FR%EilH &M/, B hbrZryikit

TR TIRR SR, 534 (label selector) v LSRR MI— 2634 G vt R B
(fAdn, FiA sk B R e ISR BT pod) . EEPREREH, IR E D SEEED
SEHAY A, BN pod 4 CE S HTRIRELL, BeEAE pod EARIRE Z TR,

R F

M55 —Leta iy, Wl ek r A, RS AT DLR I PR ZE R BEFFIESE R pod, fl
an, I RAFT MRS TLLEE R 2 N UARZIEEEST "type": "redis" IR “redis”
pod, XAARSSFHUA B ShIEIARY T A HEH A — pod AbEIE R, DAk R, MRS AT
VB R GERFELE oy BARERE . IRSSHREE T— 52, (R AR el
W T IReNfNEEiE. Blan, —A{E pod PsfTHIR HRRRE, A RO E IR 55 1+ R
B BRI ARG H, T THALOER E R 2 /DA~ pod A, 8 B — R AE B2 WE—A
pod, Kubernetes b2 AHERES E —/> DNS lR% 4, ATRMHRS, DR EN
1 7 AR AR R AN e & S h DL FRE L

7N, RS A —E H pod &, ERLUEEZRI AL CAFERIRSS, BlanshEs APT 88k
EER

F#)#2# % (replication controller)

&% il %% /& Kubernetes H%F pod 47 52 (il L 19— ik (Gl # 7E Kubernetes AR A~ 2%
F# Docker fI & 4-17) . BRI HIFIMARAR %S iz 470 pod (FRAEIA, replica) HY
g, Blan, BIXEHIEEHIEE A Redis IRGSIHFEELREF 54 pod igfT, A —1%
Hetgbi, IBLAESSLREE— S EIAR . R EIARE R TR, eaEREERD
pod, BRI Hil4aE 4 24T pod O SEBIIL AL AR AME In— R ECE , {H R R T
TR AR S

12-3 1B 7RAYAE Kubernetes SERERI—4r, HoA oG /> i & il il 25 GUEAY pod, DAJL
— AR M DRSS . RS B M8 tler FRZEEBEAENY—4. pod, FHLEHRTT
NfiEREE R Z e —1. —4 pod HIIFTA A & HR—A~ IP #hhk, 2R el
OAHMAE, WLl localhost #iht B AEGG AdE T, ARSS O Be T —/ 3RS0 AY 1P Hbht
FE RV A I,

b T {# identidock RE % fE Kubernetes |1z 17, Ff 1B £ 4 dnmonster, identidock il Redis
Haw o BRI pod, XWTASSRAELTE T3k, (RiX Sk 55 A0A Ay~ Ry T Ret: (Ban—
/™~ identidock Al 45 75 22 % 1~ dnmonster AR 55 F11 =/~ Redis k55, 1M H & TEBRE MR 11335
i), FAIALA Tt locathost il b A iR ARSS MR Sy, LR mAEL
IR R, 24 Kubernetes CLARERATME 71X L6, Kubernetes i 2 fit 7 —/> 1314
A ars R, I TE2E Nginx FUARBRZR SR .
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S Hl{zsiles

Pod A Pod B
e N )T SsEs o - N
! FRE , ! FR%E )
1 - tier: frontend | 1 1 - tier: frontend | 1
N version: prod | | onginxeE. version: prod |
1 ‘\ 1 1 \‘ 1
1 ' 1 1 ' 1
v | nginx E- 1 jlitlocalhost , v | nginx f- 4 il itlocalhost '
! i R Voo v Ui A '
1 ,’ 1 1 ,’ 1
| nginx |/ v Y| nginx | '
|\ ] l\ ]
7’ 4
10.111.250.210 10.111.250.211

t t

selector: tier==frontend

M55

23.251.128.247

il

12-3; Kubernetes &8#7R10

¥*%BY Kubernetes

Kubernetes #9 GitHub W & E#R 4L T RE-F & 69N T4 d. o RARA 2 A AHufk 5 Kuber-
netes, Kubernetes #9 GitHub W & _E42 4% T —# Docker &%  (https://github.com/GoogleCloud
Platform/kubernetes/blob/master/docs/getting-started-guides/docker.md) & Vagrant JE AL
(https://github.com/GoogleCloudPlatform/kubernetes/blob/master/docs/getting-started-guides/
vagrantmd) , R YA B '€ 1 &3iE 47 Kubernetes, M3yA sk, —/ANPbik 3% 2849 Kubernetes
HEFERLFAHREEZI%E (Google Container Engine, GKE, https://cloud.google.com/
container-engine/), '€ &2 LHK A TLH—EH &k Fon,

v R AR 45 B 72 % Kubernetes, 1Ri&E % B E DNS &4, T N L &M IR 5.4 47
7 GKE €4 8L B4FiX £ H# T F .
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T4 1% Kubernetes & ER M #5515 (GKE) _Lizfr, {HXTFH MM Kubernetes
PR R IE X MK, 2 SR E S % 5 Kubernetes 12615 2 L _ETRIAS AT B AL “3RERL
Kubernetes”, A4 TEbsrBI% R E 4 nT LA EhiZ 1T kubectl fiy4>, 1 H. DNS AR5 @54,
O —JFedEedy,
TR E A H TG Redis 52109 Filfz6lE . 558 81—~ 474 redis-controller.json
IS, WEWT

{ "kind":"ReplicationController",
"ainersion""vl
"metadata":{ "name
"spec":{

"replicas":1,
"selector":{ "name
"template":{
"metadata":{
"labels":{ "name
3
"spec":{
”containers"'[ {
"name":"redis",
"{mage":"redis:3",
"ports":[ {
"containerPort":6379,
"protocol":"TCP"
| U A

X LR Kubernetes 81—/~ UL il il 35 & BEAY pOd BEE BT redis:3 Gifg M
Faw, BT 6379 v H . FAHE—AEEA “name”, {4 “redis-pod” HIFRZE Tix
pOdo Bl e A G2 — 3%, 424 “redis-controller”,

HAE @ T kubectl T E5hix A~ pod:

redis-controller" },

:"redis-pod" },

:"redis-pod" }

$ kubectl create -f redis-controller.json
services/redis

AR FEE AT kubectl get pods, RFFFRIF—AFIEK, st Atz iTAIATA pod,
Horp & RN, AR IP fhhl, AR el Ff R & fngis °. T ardmtimnE e
jxg, XEAMELESIE, ARSI TEAR 0 R IX R
gcr.io/google_containers/fluentd-gcp:1.6
gcr.io/google_containers/skydns:2015-03-11-001
gcr.io/google_containers/kube2sky:1.9

gcr.io/google_containers/etcd:2.0.9
redis:3

redis DLAMA b2 M EHUT R FhARSE S fluentd f155 H &I 3%, skydns. kube2sky
1 eted A TTACE AR 55 # R 1) DNS fifidT. i5EE, AT Redis pod &b FFrsftikE, &
T LAk Kubernetes |85 (% F1 5 3h pod.

2. X HAEHEIE AR v B9 APL, TRITHEEERRAK) APL BRI AE A E .
1 3: FFRE, PRATEAFRAT kubectl get re #R75 & HilFEHil#5 071122, LA kubectl get services 2573 HTA IR
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IRPRIEAEM GKE, A T e ER FanfnslE, "LAAT gcloud compute ssh HOST
o F pod AUREIHLAT, HiA Ay HOST A& kubectl get pods fir A% Hi i HOST ARl AU E
(REH [ ZRiRs ) . AR5 vl LABhAT docker ps, SRR AE—REizfT Docker %5 & F HE AL
HLE—#, 5RGHITKE,
TP E LA RS, AR T 1P bk, wEREASIEREEIFRATNY redis pod,
UL A RTES redis-service.json Cf:H .
{ "kind":"Service",
"apiversion":"v1",
"metadata":{ "name":"redis" },
"spec":{
"ports": [ {
"port":6379,

"targetPort":6379,
"protocol":"TCP"

1L

"selector":{ "name":"redis-pod" }

11

XABCE A E LT —ARSS, LR XA IR S5 BIRR FPREASEFE R AT IAY redis pod, XI5
IR g5 i £ 4 “redis”, DNS SR (BUINC %% A(E GKE L) R AN E, HMos
A4 FHJ DNS i, HEEAVE, XEREKMNTAY identidock HADICT & EHL At E
S TAE,

XA redis pod L) "name":"redis-pod" SELEFFIRGI, AR £ HRARZ R redis 1555,
B S ISR A 1T M. A — LA ERY pod #EE iy, AR S5 FHBENLLESE— pod ALEE
ok (L TLATEESE pod MBI B X8 E . i, "ClientIP" JEAHZARHE IP Hbhl{E pod
SrEAA R P ) . BT B pod FUARZE, AR LA AT pod B2 A 8eF% HHAH I 1O B4
FEEH, AEATSFETXMEM, Eeanh 73 pod #4784, FHEE AT pod MAE IR
B e,

2ok FULPAE RN 75 5K 81 dnmonster 45 il 8 FI ik 55 . $ELLT N2 & 7 % dnmonster-
controller.json 3.

=

\N\f;‘q

I*‘

{ "kind":"ReplicationController",
"apiversion":"v1",
"metadata":{ "name":"dnmonster-controller" },
"spec":{
"replicas":1,
"selector":{ "name":"dnmonster-pod" },
"template":{
"metadata":{
"labels":{ "name":"dnmonster-pod" } },
"spec":{
"containers":[ {
"name": "dnmonster",
"{mage":"amouat/dnmonster:1.0",
"ports":[ {
"containerPort":8080,
"protocol":"TCP"
}13Y1313111}
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2 dnmonster it % €17 dnmonster-service.json {4

{ "kind"'"Service",
"apiversion":"v1",
"metadata":{ "name":"dnmonster" },
"spec":{
"ports": [ {
"port":8080,
"targetPort":8080,
"protocol":"TCP"
1
"selector":{ "name":"dnmonster-pod" }

11
JA Bl
$ kubectl create -f dnmonster-controller.json
replicationcontrollers/dnmonster-controller

$ kubectl create -f dnmonster-service.json
services/dnmonster

43 5ALEE redis ¥ gy FIR S IRk 2 24 E, 3B —A- T LAl EHL 4 dnmonster
Uﬂ'ﬂﬁ’] dnmonster I}%5, BIEIEREE K 2 & HlEE 6% G2 R domonster {4,

BAE W LAGIEE —A~ identidock (Y pod, FERIA GIEIATA REEE &, LI THNERAT
#| identidock-controller.json 3 {4

{ "kind":"ReplicationController",
“ainersion"'"vl“
"metadata":{ "name
"spec":{

"replicas":1,
"selector":{ "name":"identidock-pod" },
"template":{
"metadata":{
"labels":{ "name":"identidock-pod" } },
"spec":{
"contatiners":[ {
"name": "identidock",
"{mage": "amouat/identidock:1.0",
"ports":[ {
"containerPort":9090,
"protocol":"TCP"

31311111}

identidock-controller" },

FHEse

$ kubectl create -f identidock-controller.json
replicationcontrollers/identidock-controller

Identidock BLFEN 1% L& TBATHER T, [HREIIRTFLEE /> identidock k55, LEEWLABE
AR, EEL T AR AT E] identidock-service.json 3CHH-:

{ "kind":"Service",
"apiversion":"v1",
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"metadata":{ "name":"identidock" },

"spec”: {
"type": "LoadBalancer",
"ports": [ {

"port":80,

"targetPort":9090,
"protocol":"TCP"

} 1, .

"selector":{ "name":"identidock-pod" }

1}
EAMRSE S Z e XA AR, 148 "type" 1% B 4 "LoadBalancer", iX:ff Gl —
ASINERETH R Tk Ml gy, B 80 v B B WS IERE, FBRE R & E 9090 i H Y
identidock k%5
RAVRER GKE, B4 AT RED TR AERS KEEFTIT 80 i 1, it gcloud T B GIEFRNIME AT .

$ gcloud compute firewall-rules create --allow=tcp:80 identidock-80

WAL, RIKFANT SRS ZIEBARE kB, (RIVIZAEDS L identidock AR 55 R 2 36 TP #h
e e
$ kubectl get services identidock
NAME LABELS SELECTOR IP(S) PORT(S)
identidock  <none> name=identidock-pod  10.111.250.210 80/TCP
23.251.128.247

$ curl 23.251.128.247
<html><head><title>Hello...

Kubernetes ##&%&
B A% £ 091 F f£ Kubernetes F A T AR, £RMREA LT, €MN4EpodX—&7EH,
MARAEREE, FELTAE pod A8 R X F, Kubernetes A A~ F) £ A 49 B 7] 424
T AP BARE, P ERT,
emptyDir
CALEBEBEFMIBN—NDMAABEBEANNZAR, % pod RNEALE, BRELL—
il R, XA RERIES pod B a4 FEAIEH B, RE 2 TMEN A
A ik 6 R
gcePersistentDisk
3 F GKE Al P s, XA RETUARKELMESK TN, HEGKRAIFALAL
pod &9 4 4 1.

awsElasticBlockStore

F AWS B P 3, XA XA TV Ae 348 A 64 & Amazon #9521 3 G 4% (Elastic
Block Store, EBS) M, %3E 694k 455 A2A% pod 494 4 JF 1,
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nfs

iE R F A% 2% (Network File System, NFS) L&y, R4, ¥Ea%RAE
A8 pod 4 4 6B,

secret
E AT AEAEA L, deF Ak pod & A #) APL 40, AR R TR 5 69 B8 B LM

i@ i¥ Kubernetes API #1454, 4 /& tmpfs b, tmpfs 9B R 2 &5 TF N5
P, A B NEEE,

i}l Kubernetes #5455 Z AL E TF, (HANRFIH ERIE-E R, HEA RIS FEETR
MBI BRI e, 528 BIRAIMIEMLL, Kubernetes IR 542 4E T — MR 2, (E3A7]
REAE A EC Y pod FN% G s b AT JRAVER . "ERVBRASAE T, Kubernetes 7EFA 1 L
FY identidock 7 FH_EHEAN TAHY Z R AE, WO HEILFAEIE D REFR SRR TR, N
TN 1 BT B .

Xt TR R IR, Kubernetes 5% il 1 5 48 i HAIE R A Ao (E TR 2 5O R
B, FeARER 55 DA BCIR S AE BARAD S S g R, HS A, kR 2/~
Kubernetes f it 5 . ZIGE N 58, IFEHAT§ RIS .

12.1.4 Mesos #1 Marathon

Apache Mesos (https:/mesos.apache.org/) & —/FFRIVERFEE TH, Bkt Birgik
SRR RALE ZILT & BV REERE, Mesos ik A AR PR TIERZ, w
XA AT LR T 220 B, El4ndE 1 Docker 2 e% A LAFE 55— 1 ' 1) Hadoop {T:
555 —[Aligt T,

Apache Mesos 46 TN KA1 R0 BB — AT H , Ja ok & A IR Zh Twitter 1Y JIC 2 A48
¥, TEVF£ KA F4n eBay Fil Airbnb L& —ANFEEW T H, R£L Mesos IWEFEEIT & T
VERSCHE T H (40 Marathon) #/& fi Mesos HY HH1—fi2 JiJF & % Ben Hindman it 6137/
Mesosphere 23 &]7&$H

Mesos HI4EH4 Bl L e n] F MR B B JRRE M1 1. Mesos SERERY 2220 b o F128 40 T o
Mesos XIZ % % (agent node) *
T EbRs TS . A B B 10 /] HPHRIE A 4 master, — &AL TE ET4
(WP
Mesos master

MIHEE S 70 R BRBE, FRgE — A rT RS, DHESLAE . master #2455 BLH
W e TR 2 DB R A A SO A A Y master, DA A B % Az IR RT AR IR
.

i+ 4. FEFRA slave T,
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ZooKeeper

FHF 2 DL K A 24 B master AL, 8% A4 =B L4 ZooKeeper SEHIAL T iz 174k
A, UARAPR s ml FPE LA R o bt b 4 A

#EZ (framework)

HEZLH T 5 master PR, 055 RHEBIREL A BisfT. HEBEEHPIE> 4L executor
1 scheduler, A& BITERI ZA, MTHITES, Jo&TEEL master M, FHAR
P master $& MY AT AR IRAE BOACE B IR, £—/ Mesos &, 4 THEA
FIRRMIES, FTREA 2 MESE TS, RS MR M IZMAELSE H, i A B BB m

Mesos 2%,
Bl 12-4 W oR T — > ff H Marathon HEZE{E 4 1 B &5 119 Mesos 21, Marathon 1A J& %% 8

1k ZooKeeper $X 3 24 Fif i} Mesos master, FB 1T 55 #2323 ‘. Marathon i & 23 FI1 Mesos
master # A JE R HIEREIZITE, LA#S master A ] HIN L REMERT FF 46 1R,

Mesos fUFE

v, B
Mesos % i >
Master
) =)
Jﬁﬂ’]’lﬂﬁiﬁﬁ:ﬁ% | || |
\ |

\
Marathon N PR E /‘
A4 \ /

~

< \
N 4

@

% ZooKeeper 5 Mesos master FI'E 1 G & it s TR —& WL L. E/NRER,
FAHL B AT DA TR, (HRBA KAV RN TR 225 master FEATIAE , (EAFX AN T
7. Marathon #, r] LATEARRIY N BT, SUsTIEMZ LA ENL |, BOAE P
IR R, NTfER P 5 Mesos SEREA B 57 FF,

Marathon (https://mesosphere.github.io/marathon/, [l Mesosphere) #l*H&IFELEAT > HYR
MR Fmikit, HTNHAES, Wy &, Marathon JE5) b BV IR HHER Rk, H2
AL R 2 8h HoAth i 40 Chronos (B[l “cron” MY A .ORA ) 194 BIHEZE . Marathon H.
$ 374 Docker 25 8%, {8 B —/Mi2 1T Docker 25 8% AEEAIHELE . 52w/ 285t O Hofh 4
HEHEZE—#F, Marathon S HE& FOCHREEFNZ KAV, & F it REST API 5 Marathon

¥

12-4. Mesos &8¢

T 5: RBEX 2 EWFRA Marathon (Ihhifn) RIRENG, FokAnk----
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WATR A, AR AR AR A, DA nT T a8 7 &% sl i Bt A i

A T fi## Mesos F1 Marathon Znf{a] T /&, w] Ll i f# F Docker Machine #% {5 & 12-4 W fyi%
B, B —/BRE3IANTAERE SR, ZooKeeper, Marathon i J¥ %% %1 Mesos master
EBR S FasfT— /L6, WA k4T Mesos fRER, 48 P AR 0 2840 5 B X 31145
X, *ZAL\H&%%Bfﬂf?%A%fﬂuﬁﬁfm Gl

Bk BT, 2 BIlE mesos-1, mesos-2 Fl mesos-3;

$ docker-machine create -d virtualbox mesos-1
Creating VirtualBox VM...

$ docker-machine create -d virtualbox mesos-2

$ docker-machine create -d virtualbox mesos-3

X A&k, ff mesos INEHLAREV BN, HIE LiXEATER, (HAXFEMTY
&, éﬁlﬁ/‘% B —LL[n] i .
$ docker-machine ssh mesos-1 'sudo sed -i "\$a127.0.0.1 mesos-1" /etc/hosts'

$ docker-machine ssh mesos-2 'sudo sed -i "\$a127.0.0.1 mesos-2" /[etc/hosts'
$ docker-machine ssh mesos-3 'sudo sed -i "\$a127.0.0.1 mesos-3" /etc/hosts'

AR B x) mesos-1 FEATHACE , I Mesos master, ZooKeeper, Marathon fEZELL K A Hlia

friek,

TR BN ZooKeeper, KA TS ek AT E M A AR HR AR 55 . X AT

A — AR A CEENER, FOAERIIRE X 8o, SEATHNE BER. B

XA A, AT --net=host 4, FEEM TREMFEE, U5 master FIfL
PR OR300, RO BITFREENUB M BhReA ReFT FF B F ORIk %5 .

$ eval $(docker-machine env mesos-1)
$ docker run --name zook -d --net=host amouat/zookeeper

Status: Downloaded newer image for amouat/zookeeper:latest
dfc27992467c9563db05af63ecb6f0ec371c03728f9316d870bd4b991db7b642

h TEZJRRIBCE TAEE RS —2, BAHET sy 1P bk RA7 3R &

$ MES0S1=$(docker-machine ip mesos-1)
$ MES0S2=$(docker-machine ip mesos-2)
$ MES0S3=$(docker-machine ip mesos-3)

BAE R LA B3 master:

$ docker run --name master -d --net=host \
-e MESO0S_zK=zk://$MES0S1:2181/mesos \ @
-e MESOS_IP=$MESO0S1 \ @
-e MESOS_HOSTNAME=$MESOS1 \
-e MESOS_QUORUM=1 \ ©
mesosphere/mesos-master:0.23.0-1.0.ubuntu1404 @
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Status: Downloaded newer image for mesosphere/mesos-master:0.23.0-1.0.ubuntul404
9de83f40c3e1c5908381563fb28al4c2e23bb6faed569b4d388ddfba6f7d7403

O 2 ZooKeeper [ & 15 1f master, FH-#EATiEM

@ X'E master 1) IP ik,

© TN TR, XA/ master 1151,

O {EHIK B Mesosphere Y mesos Hifg, B AXAEGIFAEA St iy, RAED &N
OB E TR, BB IEA: SRS H e,

RN AE ] — & AL AT AU

$ docker run --name agent -d --net=host \
-e MESOS_MASTER=zk://$MES0S1:2181/mesos \
-e MESOS_CONTAINERIZERS=docker \ (’
-e MESOS_IP=$MESOS1 \
-e MESOS_HOSTNAME=$MESO0S1 \
-e MESOS_EXECUTOR_REGISTRATION_TIMEOUT=10mins \ E)
-e MESOS_RESOURCES="ports(*):[80-32000]" \ ©
-e MESOS_HOSTNAME=$MESO0S1 \
-v /var/run/docker.sock:/run/docker.sock \ @
-v [usr/local/bin/docker:/usr/bin/docker \
-v [sys:/sys:ro \ ©
mesosphere/mesos-slave:0.23.0-1.0.ubuntu1404

Status: Downloaded newer image for mesosphere/mesos-slave:0.23.0-1.0.ubuntu1404
38aaec1d08a41e5a6deeb62b7b097254b5aa2b758547e03c37cf2dfc686353bd

O Mesos A — /&R A containerizers, ‘BAAIRES ZETRAER Y, Hizfr TRE L,
X B docker fEAZHL, oo Docker 88 BLME S RIS/ TERFE L,

@ RANFEER “TENHEIET, LG RN,

© BT, Ay mm DR AR HESE T . i T identidock 752418 FH —SE Ko
H, FAr 1620 B iR e e rTHR BRI R IR b A1 . o4 TR, IR seA 2 HERR
o Mesos FIFIRS 1, (5 Q0SRAHE 22 3E5R (0 Bl — > bt & PSR 01918, SoRE Rk o7
REF e,

O b T ERPLRERS JRAh B A 2%, 752 NE Docker Y sock F1—ZE il 34

© TN /sys L, A MACERICE M AN R4 bR 5 ALY AT BHR

$ docker run -d --name marathon -p 9000:8080 \ @
mesosphere/marathon:v0.9.1 --master zk://$MES0S1:2181/mesos \

--zk zk://$MES0S1:2181/marathon \
--task_launch_timeout 600000 @

Status: Downloaded newer image for mesosphere/marathon:v0.9.1
697d78749c2cfd6daf6757958f8460963627c422710f366fc86d6fcdce0da3ll

Q@ el 1752 # 2k Marathon HYERIA 8080 ¥ I, LAEES A HE 5 dnmonster 75 &% & A2 2,
@D RN 1% B B 600 000 225, LARC A REEAY executor (/MBI 10 43 BhBNF IR A], XA~
RE FUREIIN, ARRARA B SBREX —I%E,

T, FERM LB
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$ eval $(docker-machine env mesos-2)

$ docker run --name agent -d --net=host \
-e MESOS_MASTER=zk://$MES0S1:2181/mesos \
-e MESOS_CONTAINERIZERS=docker \
-e MESOS_IP=$MES0S2 \
-e MESOS_HOSTNAME=$MES0S2 \
-e MESOS_EXECUTOR_REGISTRATION_TIMEOUT=10mins \
-e MESOS_RESOURCES="ports(*):[80-32000]" \
-v [var/run/docker.sock:/run/docker.sock \
-v [fusr/local/bin/docker:/usr/bin/docker \
-v [sys:/sys:ro \
mesosphere/mesos-slave:0.23.0-1.0.ubuntu1404

Status: Downloaded newer image for mesosphere/mesos-slave:0.23.0-1.0.ubuntul404
acl216e7eedbb39475404f4535655c7dc166d118db99072ed3d460322ad1alc2
$ eval $(docker-machine env mesos-3)
$ docker run --name agent -d --net=host \

-e MESOS_MASTER=zk://$MES0S1:2181/mesos \

-e MESOS_CONTAINERIZERS=docker \

-e MESOS_IP=$MES0S3 \

-e MESOS_HOSTNAME=$MESO0S3 \

-e MESOS_EXECUTOR_REGISTRATION_TIMEOUT=10mins \

-e MESOS_RESOURCES="ports(*):[80-32000]" \

-v [var/run/docker.sock:/run/docker.sock \

-v [usr/local/bin/docker:/usr/bin/docker \

-v [sys:/sys:ro \

mesosphere/mesos-slave:0.23.0-1.0.ubuntu1404

Status: Downloaded newer image for mesosphere/mesos-slave:0.23.0-1.0.ubuntul404
b5eecb7f56903969d1b7947144617050f193f20bb2a59f2b8edec30ef4ec3059

fui, A0FTE D U 2% A 4T I hitp://SMESOS1:5050 ({2 SMESOS1 %462 24 mesos-1 (1 IP i
), WiZATLAEZ] Mesos 1) Web Ff, [6l4¥, Marathon FY5 1A AT LA F 9000 i i 7],

IRMBAEC L H —/-#d Marathon £F Mesos fUHE Fizfr e YL 1% G, (HF bR
WI—A RS L ELIHLE], A REWE 1L identidock iBfTAER., AL, FATKAE mesos-1 |3
Ff mesos-dns (https://github.com/mesosphere/mesos-dns) ,

Marathon HJ{E45 UL JSON SCHEE L, X T X AR 8 B Zh LS, JSON CHE & sryiEd
154@\[/)\&}3)?‘&3%{&0

" LAFIFHLL TR JSON 3014 2 %)) mesos-1 4 mesos-dns

"{d": "mesos-dns",
"contatiner": {
"docker": {

"image": "bergerx/mesos-dns", @

"network": "HOST", @

"parameters": [
{ "key": "env",

"value": "MESOS_DNS_ZK=zk://192.168.99.100:2181/mesos" }, @
{ "key": "env", "value": "MESOS_DNS_MASTERS=192.168.99.100:5050" },
{ "key": "env", "value": "MESOS_DNS_RESOLVERS=8.8.8.8" }
1
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})

"cpus": 0.1, @

"mem": 120.0,

"instances": 1, @

"constraints": [["hostname", "CLUSTER", "192.168.99.100"]] ®

}

Q X B AfEH /% FH P A mesos-dns, (RS EREMNS A 3h RS AS R EUAC B, A
BEVEZPR, mesosphere/mesos-dns Biffud AN X FHXAIhRE.

O 5 7n1—HE, T RCRMm A AL A PRI GE: ,  BAA AT DA FH IR I I £
KT [RII K& AR 53 4 H

© AT E I B IR A & oK il & mesos-dns, m[ LA i F parameter 3 T fif 21X — A,
parameter il T-%5 250554 /Y docker run ey RIS %, 554! 192.168.99.100 i
HEREd mesos-1 19 1P #hhk,

O A LS AR E st T TR . X 2k “0.17 /Y CPU %IEFN 120MB NAE .

O EX/MALH, AFHEZE—A> mesos-dns (1351,

O i it UL mesos-1 [y IP Hbfik 45 & — > E WL & (hostname) HY L) H 5k, FA1RENE
mesos-dns [&] & {F mesos-1 FEHL E.

Sbr b, FHR AN BL A A, BU T Mesos ff FIIY isolator, isolator A& 4™ A Bt B I, il
WIEOLT, CPU BHIR BTl A — /A% AL R, B4 B4 H CPU (4§ JLivt, #L R
B4 0.2 AR REM N CPU KPR TREMED 0.1 AR, REMLS AT N IRHES
Mesos f% I Hh 4Bk CPU RUEIE (B, anREEAREA “8” 4~ CPU IR, Hisfrh
“17 4~ CPU [T}, WHERIES ERAREE “77 4 CPUHR) .,

P R SCHERAFEA dns json, Fflal UL T @y 4T REST API S4B 304 % 1% 45 Marathon :

$ curl -X POST http://$MES0S1:9000/v2/apps -d @dns.json \
-H "Content-type: application/json" | jq .
{
"{d": "/mesos-dns",
"emd": null,
"args": null,
"user": null,

B AT LA FH marathonctl #4471 L B8 Web R 4L

0 5L B LE 4% & Marathon 19 Web B, M iZREWS F 2 & 1F /£ 3 2 mesos-dns, 24 mesos-
dns isfriekfn, WMFELFEGE -G TIEHE. BERNEERLEHREE I LD
resolv.conf, 24738 RFIRHMES H shHki .,

AR S FHL LB TiX S sed JHIAS

$ docker-machine ssh mesos-1 \
"sudo sed -i \"1s/~/domain marathon.mesos\nnameserver $MESOS1\n/\" \
/etc/resolv.conf"

$ docker-machine ssh mesos-2 \
"sudo sed -i \"1s/~/domain marathon.mesos\nnameserver $MESOS1\n/\" \
[etc/resolv.conf"
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$ docker-machine ssh mesos-3 \
"sudo sed -1 \"1s/~/domain marathon.mesos\nnameserver $MESOS1\n/\" \

/etc/resolv.conf"
B172J5, resolv.conf RF&78 X FE

domain marathon.mesos
nameserver 192.168.99.100

AFPRAY resolv.conf W 4E—1T search 54, IBAVRIETHZEI marathon.mesos Bt 3, HMI|
W TR 2 R
AR B2 2% B8 launcher, "BATSHEBE R ZE L, (HENTLER& T — A0 0,
VMERESE L F AL R4,
SUE—#, TME&H Redis idfTiEH, BLLT NARTEA redis.json:

{

"id": "redis",
"contatiner": {
"docker": {
"{mage": "redis:3",
"network": "BRIDGE",
"portMappings": [
{"contatinerPort": 6379, "hostPort": 6379}

]

}
1,
"cpus": 0.3,
"mem": 300.0,
"instances": 1

}
FHHE%E % Mesos:

$ curl -X POST http://SMES0S1:9000/v2/apps -d @redis.json \
-H "Content-type: application/json"

dnmonster #—#¢, KLU N RAFA dnmonster.json:
{

"i{d": "dnmonster",
"contatiner": {
"docker": {
"{mage": "amouat/dnmonster:1.0",
"network": "BRIDGE",
"portMappings": [
{"contatinerPort": 8080, "hostPort": 8080}
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"mem": 200.0,
"instances": 1

}
FHEA & Mesos:

$ curl -X POST http://$MES0S1:9000/v2/apps -d @dnmonster.json \
-H "Content-type: application/json"

Ja, BLLT N LRTEA identidock.json :
{

"id": "identidock",
"contatiner": {
"docker": {
"image": "amouat/identidock:1.0",
"network": "BRIDGE",
"portMappings": [
{"containerPort": 9090, "hostPort": 80}
1

}
1,
"cpus": 0.3,
"mem": 200.0,
"{nstances": 1

}
FHHE2E E Mesos:

$ curl -X POST http://$MES0S1:9000/v2/apps -d @identidock.json \
-H "Content-type: application/json"

— HACHE O3 T3 R ah B %, @it 4> Be idenidock fF 55 EHLAY IP Hhhl, fRERENST
[] identidock, TRA[LAM Web F-TH 8¢ REST API $%2 1P Mbil, {§iX4%:

$ curl -s http://$MES0S1:9000/v2/apps/identidock | jq '.app.tasks[0].host'
"192.168.99.101"

$ curl 192.168.99.101
<html><head><title>Hello...

{BRan 2 A AT ATFEIR, Marathon HERf OR AL fl AN IE 5 (5 1L SRR P RERS T R ah. ke
DA% (I 8T IR 8 mesos -2 il mesos-3 #Les, ik X AWM, PRATLAFE], Y3t
LB BHR BT LR, RS AnfiER TR R,

FAE W] DA S A 22 fe FRE A A s B o2 P AR by, i LB AR T 8, — M2 se Bl — A
Marathon REWS & HIEETMAY HTTP bmsf. fl4n, wILAE identidock json $HALL TAZE

{
"{d": "identidock",
"contatiner": {
"docker": {
"{mage": "amouat/identidock:1.0",
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"network": "BRIDGE",
"portMappings": [
{"contatinerPort": 9090, "hostPort": 80}

1
}
1,
"cpus": 0.3,
"mem": 200.0,

"instances": 1,
"healthChecks": [

{
"protocol": "HTTP",

"path": "/",
"gracePeriodSeconds": 3,
"{ntervalSeconds": 10,
"timeoutSeconds": 10,
"maxConsecutiveFailures": 3

3
}

PA R 221 R 10 FPPREL identidock HY 2 0T—2k o 4R FR - AEAAT S R e e (43

an, SR BRSNS T 200~399, el {5 A AEAR I IR BRI ICE] ), Marathon $5E 1T %
PO, ZIEER%& IR TS,

R T EBE XA A A ThEE, HFHEIHAY identidock (211, ARSI BRI B bk :

$ curl -X DELETE http://$MES0S1:9000/v2/apps/identidock
{"version":"2015-09-02T13:53:23.281Z","deploymentId":"1db18cce-4b39-49c0-8f2f...
$ curl -X POST http://$SMES0S1:9000/v2/apps -d @identidock.json \

-H "Content-type: application/json"

R BLAE K WS Marathon 1 Web 1, MiZHEW &I “Health Check Results” ({gpE#a2E
g,

il 24k mesos-dns % G AEAFE P #bHEAY EHL LizfT, FATE L F] Marathon Y2 3H 55
g anfl TARRY, AT AT LAHEE — 254 R R ok e A (Ben BAT) JELehe Im Ik
EHL, Bilan, T RGERENE SR A R TR & o iUE R A AL BB T,

24 i ) L B AT AE— AN )8, ABsE A identidock AR &5 MM AL, X Bk T & o 2 HEH Sk iz
TN IP, BAR, FRAVAET 35 % — A BEOE M & s % FH 3 identidock /IR 55 # T %
Jiikie FiihZ— & fdi ] mesos-dns $EH ikt 4%, BRIk 24P, Marathon $2 it T —4~44h
servicerouter ) .. (https:/github.com/mesosphere/marathon/blob/master/bin/servicerouter.py) ,
BREW 4 B T HAProxy (http://www.haproxy.org/) RIECE, {# & &% i % Marathon [
FEF . AT %2 G B I ARERAR 55 2% S0k 55, LE'EA11{E Marathon Y
TR ST T RE PR G RS, R ARG DL R TR

A~ Rl A [ 22 v H AL, % Redis 19 6379 % H AT dnsmonster Y 8080 ¥ H . 341
EL &A1 AN Marathon [ Web S 1f 55 #  5F £ 9000 ¥ 1, LLi#E % 5 dnmonster % Az ith
%, hTIRpGEAN R, AT AR SR, R (6 B Marathon 43 B ah & 1, {H
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S AP AR A ] SDN - (3R SCRIZ% ) . B A — Lo B YEk 4nfal fF Weave
FI Mesos fic & {3, Mesospher # 1IEfEJF % Calico iH (2L 11.54 ) 5 Mesos B %%
A, XA Mesos HIJRAEThEEZ —,

Marathon i& A — /N HE &R A & B 42 5+ 48 (application group), 488 P4 &K,
BOR EAT R R E88, ARS8, 3 RS AT s g, ARRE 2 (R 5 0¢ &
(fan, Bos e B e b R IR 55 25 Z w2 2h)

FHEL T HAb I ZR R DL 5 2, Mesos B — /M ilke DhRE R CHFHE A LIEfE. A 7B, £
— A ERER AT AR E T 2 A HESE, V40 Hadoop 2% Storm S5 5 H5 AL BRAT: 55 5 9K B fif ik
% W HIF) Docker 75 2% — 11817, X4 Mesos 1518 3K & F1| F 2 (PR 55 v e B R Zhe 2
— 5 PRATLATER— & FHL_EZHES T8 CPU {f FI S T Bk MRS, Rl %%
HezfT 53— MR R IAESS, DAREIBEIRAE Aokt — SRR A 8 R 38T
A& A LIS SR E IR, T AS/& W Marathon s A HEZEFR A R 55 Bhid BERC & . 7F identidock
HIFEGI, PAFE B ZIERE I, BAYR A T iR A S BT A 155 B30k 4 Bl L [R]
—/AE RS, BAEIRE & IR UREE, b THERIZA B, Mesos SCHF
A B € (over-subscription), FUFIE—LEA R AL TR, (Had ot Wik WA
REDBATES HIAREE AT “WIREIRY” (revocable) 1155, 24W5URAME FH 28 EFHE, X
SERT R AR 5 R A5 1L, DRI BTl 8 TR S R AR5, Blan fsiqE e e dE T 8
5rHTe BREUE £ 5T Mesos AT E 5 8., 11l Mesos ki (http:/mesos.apache.org/
documentation/latest/oversubscription/) 'L}z GitHub (https://github.com/mesosphere/serenity ) ,

Mesos _i=E1T Swarm = Kubernetes

8 T Mesos A& #4847 —AMKI 09 & 22428 F R %56, & Mesos Z LiB/T R &K
#94# 2 (] 4= Kubernetes #= Swarm) %% & T {749, F —F X HMIFHIRE B &,
ACMENREARKAZENESR, A, BI74A Mesos Z L, E%FIRT UL A
R A 49 Mesos A RE R RILER . ST AMAA LT RER, RET VS B Mesos
18 FA AL 4, 18T 84 BT 34 Mesos 69 3048 F o R= 3%, HRH SRS
Kubernetes #= Swarm # 7 ffe 5 Rl bk,  TE2ETRLXFBRELAAEHE L, €MNA
FEE TRAEKE O Mesos Kb ik sb, RAEYS R LM S HLN I BA A AE,

BETMRE %48, #1517 Kubernetes-Mesos #9 W &  (https://github.com/kubernetes/kuber-
netes/tree/master/contrib/mesos) ,

122 BREBEEILSE

HHA LA T B TP £, 1 6h A2 SR SELL B M H D E BT
BT R BB A B, TR T A SR SN, (BRI RSP
BIFH, RO T Web FERMALMER , o8P G F LA AR A, i FL
TR HERT 2 LR T — MR, (AT 6 2 WA TR SR ) £ 2P 67
WERS.

mHE. EFEIE | 235



12.2.1 Rancher

Rancher (http://rancher.com/rancher/), HICHIERZE “4dpE”, FIGCRIG &M IZAERH
“Fedp 5HENT (pets versus cattle) FIEEMT, {EARZRVEILF-G 2, Bt Docker fic BLE!
PR —

Rancher (AT THEH i, KTEZEE—G WL EIS1T Rancher JR 55 5 HIA & «

$ docker run -d --restart=always -p 8080:8080 rancher/server

RIG, EWIYE & s 3T IF HLAY 8080 ¥ H, 5k AEHE £ Rancher B A1, {EWI T L, fRATLL
FEAEE N ENL, WL AT L& PRI 22 I DML = im I FE IR . An R R % Digital
Ocean 8¢, AWS A H z, HICTREHIEHEL Rancher 1ViE, '‘BIERE A B BNLEE =
M, AR FEER A WML L2 %E Rancher, 1R RFE2 I8 Rancher UM TT_E4R U225,
FEFEHL BT Rancher fRBRIFFfF X L6240 wT, (5140 F

$ docker run -d --privileged -v /var/run/docker.sock:/var/run/docker.sock \
rancher/agent:v0.8.1 http://<host_ip>:8080/vl/scripts/<token>

Rancher 5522 #% Docker Y sock 3, ZIGAREEFHL LRsh#iIaes . 4RSIz
TR E, BEsHBLE Rancher TR HOSTS #rZ 10 &, Al viE LB R T
AIEEFHL Eisfrizass (BT Rancher fRHL) . 2nf FOEMI YIS, Rancher [R5 #% 518
A LLis TR —& FEHL L, 18 Rancher B iU RS a3 A P~ B b FH L B EHL,

ff Rancher |iz4T identidock 321 5 %%, AT ABA R e QI8 — kS, RS54 identidock
i 55 3% 42 % dnmonster 1 Redis AR 55 BI AT, 34 a] DL FEHE identidock {4 FH Y 9000 % 1 5t
F| 80 i H o BRELLASL, A Hofthin T 2IF i, Rancher 25 Tt ERES ARV, LK
ZHARBR BN G EN TN Eisfr. B 12-5 J&7R T /E—4 1 Rancher & FLRIHIA W & EHLIYLE
B 32471 identidock,

Stacks

S

12-5. 7 Rancher 317 identidock
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BN, A CLf#E F Rancher Compose  (https://github.com/rancher/rancher-compose) , B —
A &4t LH, HTHE Docker Compose ({454 %] Rancher 2 |,

{fi F Rancher J&, fREEREIREBIAHIRIGSITHRIA UG R, EFBIMIHE, HEALL
BAT shell A HEREIEATIRIA

A8 H AT Rancher DA B &Y 5 20k SEBLES AL (F1 HH IPsec, https://en.wikipedia.org/
wiki/IPsec) . R 55 % BUFN i AR 55 gmtll, (HBEIEAT R H J5 44t ok F Docker HUAR (it
U, MRS gmHEr (5 Swarm, 19 RFE R FH Docker 2 UG FHESY ), BWHIEER LS
Kubernetes 1l Mesos #4174 & . Rancher {EH &5 15, AW RS L e
¢, HIRIES—I,

12.2.2 Clocker

Clocker (http://www.clocker.io/) #&—Z# T Apache Brooklyn (http://brooklyn.apache.org/)
1A FEE IR A & E 5, 5 Rancher #HLL, ‘B3 R E fm TR H, mHEE T
VPAE—/A b FRR Iy R IR A B UL AN 28 85 . a2 jelouds (https://jclouds.apache.org/) T
A, e XHEY 2aks o,

4R Clocker W T—2T R, THZE, REMRTEERMMNTHE DRSS I
Vil 25, BCESEH)E, (ErLLERNE3) Clocker =T, ZRBE&BIEEI, ©458
2255 Weave 8¢ Project Calico HEIBER 2 F .

— B Clocker = i Bh 4, {1 7T LAJS 8 — 4"l 18 7 Docker %8 25 1y 24 12 M. LA T Y
YAML R LALE Clocker | )23 identidock :

id: identidock
name: "Identidock"
location: my-docker-cloud
services:
- type: docker:redis:3
name: redis
id: redis
openPorts:
- 6379
- type: docker:amouat/dnmonster:1.0
name: dnmonster
id: dnmonster
openPorts:
- 8080
- type: docker:amouat/identidock:1.0
name: identidock
id: identidock
portBindings:
80: 9090
links:
- $brooklyn:component("redis")
- Sbrooklyn:component("dnmonster")
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Home | Applications = Catalog  Script 2

Applications [+ Summary  Sensors  Effectors  Poliies  Activity  Advanced
@® Application (aLkf6God) Identidock
>
Status v
O Identidock Status RUNNING
v N
Service Up true
@ redis
Type org.apache.broaklyn.entity.stock. icati
@ identidock D ma74VGHa
@ dnmonster Blueprint <
Config <

1/4v1

12-6: Clocker IF R Weave ] AWS iz1T identidock

Clocker WL R AE T, FMTATLAMRERAAHICK— /> Docker b 54EZ #5 (AU FEIRIR &8 H.
flhn, @it R X Redis ARSSHY YAML 3O, 3RATTATLAFE Redis 25 253K — 1~ Redis M
UL«
- type: org.apache.brooklyn.entity.nosql.redis.RedisStore

name: redis

location: jclouds:softlayer:lon02

id: redis

install.version: 3.0.0

start.timeout: 10m

RXABLE SRR AE, 1 SoftLayer HUE B . OHBE — MIBIINL, FFAEIEIUNLN %

AEFNi24T Redis,
95X ARBIIRE, Clocker IEAEHRE % B, RECHASH M7 AL B AA SR

fi, [HEEHEE 1) Brooklyn Al jelouds FUELA, Xk EMH € wl LAREE E1R £ A Y &
ge b, AR A& R2E R, CHRER (T A 4,

._\.5

12.2.3 Tutum

Tutum (https://www.tutum.co/) ® $2 T —AH T B A A S IFEEE 4 . Tutum EFTE
Hrl M, B ery A iR G .

Tutum FH HH T A PR, *ﬁ’ml_l\jmﬁi’\ﬁz:mm)j&ﬁ — P EBLA ML

#e 22 Tutum AL, RRELCISFPORRIIERIE T, WAL 2w, L.E.%% BARER
FETERIE RS (AT HrH Docker Machine G121 b00t2docker AL IR

{E 6: Docker T~ 2015 4 10 J] B AW Tutum, M35 CT 2016 4F 5 /] 31 HisikizfE, HIk%S LA I3
Docker ) Docker Cloud (https://cloud.docker.com/) k%, ——iF&HE
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Xt T HEEHIPERIARSS, Tutum i stackfiles & XA RIS FEA., B%I1%E 5 Compose
SO AT AL, BRI T —Le 5 iRk 55 ZRtlE g R AHOC RO A/ - B, 40 target_num_
containers fl deployment_strategy, [EIINYRIE 1140 user Fll cap_add ZE5 ¢,

Tutum FIAFER I Weave (22U 11.5.2717) R4S BN AR S LB LA,

FIH Tutum # identidock iz f TAEAAMLIREEAN . B 12-7 J&/RAYAE Tutum FICEREL, Hh iR
identidock 1EiZ4T7EMI 4~ Digital Ocean 1971 85 .,

Hrutum

12-7. 7£ Tutum £3E4T identidock

BT Web S, Tutum i8R LL#E i REST API F Tutum AY #4171 L E 75 A,

WA A FTFE A B R S5 R R KB is 2 T0E, @RS, BLEAS
A @RS, B4 Tutum RIER—IK, AURIRA RS AL FEHIR, B s
R RBIIRSIEAEEE, A4 Tutum ZMAHAKEEIRT .

12.3 B4

BER, AIRZIRS gatle, B S BRI T ke, 2Am, AREERZ R
PP —fRABIR AR, wRAR 5 datikif =, AT .

o Swarm IR (RIHE BRIGRA) TE T B THRIER Docker #2111, X 15 LIk 2
ek R e A B BA T LIEREEAET A S . B0, g ARmRE T
HRREEEHA A E D, el A bR R,

o fleet /& — KM I HAH Y i g fE 2, ATLMEA BT E @M g TH (40
Kubernetes) 8¢ il & GeHI LA o

 Kubernetes {EA— A gatlE LE, ‘EHMRS KIMEZGIRThEE, HHRBRACH &
A, e s RS A B R R, (AR ERA Y, A —
A BRI TR RS

* Mesos & — MM HE&d FEREHEMIAERTY, XEHEL2A0ANREHES, OF

Marathon, Kubernetes Fll Swarm,
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A5 EZBr, Kubernetes Fil Mesos b Swarm B g @b faE, @M, 2A Mesos
PRESEREW X H LA BLT AT SRR RS, SR, T/ RERE, tanmiz L
AT ERISERERE, Mesos sXiFEST TEH,

EHES I, ST ERAGR Docker H1%, Rancher &2 AEERERE, BRTLAMR 5 (EHLER 0
FEAN ARG BN AGRERR, R RTEABGOIR A,
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B13F

BRL25kilaE

T RENS A Hfd H Docker, VRAZIHEA(E) 2 2 R i BRINR, AR E et
REMFEETHMFE ARG T, RFWMAF=IR5EHia 17 Docker B B H & K HEH:
oM, AR B RAE TR R IRE, BVESIN T 225 e, RFITRHE
AT — 0 R R T, LIRS E AR Docker¥hss 2 AT FE 1 HH B
I‘ﬂ@o

W _E 3 F Docker HMG T FIE [EHRE ' FTRELA R TIXAEMIENS: . Docker A Jf_EFHA %4y,
CAGEAHATFAEREE, R, RSGFTF a2 AR A T TR, (Banf7sasE s
Y, BRREN R LIS LE 2 S R 4.

ARBII AR T— LB R S L RS R A RIT VI, XL F IR {E A 2 i 4250 7%
etk

AR

ARP IR FUARRENANEL., BARREVRG, WA fstEirE
N T A RKRT ARG, &R, BRI E S R A SR SRS, KL
T RAKBOMARRE AR, ARERVEVUFA R BB R, R
REFEAIRIF & B CHIZR AR TE S HIE I Ak .

£ 1: A% Docker 24Pk 5 1 LAY SCEE, W45 HZLIE 2 FAY Dan Walsh ££ opensource.com i b Fi%
[ 2513 (https://opensource.com/business/14/7/docker-security-selinux) , LA}z Jonathan Rudenberg 5%
TR A2 A Fa B X (https:/titanous.com/posts/docker-insecurity ), {HiE{H ., 7E Jonathan )¢
TR A, REZA AT (digest) FIAIEARS (Notary) i H 75 Ffigik,
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13.1 EEEEMEM

A2 AR EE AL 22 & T (R % BHIVE? T IRIFIRIFATE 4,
(EVAEVDY Y St i e

P A% i i)
SBUYLARE, A & UK VUSRI — WA, B TR ™ ek vk
R, R —AwE RN R, IBABA THERS TR, EIUYLEY R st 4F R
% . WihiB U gad BN R IUNLE R, A REW AR FEHLNE.
B4R % (DoS) &

Fif 7 a AL R E AR I NSRRI, An2Re— A28 85 T L oy JE SBR[
BRI — B AKRZ AL IR, Fl4nH 1D (UID), LK FEEL BRI
fb s 85 LIRS, AITIHEZER S5, (8 -AE M P TTik Ui Do SO A R GE

B35 R

B M i B REMS IR AT — A A a5 IR, et AN RESE— 2D AR 15 Ath 5 &5 s B LAY T[]
., BT Docker {H S BEHACR Fdiv 2 23iE] 2, AR Al LAZE B2 a SR REAE AL ¥t
R SR ENAHFIIRBR, AR IRIER A root, PREFHL_ERIFERE root, * X i
W, VRUEDIERIA RIS (privilege escalation) Ty, X FhIcdi B @it —
SR M SR B P RR e S, (il P RS AR BUCE NI A B, 4N root
FPHIRR . HTFASHRILTEDH B, RIE%EReEIRE, BARIEAGRR
il LR LY T REPE BARERAR, (HIFHESE A AT RE.

Bl T R
YRGB URIEAEfE B RS 2 VR BITERA W ESGL? B ENE kA el
B FRA SR IEND 2 40 R B i vl DR R R is AT B 1%, A& ORI HUFn S B8 1 =2 1)
B, TRIRE, PRETFRIRBITINER & Hopiiy, FEORIEAS G & A O Al
WA,

TR
R A G RV BAE FEEAR S5 I, — TR A AE R R #5H, (5l4n APT 2541, s
PR, Ko AR AE IR B, st Re X RS . TR A I
R AW EE BahAE L, T RAERA KBRS TR, BRI RS E
T, ZHETAY 9.7 T BT AL T &,

{£2: Docker T 1.10 WA FF I IEA TR Fr i 28, ——FEiE
{£3: H#f Docker IEFEIF K HEZE % 1 root F PRS2 AL L AIESE A Tk, X R RCHISS 270 85 58
e AN B A IRE D), AR A B 6 T A P
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BREMETH
f—#) 23 AL EF, Mg 54 Dan Walsh 42 7 “Containers Do Not Contain”
(https://opensource.com/business/14/7/docker-security-selinux) #94& i% ,

REEBAXGELR, BREMOTRAFLFRNT4LER, SRAS 4 2 H
TR AI LM AegE (Flde, ZREFPID | 9342, AFTMERLIHE
BPEMGPID A2 1), BtA, AFA4 8T MeTRAI A TR FAZ—
HH,
F KR R 6T R e T,
A7 ID (UID)
FHENAPUID Ae e A LR AR E, X EARA, e RE BV root A PB4
B %k, AR LA H AT E AL root H4r, BAT, F2E B root AP B
HEZAMEA—AZID AP AF L IFELERTT, 2RAHKTAR,
AEAAE
Jo RAR 69 B ) HA0 % 69 AL A 1 R AL AR B R AR A R A A B, AR 4 RLIR
AR —g: BHAEUDES6, BRERAER UDEFHGES, AALME
QAR A P, AT AR R 6 E A,
P A% A VA BAEAT R A5 AR 3

LR BMWBAGERN (XEEBFUIMUR), EHAPTH B BAGE S R XA 3k,
Q.36 T8 89 Linux 22 2423 (Linux Security Modules) ,

%%
OHBEERANE, FFAABLEELT (GPU),
A G BE )

TR AB BN RN, RAZNAHEENGRAAHRARIM—F LK, ZAK
& F SYS_TIME #£ /) (capability) #9728 &4 T AXAFM, W Bk RN E S,

W BEE, T Docker B2 BRI E Linux PAZH AR M A K, ZAAnE 21 1
WHLEARIBAAGHY: . E BRI S, 28 AR SRR RACE %2 &R0,

[E4: A—TABAE, SIRNEEAGRGCEEINL—HRe, BEWISTRE I, hZ LA
RS LA R B S BT, BR A A SR AR SR . A S ISR NIA, EAUAL
THIGERBRKRIMER HWEAR, FHEHEPLTTER S 2 B BRI AR, 1T B R
i [ULHIY — A6 1k & VENOM  (http://venom.crowdstrike.com/) i, EFIH T LKL WK 2)
A ARR H AT AR IR 1
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13.2  ZLRFA1H

ILVRAEMEE T 2087 IRAT DA il 2, HINRBIERIE RS A O I — etk iz
B e 2 EPH, B APk & RSk itay. w, S SR A B2 Y
HbBEIR B RAE W AU B A2, WO HARIEA AR G, DAREE R BRRs R i Bedi . 380k
PR FTER AR 2 BRYEE . B R ISE ML T —EPLk, EffifntfEL
ISR

PRIV R SR SR L B I £ R, Bilan, 2as rTCAE THAUNLISTT, (RAnZE a5 v sk
T, 1A 5 —mPG T ARG 1k B BA EALSUR T AR PRI A S . W ARG
B, BRORAE BT E] S AT oA 0 A B 5 PRI RLIZER BB Ak, PR B2 T ) 725 25 1)
BB, CAZE/ ok B AN B

=/ MUR

T R R BRI g o AR, BRI AR, NMLUR BT H IhREM AT

ViR RANR ST, X FOT E E AR, H— AR ARE, S 2

TBAR SRR, 32k 2™ E R,

o PRATLLREUN P £ R IR A s Ee ), DLk B AR R B 1Y,

o WRAIRA A NAVERRBEA # H root HizfT, XAERMEHEN R a2mFEEF A, TdE
{58R T B4 root ALFR .

o fEMEARGIE A RiE, FRhETTEEBEIEU RS AEERA,

o LA ARES RN L, UAZs/ MNETER B

o R BB A RIS BORE AR 2 WHIR (A AF ek CPU) AR FHBEENLIEE, N
MSBHE4 RS (DoS) i, TLABRGIZE &% 48 R IR SR,

Docker PR == Root R

AEE SN P TAAMNEEERENRANE, AR S U5

\Ibﬁﬂ#ﬁﬁﬁ%ﬂﬁ,ﬁ*ﬁ#ﬁiﬁoﬁﬁ%%ﬁﬁﬁ@ﬁDmhﬂﬁ§

- BN, #BHEYTA T EPRY root BUPR . #4611, IRIEIRRESEITEAM4

$ docker run -v /:/homeroot -it debian bash

PRBLAE S rT AT ) R BRSO 7
AR R Docker SP4P #ERE VR FE APL Uiln, 1655 LR BT R IUE B %R
4, UM A NATUATIRE. AR mTRERTIE, Bl e R REAE A I i)

S fm/MUBRAHE & & SE H Jerome Saltzer fE “Protection and the control of information sharing in multics”
=3O, IR UGE . ARG BRI SRR BT IR R 2 (  d ICRR AR,
SRS E W " (Communications of the ACM, vol. 17) #LH, Docker [ Diogo Ménica F1 Nathan
McCauley T Saltzer RFEAYFEN, $218 “He/MUIRMIRARS ™ x—Hi%k.
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13.3  {alfR#Aidentidock

h TERE A T X — RN, X AT (R4 identidock £E A EREEIN Y

%

4, identidock $A7 - fiE (LT BURAE B, BN TEEROME, BhE ARIRS &5

e R BB AE BB TR, F{R1X1% identidock F A — & &R, anf el
WL TAEREE, A B P RS BRI, ©

T W R A LRSI

FEMBIMLEE FAFHL 13817 identidock 75 &% , DA% Heft F P 8l 5 52 B 2o (2L 13.4711)
B M 2 B I AR M — 40 1 B 88 T AN IR 2%, 3R 15 2 o i K B 44k
(TR e H B IL Tk &5 Ul FAR 2 I B0 VPN FF I (B 13.7.2 719),

Jif identidock BEfR 442505 L83 FH P, I H AN LA root H3iEf7 (B0 13.7.1 1),
FTA identidock BEfRBAUABINE T, SLARSFIRTIGUER T30k (20 13.6 11).
B PR FH A DU S5 65 00 8 B A T o0 O M s P G AL R L & sk &6 (2L 10 ),
BRI TR D sy, i FLLE = 8iat T, IRIRME B misei] (20115
)

AR FHLEA AppArmor 2 SELinux, ABLmhfE e (20 13.9.1 H1f113.9.2 1),
Xt Redis 38N 5EFIE U I #  se B D AR 3

WFSEA R BT R], P RECL TG

M identidock FE5 MR BT A L1 setuid —3EHISCiE, — B B3RS 2 S 00T AR,
ik A AT RENE— AR, XARM AT LA D ix — KBS (20 13.7.3745),

TERTRERIIE LT, B30 A2 401 E 4 Nk, dnmonster, identidock 1 redis %5 % 7] LATE
SO es S0tk 2555817, 1H redis RGBT BEA (B0 13.7.7 7).
FEABERINIZAR, dnmonster Fll identidock 75 88 ia {1 B I FE L EHNIZRE S (&
W, 13.7.8 ),

WRBANEEEIE, SFBTE N LEBBEREIIIRS , B RMEL THE.

LA -m B PR 5 25 25 O AT PR X ARMCAT AR 1E—28 DoS M fnpafittis . wide
TR G AT 0T, DA e RN E &, & R REE FH — A R SR BR
f&.
VL& 12K A7 453547 SELinux, X A& — M EH AL ehiE, B8 eRE MR
TE, i H.44%5{# F devicemapper 7-igdRsh AL (20 13.9.1 15),

Wk vlimit FRAEGIBERE R, X AP AR 20 25 FH PR8I Ee AR G e B
T B TR HIME DoS Tedity fork YEBARIEM (2. 13.7.9 7).,

g NEBEAE , e S Bk B o

BEAh, REUIZAEMER, DR — OISR oy, AR &0 i B R B
AR identidock IXFERI/N, WARZ RN, HEAELIRIETLAE.,

AT HAE B R PR Anfa] SE R LeBh A I . A — DR AAAEIL, Bt

PE6: BAFRERT AU
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KRk, whblA L P IE S s AR IR . B S FEE A2, W RTRES ik
BBl &, TSN Docker (Y RGE%R Ak, H M2, NWIREAEIRTE Rk & rEm
(IR R il B FH AT REXS RGeS BRI, i & 4R T R GE R 2k

13.4 MEVIRBE:E

AR PRI AL B b 2 A% a5 PSR 6 IR 55 1 2 A P 284 (TR RV NERIT 7, 1B 241
EF), VRGBT P % BAE— A BRSL ) Docker EHL L, 4Nl 13-1 o, AHEL
T2 AP EILRIMES, XARMOSCEREAR, JFER SRS e AR, (LX)
TV E AR E S XA AR PG R R 2, A RS Bk
HEREBEAIACI FIA S, SORE M PR, B as B PRu T, Bdd
SWPRAIEIZIE N SHLES N, T TR i) J& T b A2

FHL1 EHL1
' H ' H
] ] ] 1
| A B | 1 | A Ao
] ] ] [}
] ] ] 1
] ] ] 1
vl oA Al vl Al
] ] ] 1
S— ! — !
' H ' H
] ] ] 1
| B Al i | B B | 1
] ] ] [}
] ] ] 1
] ] ] 1
D | B " v | B l
] ] ] 1
e ! e !

B 13-1: UEHIeESS

A, AR IREY A & ST AL B s i A U A B, AR & PR UK ETTHCE — A~ Sl S HL
b, (RSP BRI R B A & 4 B, JC R IR Ls T B A 1] B 4 P )L
MEEFFRIZ & . Biln, ACEUE I -RE BRI & 151817 Node.js HIHI A &% 47 B85 o

57 B FE HTEAUMLIG 7T CASE (Xt DoS Beeh R ARAMRY . & - HEEAE A C RIS iz
71, Wk SEHLN A LA AR - TR U a5 B IR A DURE AN AT R A

FEFRRLIOIN ,  #R 2 503 s OB B A8 BB AUNLI BE I . RV IR ALY, (Hsk k&
FATAT LIS 2 2 00 2k 5 AU LAY 22 2k

13.5 HITEH

REM LR EHIZ TR ARSE, M TR ARG RATERE TR, JHIRE AR H I H H
) TR SHESE R
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s s ARG BRB BT PR,

(D) RN TR AR, WG MBHR A B R .. THEAVAIBIAE: Rz e
REIFIR" B anfa R M 4 247 TRMEX — A,

(2) BRI G A HE AR BRI B . HEX S HRA %21 T3 A7 IR 55 2% 2 T 8ot af,

3) X TH—AHRAER, $AT docker build N | --no-cache 24, ARIEFHEHG 1%,

(4) fE42/~ Docker ML L, $hfT docker pull LARALR BT A EHLAYBE (R BR AL i

(5) ® 3% Docker EHL ERIA %S,

(6) M e — V) LAEIE R, fReTCAMBRENL BRI SR. anRATUARYIE, hAnar eIk 55 &%
H I MBS

Hrh S P RUUR R A 5y, (BHEOEIIF AR 2 bl d, BE TR, WIRER %
PAT—LE B Z R ) TARFD shell £75, A% & X —RIFRBIRC LK 1 HEFHRENE
W, BRI LAZZAFHUN ), EAR T ARSI, A RESE 2 MBR 2 AE IR 55 &%
WU BRI R e e g o IR A 23 ), RS RRX S IhRETEF R .

AnFUR{E ] Docker Hub RAVHEBER , wTLAFIH & FERHEIC RIS 5B ARE, 4
POERMIB G R AR, RAVEREERNE Brivd ., Bit, dd SRARMBEGMHE, Ak
BRI, PRV R ke H S,

REUSITHRRITIR
T @ 494 4 4 & P B AT 4518 49 1D

$ docker inspect -f "{{.Image}}" $(docker ps -q)
42a3cf88f3f0cce2babfb2ed714eec5ee937525b4c7e0a0f70daff18c3f2ee92
41b730702607edf9b07c6098f0Ob704ff59c5d4361245e468c0d551f50eae684

% lm—% shell 44, TUKIRE %15 &

$ docker images --no-trunc | \

grep $(docker inspect -f "-e {{.Image}}" $(docker ps -q))
nginx latest 42a3cf88f... 2 weeks ago 132.8 MB
debian Tlatest 41b730702... 2 weeks ago 125.1 MB

T & 04 AR BT B, IR AP EBg (BRFZEGID, TV
Jm E --no-trunc A %)

$ docker inspect -f "{{.Image}}" $(docker ps -q) | \
xargs -L 1 docker history -q
41b730702607
3cb35ae859e7
42a3cf88f3f0
e59ba510498b
50c46b6286b9
eeB8776c93fde
439e7909f795

5 7. BRI e, 1A SR B IIBHR TR, R EN RS — 20, TERaTFIkS e,
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0b5e8be9b692
e7e840eed70b
7ed37354d38d
55516e2f2530
97d05af69c46
41b730702607
3cb35ae859e7

ARG 7 &, TAY RAF 6944, RFZ LR FEmE L.

$ docker images | \
grep $(docker inspect -f "{{.Image}}" $(docker ps -q) | \
xargs -L 1 docker history -q | sed "s/A/\-e /")
nginx latest 42a3cf88f3f0 2 weeks ago 132.8 MB
debian Tlatest 41b730702607 2 weeks ago 125.1 MB

YR IRFBERPIL 0T BBV R A L0 eyidEmiz &, A4 EE A docker
images 4o b -a Kdk, #HizE, INGALH —MRESH HBHT, AR E
B EEA ARSI OARERAK, CRTNALILAF AT, Plde, B Redis B2 A
F debian:wheezy &9, {2 4o R ARE XA £k A& £ HL_E BA A4 debilan:wheezy 4% T &, F
k(W BBRIRALIA T E—E), '€ /& docker images -a #9#%y i ¥ 4§ 274 <None>,

MRTEBE —ES = H R HIRER (BFEE SR M, RAGRREERIEML
i Bt RATE R, fEb S, BERLRT S REHLIE RO RS, B RXAMED, (R LS
TIRAAER, Eol O RMESHE . BOZURIIA BRI Dockerfile FF RS, A MY
BER AT RE AL /8 T A R IR R eI i3

XA RTUAS A B R AU LG R bR AR . — R ADWILR FH i 40 Puppet, Chef B¢ Ansible
HEheEE M (configuration-management, CM) 3k, BIWIFEASERE, HAIEREAN
fBeif ik SSH fir 4 gL Hh A RO AR P b AT R AN IE Ab, BRI RN A AT, (HEiE Ak
AFEEIUMLAREA —, FRESFIE BN AL/ 0 B 2. SR AUXHER, B RTLL
W AT OV BN, H R — N IRBR SE S BR IR, B S AT LR
BT, (X ARHCR B R AR RN, IR HAAZME(TATAL, T2 8% A ahd &
P, Big S TG, RASASBGI G EEEA R, i LR R, °

LR MIRE

G R R HRE, XA TIRMNBEER U RBERTEENNE, X
ABHEEAE 1.6 iA R I, B GRIIEE BB R RBHEENEAE, £
Dockerfile H1a] LLfig ] .

FROM debian
LABEL version 1.0.
LABEL description "A test image for describing labels"

A, AEMBE (BAEERIL.

£ 8: XFhiEik 54 2
T REBIAR .

CRABRART AL X MSIEFALL, ENE
HLFIZE A ) A

H
RSB AN, ARAESRIBIE, 2B
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PR&ATEAE E—2, dinan git SOESEE, M T ot BRI g m
FREDRRAS , HX T2 B TR 8005 ok A 3 EHnx A
FREM AT LAMES Ss AT Ingg €
$ docker run -d --name label-test \
-1 group=a debian sleep 100

1d8d8b622ec86068dfa5cf251cbaca7540b7€aa67664a13c620006. . .
$ docker inspect -f '{{json .Config.Labels}}' label-test

{"group":"a"}
2URAT RIS T A B R, Bt A sh A4 B B DM AR, X
FHER A M.

A A T 38453 Docker HIFTIhRE, Zatbh T A& R, 7543 H Docker HY~FH 2t A2,
K HAEIE T A A s TR 8 — SRR AL, S8 T SR EINHE A a4 1k, BT
% docker-user (https://groups.google.com/forum/#!forum/docker-user) B docker-dev (https://
groups.google.com/forum/#!forum/docker-dev) AHafiELH, DL ARA 5 225U 50

1B 5 {5 B N P ST R R BR B AE PR

R4 Docker HHELHIIF I, BE&H T KRB B, HEHLEIECLEM A
PR, ARERARBUX LE D RERE ™ A R 2B 8, BIAEMTAMER Docker B Atb ¥/ — 52 2
Al SRR FERY SCTEANSE BT, (RIS DLl 155 Docker SCIRAYIRANFIY R AL .

{ESLZRE IR HAYR , LXC BIBATIEE 2 T, WANMIZEN e, BEEREINKH]
), ABPRBLZAS A RAY PR, PR T A B -e Ixc 224,

g SR 7 B — A I R AEF G IR HE Mo A IhEE., R PBS1E 2R, Docker HiFEHY
G B0 A 7 IE M AUFS ¥ 16 Overlay, AUFS CL# K, HHAHF K, FiLEIL
AUFS 19 FH PRV 1r) {8 B Overlay 9830,

13.6 RFEHAA

A TREZR A WAT AR, Tl IHERIEBIRAY & & (provenance) HYE LM, HI'E1kH
WREL, DR iGN, BARREMNEIINSERGRSFEEENL &R 4, T/ HF
WA R R B R BB B Nt . AR TEERIR X — i, IBABER A ATREC AR T s
MERRERE, BOA ATRER s & A B ER TSR . A 2Rt Docker B %4
[, XA — D IERE A, IRVIZR XSRS B REN 72 2R L,

FEREHLGUR, HAIFAE— AR HBLAY R, S Sr R S ALY 2 T HR % 29
7. RABGIRDTHEIRRE, e xmnE) KERBRFERSE, FxAE S
REF= RS —TC YRS ME . AR P BRI SR f S BOBS N E R AR, HRZEBINA %
AATERETE, KBIETE 2RSS EME— PR RIE. % WSS SHA (EAEA
fA) FIMDS (‘EA B —LERI, ROBEGRE) . ARG BRI % 2B s A
5, BAVEREGEHF Lo Fop R B IE, ARJRIEA B ERE T, AR A RS HE
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—HE, BAFLAH E B A MRS R S, 2R, PRATRES ] SAft A3 MTT LAARTE
FITE? Bodi 38 ¥ A 2[RI & S8R A AN 2 [l 25X A TR RE R B (R 2 e e 3 55 4
a3k RA Y

LI R A, Fl T ARG UE— A I R AT BRI By o AR A & R A 40 ° 8 T
— AW, LA AR EFMHERSCE TUR R AT E R A ARIEIZE S, DRI
ok AX AR ATHE . (RANEN—T7 CRBUR R ATE A E, A0 # R P A Pk
WEEtss , ABLBATPIEA R ENA TSR B 12K AmE, 1 HBERA R,

13.6.1 DockerigZ

1E Docker A1, “Z4 AN WFR A4 E (digest), HERL N XM RS ESES (manifest)
HJ SHA256 HiHIME, 1 e — Ao SCiF, FRAfR Docker AR WA BG4y . TG
RS AN TEBREMFIZE, 102 R BB BT, R an R IRAENS IR IE
HHREA N, et el LA FEFEETASGE, B & A rsrymiE  (fFldn
HTTP),

13.6.2 DockerfIAB{SENF

Docker f£ 1.8 liAH SIA TRZEEEHLE (content trust), JF&#E ' @it CREWEXHBL AT
RWifT%E, EAPLHIEBLE, Docker IR R AAHLHIC AR ZELAE T, YA NG E
TEBL G, MR SWE IR A kA E A HMIESS, kT DARIE B AR EIEkR A
ZRAE .

YNHEEEHLES G, Docker 518 R & % B MEHE , FHE4ia 107 % 2 8cdi
SR CEL R

THARBEENABEILHI LRI, B2 TREEZMAREZNGER

$ export DOCKER_CONTENT_TRUST=1 o

$ docker pull debian:wheezy

Pull (1 of 1): debian:wheezy@sha256:c584131da2ac1948aa3e66468a4424b6aea2f33a...
sha256:c584131da2ac1948aa3e66468a4424b6aea2f33acba7cecOb631bdb56254c4fe: Pul...
4c8cbfd2973e: Pull complete

60c52dbe9d91: Pull complete

Digest: sha256:c584131da2ac1948aa3e66468a4424b6aea2f33acba7cecOb631bdb56254c4fe
Status: Downloaded newer image for debian@sha256:c584131da2ac1948aa3e66468a4. ..
Tagging debian@sha256:c584131da2ac1948aa3e66468a4424b6aea2f33acba7cecOb631bd. ..
$ docker pull amouat/identidock:unsigned

No trust data for unsigned

O {£ Docker 1.8 v, AZ5115 B P45 45 & DOCKER_CONTENT_TRUST=1 A4 fE Ji FH N % (5 (EHL I,
AR ERIRRA Y, X 2o BOA R,

H9: AFEPME (public-key cryptography) FINZRISIN, {HE T BREEHEE LA BAER, 1§
%1% 215 Bruce Schneier [ € F#IS42) —35,

{10 2R{LIAES K0k R FAFE 1 40 BitTorrent FUEMSURELEF MR, AR A#7] & (hash list),

1l XA R ATIER A, FRRHEE BRI, HA R TR A LA,
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A[LAER], HE % B0 Debian B4 AT LK) T, SR, Docker fH2f T #Hi A % 1Y
amouat/identidock:unsigned (% .

, dnferHlik 2 B HIBHRVE? MUERAR LA S -

$ docker push amouat/identidock:newest
The push refers to a repository [docker.io/amouat/identidock] (len: 1)

843e2bded498: Image already exists

newest: digest: sha256:1a0c4d72c5d52094fd246ec03d6b6ac43836440796da1043b6eds. ..
Signing and pushing trust metadata

You are about to create a new root signing key passphrase. This passphrase
will be used to protect the most sensitive key in your signing system. Please
choose a long, complex passphrase and be careful to keep the password and the
key file itself secure and backed up. It is highly recommended that you use a
password manager to generate the passphrase and keep it safe. There will be no
way to recover this key. You can find the key in your config directory.

Enter passphrase for new offline key with id 70878f1:

Repeat passphrase for new offline key with id 70878f1:

Enter passphrase for new tagging key with id docker.io/amouat/identidock ...
Repeat passphrase for new tagging key with id docker.io/amouat/identidock ...
Finished initializing "docker.io/amouat/identidock"

H T B FI NS AL 38— R A B R BiX A %, Docker G T —ASBIIAR & &
4 (root signing key) FI4rit F 4 (tagging key) F i 25 FF R B 2 R ie 25 51,
HIETFEIL, WMOARFERE AN R MR, X—AdEFEE, ik 7E,
A LSRR, VRIS R P 6 200 T4 IH A UE A5 B, 75 WMt AT TR TE 3 T By e
BREHIA R .

BUAE, ATLMERN S EAEALE] R T 2RISR -

$ docker rmi amouat/identidock:newest

Untagged: amouat/identidock:newest

$ docker pull amouat/identidock:newest

Pull (1 of 1): amouat/identidock:newest@sha256:1a0c4d72c5d52094fd246ec03d6b6. . .
sha256:1a0c4d72c5d52094fd246ec03d6b6ac43836440796da1043b6ed81ead167eb71: Pul...

7e7d073d42e9: Already exists

Digest: sha256:1a0c4d72c5d52094fd246ec03d6b6ac43836440796dal1043b6ed81ead167eb71
Status: Downloaded newer image for amouat/identidock@sha256:1a0c4d72c5d52094. ..
Tagging amouat/identidock@sha256:1a0c4d72c5d52094fd246ec03d6b6ac43836440796d. . .

AR M RIS XA 7 8t 8514, Docker 25 S BUE X B FEN R A ZIF, X4
Vet HTTPS 5258, UL AISIRAC, Sk H SSH &8 2 SIS SUAa L, andf
Docker ‘B R EHE ER, RFEEF TN EEE. DUEFRRMNXAEE TRBG, BiRE
U IR P F IR

EhERER

Docker 1 i A AEE I IVEY, HRRAEEEAZB AR, AT
HPIEEE, FREVECEN& AN SR U R L, ARIE U 7K
FEZZ AT . T a4 R T B2 IR TAR S
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$ umask 077

$ tar -zcvf private_keys_backup.tar.gz \
~/[.docker/trust/private

$ umask 022

umask fir A PR SC AR A sk
TSR, RPN T O SN B, R e nl A I 2k
i, b T2 A IR BT AE

PAERFIRA SERMARICE . B C RS R —MRIC Y, HARMGETINE . An
IWEA MBS, XEREAH R A& AIEBREIE T, ARICE P
AN, HTEZFX T CEPIERAGR. RicEPr-En, WREPETiiE
P72 )T B AT, R 20X A

T —ARICE s T, B RA M REREN . Wil AR Y], iSRRI AT LA
ARG MER . XA AR PGS S 0L T BE T, i ELOR AT CATSE R IRATE), LAB)
ARFNA P

NAFENLHDE FTCARRIE SR A HHT, MM AEBHREIE 48 & (replay attack), i
ST HFY PO e AT A IR IR Bilan, B BT — A b RIS R B e K
MEEE, HEARERRNIERA, BTXA RSS2 ER, P Ea T
RERE I G A TiX & A IR A . oh TR et S B, WA B ENLHR R 546 %
AR R R E A, BREEHHTEE S GRS TEE ., TTBARIABONRE, B
LA I F B P AW A CET R B . AR T RBUR AT, JedRiE TS i ], Docker
% P 8 ] DA IA S A B (R e . I () 3% Bt Docker Hub 4788, TCi ki
T P TR

— M EEALARN A CEBRMAZEBNGES . RIRCBHNEEEIS], HAFE T
REBHEES, ATL# ] --disable-content-trust %

$ docker pull amouat/identidock:unsigned

No trust data for unsigned

$ docker pull --disable-content-trust amouat/identidock:unsigned
unsigned: Pulling from amouat/identidock

7e7d073d42e9: Already exists
Digest: sha256:ea9143e39952ca27bfd618ce718501d97180dbf1b5857ff33467dfdae08f57be
Status: Downloaded newer image for amouat/identidock:unsigned

BT i 2 A e N EEHLE (https://docs.docker.com/engine/security/trust/content_trust/)
FIN %Y, 1526 Docker WU'E 5 CRY LA S B BT HEZR L JE (The Update Framework, https://
theupdateframework.github.io/) , NZfFFAEE T XA HTESLIIT,

BIRXAHUEIGUAE 2, HAiBis & 2 &% 4, {H Docker — H.E I T Wi bR i 4 Hl - e %
A e, ERENEEENLE, Docker O & H—AH P IFFIELRAL I & e HESE,
PAPRIESE R HACRI SR SR — B A SR, DIRBERAE L.

M2 HEHLHIE Docker Hub L2 B, an4-EAEEErd . AR IRTEEAEA U ZF A7 Ik
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i E N FENLE], B2 T2 i BRI E A EARS %  (Notary server, hitps://github.
com/docker/notary) ,

MIERRSF

Docker 21E*q B (https://github.com/docker/notary) & —/A~:@ F 4 C/S MR %, €A
KAy PN B, B AT ez be)y Xibfr, MEAB AT LHEL (The
Update Framework) #LiEF X, LHFHEEAEL LT AR T oA H ARG L
wt,

Docker #9 /) ZAZHEAEF K & —ANER B 5 Docker APL #94% 5%, R &EBATH AR
FREIR S B, WS AR P RETEENESL, AR, NMERSH B A6%
RfksEAey, BRCTRTRS TR E,

MNEFRFH—ANEZEZRAPRASHF R curl | shéd, BENMERFTUARACH
g A T AR B, XA A —A kI A& Docker #9423 3LEA 7

$ curl -sSL https://get.docker.com/ | sh

R AETRIAPHREELANE, LRRARSFBZL, TRAEMIALTY, LEH
% AT ERNITHEM EZAEEHA, KA HTTPS 4 Mak &4 Atk A2 L
B AR, A AT Al TR AL, F B S8 K4, B4 690 F e RN
EPR 56 H A TR IXAE

$ curl http://get.docker.com/ | notary verify docker.com/scripts vi | sh

AT notary 440, TANKE K69R A 5 AN EIR £ % docker.com ik 89 7T 43 44 45 F
AR B Fo AT IC BE, do R ICBCA ), ARALAE 4% WL A My A4 92 & B docker.com, W EL k&
RER, o REERKIL, MERFEAER L, RHAXAEITHEEL shHATT, TH
—EEREE, AR ARS B R0 EFERTA ALY, Bk 24 R
ERHTTP, ARSI BB RZ D, R A AEHE AL PR, 2Kk id
AMZ T, MERF AR,

AERIREARZE LG, £ TEBRE, RTDHEATFRARRESCAHRIE, XA RER
EUEBLR T E . Bl

$ docker pull debian@sha256:f43366bc755696485050ce14e1429¢c481b6f0cad4505c4a3093d\
fdb4fafb899e

BT IR, XA 4 & T3k debian: jessie Biff, 5{f/i] debian:jessie fr%E A
—HE, XA A TRIE T BB R AR A (SARAE AR BLEER) . AR TEERED
CAFERN TG e A b Mga e (l4n, el fF500—J5did PGP 2 AR 1l Ak 28 1)
TEREM IR BEIR A ek, BORE S T NS AL, el DL i i 2ok T 3Bifi .

ARORTEFE R AT TG, HIOSFANRIZ A7 I 55 8 Docker Hub ARG E, AP 2 IRAEAE (I

BB R LA{#E F docker load il docker save fy & kG ARISTHES ., ETEGLR Y K, R
DLAE R A w3 i P 3B R st 5, Ee st wl DL 208 & (g e b 52, 248K,
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ROREFXAEM, PRATRES R DU AR — 2 28 A Docker HY 75 7 Ik 55 AN (5 (R Dh RE
WL T — k.

13.6.3 A& #| K AI{E1ERIDockerfile

4nf Dockerfile R #FRE ™ A2 5E AR FI AU BE(R , XA e BRARAY, (EL7EILSE i AR AE A F
—RE—HERY Dockerfile £EA[F] I [A] 7= AL R B AR AT REAS — 4. BARIXRIRA ISR, FA
WEANRGSCH TR, BATTRAECAB R BER S MRLE N % . AR AESH S Dockerfile I REMS
ESFLUT RN, B2 Bk ol & il R 0 B ARt it 1.

1 FROM i34 b 25U Flb s . T AL FROM redis XSk, BoAETHMZ
latest b2 MBI, MiSKPRAVBEGCRRE B R AL, HEEERA DS, FROM
redis:3.0 Sx4f—24, (HEEQRIIASHA L/ MBS E ik s (RIARX 6
IEAREER) . AR R TR Bk T BB R S 2R, B Z AT RY, ME—YT5
P (S . Blan .

FROM redis@sha256:3479bbcab384fa343b52743b933661335448F8166203688006. . .

{5 P28 T AR (515 B M A sl B e

i PR PR S LR IR bR A 5. ATRHB(R apt-get install cowsay iIXFEHYEHE AT
U520, KA cowsay A KA REHEH B35 ', {H apt-get install cowsay=3.03+dfsgl-6
XFE B E A, X ARG T HA R RS, Flan pip, AR ARG, R
[HREMSHRAS, R IS ER, Befpdmts kM, Ak X Astsa 4 T
—AEETT XHEOE A — S RS RO AR W REIR B A AL, X sE (R
Wik RAEAE DL >= KR EoR, BRE XA rRES A, SEMCEE A -
BHIA, VREEZEME 40 aptly (http://www.aptly.info/) X JEY T E., ‘&R LLES Bh IR
VERR AR IR

BEUE AR (T N B 2R B s . X R B R TR 0 AR IS IUA O & 4, X
PP RN A, AR A AR TR, B4 SCHREIMIA
B BB ESRBIERA R S pi g, JOHAE YRR HTTP (2158, oA BEARE
PO I A AT R ORFE . 42 T R kX 75 A B A

KR ELHUE T Bl 1) Dockerfile £ & MRAS I, #0236 FIAR 25 DA B T F B b A7 98 01E
Rt TIRAFIIGI LIS . W Ef e A B R, Bl ESE R EAR%, (AfEH
B RS 2 BRI N AT REAS S AR E A5

fEDockerfilefh &= & T &4k 4

KREBAERT, AN ARSI A O E AR e, LA P ISIE R 2. 24/
¥, B Node.js #f% FF Y Dockerfile £ &L FIN%E :

RUN gpg --keyserver pool.sks-keyservers.net \
--recv-keys 7937DFD2AB06298B2293C3187D33FF9D0246406D \
114F43EE0176B71C7BC219DD50A3051F888C628D @

ENV NODE_VERSION 0.10.38
ENV NPM_VERSION 2.10.0
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RUN curl -SLO "http://nodejs.org/dist/vSNODE_VERSION/\
node-v$NODE_VERSION-1linux-x64.tar.gz" \ @
&& curl -SLO "http://nodejs.org/dist/vSNODE_VERSION/SHASUMS256.txt.asc" \ @
8&& gpg --verify SHASUMS256.txt.asc \
&8& grep " node-vSNODE_VERSION-1linux-x64.tar.gz\$" SHASUMS256.txt.asc \ @
| sha256sum -c - @

O FBUH T2 % Node js F#H UMY GPG %4, X B E (FixX Lo AT 1R R

@ T 7 Node.js [ tar fil,

© T# tar BIOKIEFN,

O FIH GPG BRI AR & LARIAFRATIT N EH% &

© FIH sha256sum T HASAALL 1S 45 A IChC, 402R GPG B ik st 36 Fnde ik H v
—IR, Bep A Sk,

A RTRELAS = 5 M e, X, e EM e Z Az iisimeE zadh,
EREORIE TR et 246+, B 75 Nginx 541 Dockerfile &5 UL TIN% :
RUN apt-key adv --keyserver hkp://pgp.mit.edu:80 \
--recv-keys 573BFD6B3D8FBC641079A6ABABF5BD827BD9BF62

RUN echo "deb http://nginx.org/packages/mainline/debian/ jessie nginx" \
>> [etc/apt/sources.list

AT A 3RE Nginx FIZE 2 %50 GRRnBI 280 ) . 5 A7 A48 Nginx AU
FERINE R G AA EFZed ., 25, Nginx {# LA 4 B 2¢ & il it apt-get install
-y nginx A& TR (RIHRERAES) .
Bank i & A R T BRI RS Ef, BiTeE— R E R, filan, ShEEA
Redis Mt A< G A 36 F -

$ curl -s -o redis.tar.gz http://download.redis.io/releases/redis-3.0.1.tar.gz

$ shaisum -b redis.tar.gz @
fe1d06599042bfe6a0e7385421302ce9533dde88 *redis.tar.gz

Q X HAIHE A 160 (2 SHAL FUEFN, -b 240 1f shatsum FE/F, T IACEEAD & 0k
R SCA

SEBOF A RIIAFISIE S5, {8 "TUAE Dockerfile HAN 40 454> -

RUN curl -sSL -o redis.tar.gz \
http://download.redis.io/releases/redis-3.0.1.tar.gz \
&& echo "fel1d06599042bfe6abe738542f302ce9533dde88 *redis.tar.gz" \
| shalsum -c -

XA A A8 T B A7 A redis.tar.gz, FFFIH shatsum SREGTERLEFI, 4RGSR,
A AR, B AR SE Sk,

QR RATBRAS SRR &, R R Ak Al iX SE N2, XA CIE R S 2 E R
B, B R IZ RS S A R E A, R 2 B BRGH G b aReas kB M T B 2hit
¥ BT A9 update.sh I A, 5] 40 3% 4> (https://github.com/docker-library/wordpress/blob/master/
update.sh),
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13.7 ZEEI

XN AR B S E L2 — R ERT . BRI ELIERBGTE TG i &
MIBCE, (RIRR %K IREEIZ A A T A,

RER 3 R R SC T Anfal BRA A &5 0 & Fh 75 vk, (R 8% JCiEon B b A 8 B R
S, PRGAAEIE, THLERINETIR, B CPU, NfF, W%, UID %, #efrA%a
AL AR G TR IR, R F X MRS St Sk IE W st &
REERYE, A — A2 s T EARI I N AR FR SR, A8 Bt A wT REME AL AL, SR
PN R BN AL 85 . X PTRER A/ IO BAY IR R, AT BB — e A SR bR A e i Sl
BedAT AT RE, B EHUCEER TIE, Sdtelhda.

13.7.1 ZBERRA

FKIEAELL root IS HEZ 2 Wiz AT IEXWI R, X A TERSAAM 'L . AT &
VA root Bl P 09 H 40 e 55 35 N ABATIE X W B A o XA, anRBedi& ek 1 RRRET, B
L MbIRRERE R AT A A I AR UG ALY, BAR ERIBEE AR . SERPEEAY R, AR MRk
ZE R AU PR, Ak eSS SR AR AL LAY root BB, IR IZA S AEMEAUNLFN— B HIMLES ELL
root IZFTREIT, [RILAEZE &% N AN ZEX AR,

AT EEG A root FH PRI B 6y, REY Dockerfile /£ AE fal i &L T #0112 Bt — 4~ 1 P
FEHIH USER 15 A)8¢ entrypoint BIAS U A A FH . fil4n

RUN groupadd -r user_grp && useradd -r -g user_grp user
USER user

VL B4 Gl —A~ &% user_grp (WA AL, DAR— /BT X MR 4 user BIHTH P,
USER B4 JE IR T G404, LARCHFI XA B G R ah iz as ek, BRIk, anif Sedialk
TAZELA root PAT, BlanZedeihtd:, VR{ETEZEAE USER $i54- (. Dockerfile FEfG I E , 1L
B root BURAREH LT,
RZ B BGASOIEEEH -, (AA—ELL USER 4741975 Mk . &A1 D J5 35 7T R
AE1E entrypoint A H L gosu AU P, fil4n, B 75 Redis BifR 1 entrypoint HIA&iX
HERY -

#!/bin/bash

set -e

if [ "$1" = 'redis-server' ]; then

chown -R redis .
exec gosu redis "$@"

Sy

fi
exec "$@"

A chown -R redis . i A B SR H 3 IR SCHESUK redis FIPRTE . Ak
Dockerfile 1 &4 USER 454 1U1G, XA &k, T —17HY exec gosu redis "$@" LA
redis I 0T redis dr &, HHIT exec dr A0 2T HY shell £¥4 4 redis HER2IERH PID 1,
i ERES B ISOE BS S i SR T 5 .
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{#H gosu, AE{FEH sudo

L= Hofh P Sty AT iy AR, B8 LRSS (E A sudo, E 4K sudo
DhREsR A, i EL T A&, H—LegIEFH{E B TE entrypoint H . FH AN K HE
A, Bil4n, ATLABBAE Ubuntu' 2255 AT sudo ps aux &5 & AR AT 21K L .

$ docker run --rm ubuntu:trusty sudo ps aux

USER PID %CPU ... COMMAND
root 10.0 sudo ps aux
root 50.0 ps aux

BAVEZAMWEA R, —ABT sudo, B—REEMITHIMA
I, AnFAE Ubuntu 8% H 223 gosu:

$ docker run --rm amouat/ubuntu-with-gosu \
gosu root ps aux

USER PID %CPU ... COMMAND
root 10.0 ps aux
HAF-AHERESIT, gosu BATAAEMEE RN, EHEEML, M
ALAPID 13247, KL EREM EMHEN R A SIEMES, XE—85
sudo A 4],

R PRI ER FF % L root & frisfr (MR Cik & ek 25 ), PR 1% 2% FE {8 H 4 sudo,
SELinux (£ 13.9.1 37) Fi fakeroot % T H 3R £ d LR,

13.7.2 [R&I=REXM

75t AT FFAE A P2 R 5 Fh a6 201 1, FF Hoiig 0 R X TR i 28 Pk, BARIT R R 1R
AR, ASEhr IR, BOATEBOAE N T, ok Hg @ Cu R E I, &4
ZIEERRTA B AR . #id Netcat TH " FA ol LIARA 55 MIIE 555X — 4
$ docker run --name nc-test -d amouat/network-utils nc -1 5001 @
f57269e2805cf3305e41303eafefabadbf8d996d87353b10d0ca577acc731186
$ docker run \
-e IP=$(docker inspect -f {{.NetworkSettings.IPAddress}} nc-test) \
amouat/network-utils sh -c 'echo -n "hello" | nc -v $IP 5001' @
Connection to 172.17.0.3 5001 port [tcp/*] succeeded!

$ docker logs nc-test
hello

@ &Jf Netcat YiWT 5001 5w 0, FHHTENATA BECEIMIE A,
@ T Netcat kXi% “hello” FHE— /o,

SRR i B AT SR ’?ﬁ:/l‘E%% BERENSIESET] nc-test, iB1T Docker ~FH R}
Sk --ice=false ZETABAL X AT A XS EAIIE ARG A s M pyiE (5, "TLAP 1k
ARV A SR A A &% . RIOCH] G, (R CIIRERRY A & D RRER UE TS

{E 12 3% B H & Ubuntu fiiASA4& Debian, [K2A Ubuntu fYE5{R EERINEL S sudo,
1 13 X HL{# A2 OpenBSD kA,
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Docker ifiid 1% % IPtables HLIISR £ il 2 &% B 0l 15 (ZER s Zh~rdrdbfEmt X & - -iptables
28, XA ERINMTA)
TR T s & - -lcc=False [

$ cat [etc/default/docker | grep DOCKER_OPTS=

DOCKER_OPTS="--iptables=true --icc=false" @

$ docker run --name nc-test -d --expose 5001 amouat/network-utils nc -1 5001
d7c267672c158e77563da31c1ee5948f138985b1f451cd2222cf248006491139
$ docker run \
-e IP=$(docker inspect -f {{.NetworkSettings.IPAddress}} nc-test)
amouat/network-utils sh -c 'echo -n "hello" | nc -w 2 -v $IP 5001' @
nc: connect to 172.17.0.10 port 5001 (tcp) timed out: Operation now in progress
$ docker run \
--link nc-test:nc-test \
amouat/network-utils sh -c 'echo -n "hello" | nc -w 2 -v nc-test 5001’
Connection to nc-test 5001 port [tcp/*] succeeded!
$ docker logs nc-test
hello

© 7£ Ubuntu |, Docker SF4PdtF2ifi i /etc/default/docker H1f) DOCKER_OPTS S 4t f T & .
A -w 2 ZHEIF Netcat #BIHIE] AP FD

B AR RN, BAA R A S E 5], 1 H.i% A HE Docker 142, 5 /-y
ARy, FABATERN T Docker iE#2, a4 1 ¥ 5 10 TARKEL, wTLAS BIFE
Docker IEARAFAE S AFAERINGUL T, ZIAETHL LizfT sudo iptables -L -n,

FEEHL L F A PR, Docker BUANFERTAH D (0.0.0.0) LR AT, Ak, FRATEABIREE
R ERIEA

$ docker run -p 87.245.78.43:8080:8080 -d myimage

IXAEMBRAIIE 5 HREAEARE B LT, s/ 1 Bedim.

13.7.3  MiB&setuidFnsetgidal — #3214

PRI 7 AR AR AT B A T (i T AT setuid 5% setgid A - HEHISCM: ", Andfe T UAZE T i pas
XA RIS, A2 REBH - Beds R e A 15k & sh R R g s

AR H B % b A Boix e ek SeE, LABhAT find / -perm +6000 -type f -exec s
-l {3 \;, fil4n.

$ docker run debian find / -perm +6000 -type f -exec ls -ld {} \; 2> /dev/null

-rwsr-xr-x 1 root root 10248 Apr 15 00:02 /usr/lib/pt_chown
-rwxr-sr-x 1 root shadow 62272 Nov 20 2014 /usr/bin/chage
-rwsr-xr-x 1 root root 75376 Nov 20 2014 /usr/bin/gpasswd
-rwsr-xr-x 1 root root 53616 Nov 20 2014 /usr/bin/chfn
-rwsr-xr-x 1 root root 54192 Nov 20 2014 /usr/bin/passwd
-rwsr-xr-x 1 root root 44464 Nov 20 2014 /usr/bin/chsh

{E 14 setuid FI setgid B9 —RERISCHLASCHIIBTAZ S briafT, midfAESaiH . e @ s i T e
AT R TR S5, (ilanise B 2505,

258 | F13E



-rwsr-xr-x 1 root root 39912 Nov 20 2014 /usr/bin/newgrp
-rwxr-sr-x 1 root tty 27232 Mar 29 22:34 /usr/bin/wall
-rwxr-sr-x 1 root shadow 22744 Nov 20 2014 /usr/bin/expiry
-rwxr-sr-x 1 root shadow 35408 Aug 9 2014 /sbin/unix_chkpwd
-rwsr-xr-x 1 root root 40000 Mar 29 22:34 /bin/mount
-rwsr-xr-x 1 root root 40168 Nov 20 2014 /bin/su

-rwsr-xr-x 1 root root 70576 Oct 28 2014 /bin/ping
-rwsr-xr-x 1 root root 27416 Mar 29 22:34 /bin/umount
-rwsr-xr-x 1 root root 61392 Oct 28 2014 /bin/ping6

A[LAHAT chmod  a-s A4 SR FERe b HISC PR suid B8, MR eimaE, G, «f
LAt T i) Dockerfile Bl 8—4™ E.i%BR setuid/setgid ) Debian #{4 :

FROM debian:wheezy

RUN find / -perm +6000 -type f -exec chmod a-s {} \; || true @
© AT || true A T2Ns Find fr A fOLETEE,
BRI BETE

$ docker build -t defanged-debian .

Successfully built 526744cfibcil
docker run --rm defanged-debian \
find / -perm +6000 -type f -exec ls -1d {} \; 2> /dev/null | wc -1
0
$

A HE PRI Dockerfile Fb R A4 o7 F AR 5 58 (6 051 setuid/setgid BT, Bk, Rl LAZES)
Dockerfile T 45 EHIHR s A ATIX—H, #Fik setuid/setgid —HEFISCHRREMS 1 Se a7, 1H
MIAERM S P 2w (Ao B LA root BURIE T, AL MR setuid BRI R ZLE
XHI),

13.7.4 RFIANTFEH

BRAINAFEE, PTEARS 1k DoS B fp IR AN AFitkis . N A7k ieRe (8 EHLA A7 1
{HFEFARY (ARSI X AR R R, IRATLALLE A SRR AR 55 KT ) .

docker run ffJ -m Fl1 - -memory-swap Z: 4§ nJ L FH ok B il 75 25 e 0% 65 FH it P A FHRE DL PN A7 2%
&, HXANSE L FA KL PR, HSE --nemory-swap i BHYZ & AN EA =, B4
BNAF e EIBIAAE, AU BN AE . BONIX B BRGIN AT, 2 A
T -n ZHOMEEA --memory-swap, JfZ, --memory-swap FhSS X E A -m SEA—fE, HA
il BLBH 2 LU AR 2 5 BR AR . 1H B A1 8 ] amouat/stress ifg, N A'BALE T Unix HY
stress . . (http://people.seas.harvard.edu/~apw/stress/), mI LA Fi i st gk £2 o5 P 9% DRI 17
o XA, NS EIF e —ERNAE:
$ docker run -m 128m --memory-swap 128m amouat/stress \
stress --vm 1 --vm-bytes 127m -t 5s @

stress: info: [1] dispatching hogs: 0 cpu, 0 1o, 1 vm, 0 hdd
stress: info: [1] successful run completed in 5s
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$ docker run -m 128m --memory-swap 128m amouat/stress \
stress --vm 1 --vm-bytes 130m -t 5s (2]
stress: FAIL: [1] (416) <-- worker 6 got signal 9
stress: WARN: [1] (418) now reaping child worker processes
stress: FAIL: [1] (422) kill error: No such process
stress: FAIL: [1] (452) failed run completed in Os
stress: info: [1] dispatching hogs: 0 cpu, 0 io, 1 vm, O hdd
$ docker run -m 128m amouat/stress \
stress --vm 1 --vm-bytes 255m -t 55 ©
stress: info: [1] dispatching hogs: 0 cpu, 0 1o, 1 vm, O hdd
stress: info: [1] successful run completed in 5s

Q XEEBHETR stress BT BSR4 EE 127MB NAEROHERE, FBITIRHE Y 5 72,

@ x—kERiEK 130MB NTE, o2& A 128MB fINTE, FiLAN iR 40,

© X kI iEK 255MB NAF, B --swap-memory HU{E BRINH 256MB, FrLANf7iE K
B,

13.7.5 PFRHICPUEH

AR B E TR — A AR, JHE L ERY CPU 5E4 5 VTG, Y& (ERE
ML A 8% 040 B iE 24170 CPU IR, A3 A G bk DoS Bedidiess .

Docker ¥ 1fill CPU /i A A (i S A x4 o9 LLTE, BRINECH 1024, BlbL, A7 as BOAHER A AH
Rl CPU {3 4.

Gk a S B T FRATREFH Z R 6 i Y amouat/stress Biffok B3 4 1% ds,
HIx—R e 2K A AR ATRELHY CPU R, A NAT

$ docker run -d --name loadl -c 2048 amouat/stress
912a37982de1d8d3c4d38ed495b3c24a7910f9613a55a42667d6d28e1da71fe5
$ docker run -d --name load2 amouat/stress
df69312a0c959041948857fca27b56539566fb5c7cda33139326f16485948bc8
$ docker run -d --name load3 -c 512 amouat/stress
c2675318fefafa3e9bfc891fa303al6e72caf221ec23a4c222c2b889%ea82d6e2
$ docker run -d --name load4 -c 512 amouat/stress
5c6e199423b59ae481d41268c867c705f25a5375d627ab7b59c5fbfbcfc1dOed
$ docker stats $(docker inspect -f {{.Name}} $(docker ps -q))

CONTAINER CPU % ...
/load1 392.13%
/1load2 200.56%
/load3 97.75%
/load4 99.36%

1E3X /B, 285 loadl (YLL T & 2048, load2 fLLTE BRIAMY 1024, 1 A IMFIAS 75 8%
WL A 512, FWTFENLE 8 0y, Wit—ILA 800% 1) CPU "Ly fic, %t loadl 5
F| KL CPU, load2 f#F(PY4y 2 —, load3 Fil load4 &3kt /\4r 2 —, AFIBFTIIZA
w G, Baesaens S A %,

XL A R B RN BEF T, &AEAEE LS T 2%/, A, 7R
ATREA R Z 28 “H7, ENaILpiriery CPU L bR 82 %, EXFMEIL T, fRATLA
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FRE R A H P A 2 R ARABONE, DARIEFRIRRES o o E . AR IR s 43
fi5E CPU 340, 5 BACEINE B2, NEMIRAVAE R £ 0 CPU, i iZik %
A B B B AT 7 2 BT RE AR & B B R DAL

#4h, CPU AILA#EH % & -FiF % % (Completely Fair Scheduler, CFS) #f75rfic, 75k
FEFIH] --cpu-period Fl --cpu-quota 24§, {EX/MT5ikh, AHaSWHE—ME—BBEE
i N REAS (E HIFY CPU Bl (CAGSRD A BAAL) ARz fERE e It iA) P FH Y CPU i T
FoA, Bt AR — A A A Re s Ak AT, (il

$ docker run -d --cpu-period=50000 --cpu-quota=25000 myimage

Rix RGERA—M CPU, X% &5 LiF 4 50 F{EH—F/9 CPU, % CFS RUE £ 15
B, B2 Linux N3 (https://www kernel.org/doc/Documentation/scheduler/sched-bwe.txt) ,

13.7.6 FREIEFE N

AR G AW R Y 2 S5 SR BT A3, AR S0 BOK R R ST R AT RN 5%, SEA T RE
SEAGLEVIR ., A THIEX R A, RFEEE SN always B on-failure
el fil4n.

$ docker run -d --restart=on-failure:10 my-flaky-image

FEX A, Docker 2 45 e £ T J3 2% &% 10 k. 4 A 9 5 3 ik % vl UL b docker
inspect [ .RestartCount JCEEFRE .

$ docker inspect -f "{{ .RestartCount }}" $(docker ps -1q)

0
Docker 37 =2 20 25 O Al BRI R R Ros 80 7550 (G —kE B FF 100 =25, T—ik
A& 200 ZFP, BRI 400 28, DAkZHE) . 3T 2R HE BSRES K1 DoS B,
XA A RIS 1.

13.7.7 BR#IXHGES

LS ot 5 ASCHE ARG, WTLMEMIH 3 SR — ek, /0K f L ool LA 1
B ST SO S5, T (TR FITE , dik T5 BOBBR R
BXCH

M Docker 1.5 JF44, FIEAFESAT docker run I --read-only e, U7 I3 R4k
BRI R i

$ docker run --read-only debian touch x
touch: cannot touch 'x': Read-only file system

PRt AT DEREEZ 2 Jahn b < ro AaBFIAUACR «

$ docker run -v $(pwd):/pwd:ro debian touch /pwd/x
touch: cannot touch '/pwd/x': Read-only file system
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KB sy B A 225 A SCHE, BRI eI IE e 2 USRS fh eikia e, an @ 2 fis
B, ATUATR HH R PR P 5 225 AW SRS i, AR FUBF R 230 PR CA B o 1 75 X
Hedl.

KX R RGEF NP ZER L., MRV LEER SRS 5T el
BRI ME, IBLIEPIT RGN, KSR BT m &R w, A A2
BB AT,

13.7.8 PR#IA4%EE

Linux PR E T — SRk AR, BOFTIEAY AL /) (capability), 43X 2EACBR 4y Bio 25 3t F2
Jei, SERERRRESIRIE L2 ARGAR . RTFHNERE DidzE ) IZThEE, W ik R GeltR]
FIF R MK BT, R, — R LA AN root BUR, T HE AN A
BRI THE Z R, 3T ping XA TN S, KPR RHAER, COuHH
A root FIRLR, REFTEESTIHF—ANRIAMLE EH:T (raw network socket) ., X EHRE, AN
H ping H—~/h bug, BEbATREREBCEE R, FEERE RS root SR . Fifi & % RE
JIIHBL, BATEE AT DT R — A R IR 2 £ 7 RE I ping, 1 E7 5241 root
KR T o Xtk E R B e MR I il rh A B AR th & DR £

BRAINEUL T, Docker iz 7% # I A2 AR o PIEERE Ty, B, 7% &% 3 % AS A ir 8 Fl 4n
GPU A RAVREME %%, BUMBANER R, AR TEEY R SRR, "TLAEAT docker
run N E --privileged 2%k,

R A TGN, BT IERME &R T e PRI 2 EE D, FTeT LUl - -cap-add
Fl --cap-drop 2Bk il 78 & vT AU BhBE. 2841, 4RIk 14y B RE S B ok R Gt (Al
(RZEAMBESR, BEAERAAERSGREL) -

$ docker run debian date -s "10 FEB 1981 10:00:00"

Tue Feb 10 10:00:00 UTC 1981

date: cannot set date: Operation not permitted

$ docker run --cap-add SYS_TIME debian date -s "10 FEB 1981 10:00:00"
Tue Feb 10 10:00:00 UTC 1981

$ date
Tue Feb 10 10:00:03 GMT 1981

XA AT ARSI, 452540 b SYS_TIME APRAT, A% H & TS, BT RGH
Al — A iy A ZE AR L I RE, AR 75 ds N R E IR )4 5 I 58 EALANH At 25 25 Y
fef ],

SR A A T A BTSSR B 1R 2R e 2% -

7 15: ‘Z{/144E CHOWN, DAC_OVERRIDE. FSETID, FOWNER, MKNOD, NET_RAW, SETGID, SETUID, SETFCAP. SETPCAP,
NET_BIND_SERVICE SYS_CHROOT KILL {1 AUDIT_WRITE, #{ i FErIPNERE bbb 22 A 4% (IEA PR T)
SYS_TIME. NET_ADMIN, SYS_MODULE. SYS_NICE i SYS_ADMIN, 75 3:PNA%AE HINsei(E B, %254 man
capabilities,

16 ARRHVE BB iE, IBAmM RS LEIET B1E, EIRE RGN R IES., RaTlizst
#4T sudo ntpdate & sudo ntpdate-debian i [ A E] .
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$ docker run --cap-drop all debian chown 100 /tmp
chown: changing ownership of '/tmp': Operation not permitted
$ docker run --cap-drop all --cap-add CHOWN debian chown 100 /tmp

XARMCR R B i R R e, BIMESCh EREM AR A 4s . MhRETA R A s Bt
IRKFEE L2 BIBRME, (B, HENEAIE—LRE,

o IRELFEMPLEA AL /T LTI ? AWK S8 BT i a5 7%, (HURA AT RE
BEEAE— N RABR AR DA A EIRIACR . AR IR S A S BRI B, S IR
PR 55 284, Ferp i R ARRDFIER AR EL D, A8 A P AR SR sk EL B2 55

o RATRES NG, BRI T AL RE D B 5 B A 05 BRSOk BE AN B R Al . JC o SYS_
ADMIN X ARE DL E TARH ZHIThRE, WEIFRFELFAERAT] (SUmiAEs) &
AEIRE D IHEIE E Y EBOAMER . SCbs b, XPEMOE T TNERE D iHrImE, i
AR T AR P 5 X R T AT

13.7.9 N A ZFIERF

Linux WAZE T —26 TR TR PR (ulimits) ,  FlanPRE1ERE R fork Az B2k
PR, SRV BRI SR R . X SR T LU T Docker & as, AT
docker run [FlAN L --ulimit 36T, BifE 23D Docker SR dEfEIT N | - -default-ulimit 1
WA w e i EBNA, SIS E P RAER AN EE, — 2R BIRE (soft limit),
T A GRS (hard limit), WFRICVE S0, ENsYIERBRRTF280b e %
PRAGIBFR TS IR . 2 SRt — Bl , ik 2w R P VR 9 i Fr s il PR A A 18

KA TSR ARG R ENRIE S, PTLME man setrlimit sRRBIERAT2E (TETE as
BRAIATE T2 8% ) o IR — L A A A B

cpu

&8 CPU B RIFRTGIAZ B S5, DR A nr, JEsRHIRHLIASE, &% HH—4> SIGXCPU
Fodhaes: mEMRHEARR G, Sk SIKILLF5, X BN ZATE 13.7.4 1
13.7.5 Fih L Y stress THAEAGIT-, BRANMEARR TR S CPU AU H=E.

$ time docker run --ulimit cpu=12:14 amouat/stress stress --cpu 1

stress: FAIL: [1] (416) <-- worker 5 got signal 24

stress: WARN: [1] (418) now reaping child worker processes

stress: FAIL: [1] (422) kill error: No such process

stress: FAIL: [1] (452) failed run completed in 12s
stress: info: [1] dispatching hogs: 1 cpu, 0 1o, 0 vm, O hdd

real 0Om12.765s
user 0m0.247s
sys 0m0.014s

il E ulimit, R T 12 ) CPU JR{E L Ik,

XA il F T BRAIARLE iy Mo A e fe R Bz o (Blan OB P i Ts R TIE), BRE
ENRERAE A Z /> CPU IR, LLX AR5 BRI CPU R, wTLAA &M DoS Beii,
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nofile

FoE 7 4% P RE NS R B e 2 W SCPERAR ST 7 S, [RIARE, X ANPRI T LA SR Dos
Yot HWHIR B & T3 & ol B TR B A (EEE, R Ex—
R, IRTERE nofile LB IR B i KB Hm 1), 26T .

$ docker run --ulimit nofile=5 debian cat /etc/hostname

b874469fe42b

$ docker run --ulimit nofile=4 debian cat /etc/hostname

Timestamp: 2015-05-29 17:02:46.956279781 +0000 UTC
Code: System error

Message: Failed to open /dev/null - open /mnt/sdal/var/lib/docker/aufs...

AILAEER], B cat ATHFA—ASCHHERTF, (BEERGNS AR LA BiE R
Ry SEPr s S8 £ D SR PR RN AERT, R ATDAE i B 2 BORHRE — A LR Y
BB, XU ELERIARY 1048 576 AN SCHHiR 7T L BRAEASIR It £ — 1S DoS {47,

nproc

TREIBI TR @I P RENS O RE B KRB H . Rl EX NS HUARA L, BB LABG
1 fork JEFEFHEAM A Kook, WITERYAE, nproc BRI ZEI B2 4%, &Rt
BITXAN R A PR ETE R E . Filan:

$ docker run --user 500 --ulimit nproc=2 -d debian sleep 100
92b162b1bb91af8413104792607b47507071c52a2e3128f0c6c7659bfbb84511

$ docker run --user 500 --ulimit nproc=2 -d debian sleep 100

158f98af66c8eb53702e985c8c6€95bf9925401c3901c082a11889182bc843cb

$ docker run --user 500 --ulimit nproc=2 -d debian sleep 100
6444e3b5f97803c02b62eae601fbb1dd5f1349031e0251613b9f 80871555664

FATA[0000] Error response from daemon: Cannot start container 6444e3b5f9780...
[8] System error: resource temporarily unavailable

$ docker run --user 500 -d debian sleep 100
f740ab7e0516f931f09b634c64€95b97d64dae5¢c883b0a349358c5995806e503

BoAELAWAET UID 500 P auiite, PrUAE = A A sk Bsh. MAim, AR

--ulimit I EEL, X A Pk RES AL QI IERE T, BRARIX A AN EKEREE, [HXTF R
—HPRA&HHDRABIER T, nproc BREESZEE M HI,

BN, WEEE nproc PREIANE T root FH .

13.8 B1TINE W%

Br T — AR e fihie, Blantris EVLHRIE RS, UARRUEREAN T A L%, &
] LA % FE % F grsecurity (https://grsecurity.net/) F1 PaX (https://pax.grsecurity.net/) 2 fit
HIRN T, 47—/~ BN A% (hardened kernel) . 1% Be o 2 3 i 1% e PR A SR AR ON R T B
1 (Flangg op X i H Beidi) X Apin)@, PaX kf RGHEHE THIMRY . BRILELS &R

{E17: tH4a 2 — AR RS L TIE3 O BP0 300 — ST DRl
AR O — AR R H, RS ieRscmbim s (8. B5%) DURARRIZSCHREEL.
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IR FFRIARIC AR T B A, FREEARPRIC AT AT, BROL, INAE R HE R
UL, AR EE W B RS (Flans e Eh R AN) B EShHRIS%
fig. grsecurity BV iT4& 5 PaX T Ah, ‘BIVKN T EAERE T A AT RESl (RBAC), #HE
DA & Fh i Dh e o

AR AR A A PaX Al grsecurity, (R AT REFE 2L H A NBAT A T AT 90 1%, PRATRE
SZUCAHIRE e, HSe A%k, i B AR wT DUHREIR R 2% 3R [ 2 AR ZFH (hitps:/
en.wikibooks.org/wiki/Grsecurity/Configuring_and_Installing_grsecurity) FM InsanityBit (http://
www.insanitybit.com/2012/05/31/compile-and-patch-your-own-secure-linux-kernel-with-pax-
and-grsecurity/) ],

X T AR D) RE T RE X BOL L R P ok TR, PaX & SEMLa 7L B AR R
FFPetE e, Besh, SN AR A AR R e D R ARG . e, ACRUREE AR
CEHEmIEFRINE, IRLARR ERIRAS L OEHT, XA RESTHRHRHY Docker MiuAS o

13.9 LinuxZ& &t

Linux % &€ X T Linux Z¢4 458 (Linux Security Module, LSM) $#1, 4 T Lk &€
2 4 SRS T HF R & PP BB TR R XA 0, A BBEZRCEHI T4
Linux Ze 4 #ibk, H &+ AppArmor, SELinux. Smack A% TOMOYO Linux, ‘Ef1#B
RBRE T B0 S BT gl e R R P AR, B HREE T B —E R A
o,

i# % 5 Docker —#2 {f FI#i e SELinux (— & A FLLMEFE2rIfTAzh) F1 AppArmor
(—#%JHT Ubuntu #11 Debian &Z47hR) . 8 TRk BB XA PR,

13.9.1 SELinux

SELinux, &FRA4% 43 7% Linux (Security Enhanced Linux), iX/M#besd i35 E E K 24
J& (National Security Agency, NSA) Jf’%, FLAZZELH T HRAYER ST )4E %] (Mandatory
Access Control, MAC), MifEARAERY Unix b4 A B F U5 $EH] (Discretionary Access
Control, DAC), LAELRREREWTE S FABATE, M SELinux 35 it 115 (] #2 Hl Fl AR #E Linux
AR [l 42 Tl A R A X1

* SELinux 2HT £ (type) RHATERITIHEEH], FAEA g FRERARS (3
. EHFEE) (bR, A0t SELinux RSN EE (127 A AR D[R 287 B IR,
B L TV JF A G SC A BR S P I T TR AL PR 73 Feir, & AT R] SRR K B 2R 1L
SELinux FAPRAG A A fEIEH SCHF UG A 2 )5

o TLAKiEZ EE S, RUBOFHHIZERIHLE (confidential) . Fib# (secret) AL
(top-secret) Zeill, FRAKI BIHBERE A RIS b R R B BERR 5 AR S, TR SO
RGP T AL B, SO RRE T 4. Bk, 480 RER T LAFE /tmp
Har B A—A chmod 777 USRS, (HHLER IR IR TCIE Ui )X A, 1R
SELinux 1, X AHLEIBEFRA & 44 % 2 #1 & (Multi-level security, MLS), SBMNEA
— AU IR SR % £ 8052 &%) & (Multi-category security, MCS), fE MCS )
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B, GERRRA GBI T AR, B VT B R R R L IR iR . 5 MLS AS[A],
RPN ZREEES, HAAEERK] Y. MCS o] g — 145, IREIe
AR Ui AR (B, Sd ek o — A Al Sr A2, AT mT AR AIRE A 5 i L v — i
).
B TLLNER R ATHRUERIA B 47 SELinux, {EHfth & fThR b2 ke th iR #, $hAT sestatus 4>
REUS A AT SELinux &M IE/EE T, ARIEZM AL, BaEUFIR SELinux RRZAE B HE
M, TRl (permissive) A& AT (enforcing) 7, 4 SELinux AbFiF
A, B RSIEAE S TIRIERE Tk, EASHETE,
Docker FJBAIA SELinux %2 %l 5 LRI ENAZ Bk B wasi8ed:, DIRRIPAESRAZ
Fok A H AR A Bcd . A T AVERIA AR I svirt_Ixc_net_t, iz LVFiiln]
STt > svirt_sandbox_file_t J7Y, X /™% 4 5N 58 AL E 72 45 S RE IS BUCFPh AT
BLE Jusr B93C:, FHEEAREE TN LB AEM M. B B9 5 Bl — A —H MCS
FgmT, XA T B I a0 2 i e W DA ER f ot 7 2% 5 AR SOt .
J& R SELinux
WRARIEAEAE R — A2 TLLIEAY R F1hR, B4 SELinux b %%, {EMm41T
AT sestatus Ay A E ] LIS A SELinux A& O B, DR G AL T 55 il
i, gk etc/selinux/config Bt B 3L JF 1% & SELINUX=enforcing, {HHE)S
JH SELINUX - e B o 3 il
PRIB 55 B 2 Docker 5F 47 i #2 £ /8 H SELinux [ 3 ¢, A AT
B A --selinux-enabled 47, ANREAH, VRFEZEAEHRME fetc/
sysconfig/docker 3Cf:H,
J& Fl SELinux i 44 40 { ] devicemapper 17 fif WX 2h 2 /¥ A 45 5 1E 2 b,
SELinux #iiEAH % Overlay Fl BTRFES, iXAThRE(ITES K.
e Fanfa] 78 Hofth & 47 ik b 2¢ %& SELinux, &2 WAHE XHY, A — RS0
%, SELinux TRZA LIRS LA XM THr%, XTHE—ERTH,
T ANE— U i SR #1é | SELinux |

Ja F SELinux XM IR B 1025 28 A H A E RIS, R IR%e%E 7 SELinux, 40K
BRINABE RIS B A Bt

$ sestatus | grep mode

Current mode: enforcing

$ mkdir data

$ echo "hello" > data/file

$ docker run -v $(pwd)/data:/data debian cat /data/file
cat: /data/file: Permission denied

M I RS AR SO e A b SO RE Sl S A -

$ 1s --scontext data
unconfined_u:object_r:user_home_t:s0 file

J PR R B AR IR SR A IR AN IERC . AR5 I cheon iy &% & HUAR %2 I 2
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Hdn b, kbR R RSOR R Tl A AR GE, AT IR S R OX LS

$ chcon -Rt svirt_sandbox_file_t data

$ docker run -v $(pwd)/data:/data debian cat /data/file

hello

$ docker run -v $(pwd)/data:/data debian sh -c 'echo "bye" >> /data/file'
$ cat data/file

hello

bye

$ 1s --scontext data

unconfined_u:object_r:svirt_sandbox_file_t:s0 file

TS E R, AROR B SCHAAT cheon MA@ B4 AC H 2%, X 5 S B A REI IR SC
f, HIEEB A

M LT RRFFGG, ACRAE B EN F :Z 8 12 J528, 4 Docker 4% B 3048 4t 4 &
B TAREE, LA SR (RS . 2 (87 A 75 25 0 REAS (o F 0k 3T T AR i At
B (XEEIEASILHN, FACEESZARSILEERE), mEH 2 vEdet A
RedkiZAa M. fHlan:

$ mkdir new_data

$ echo "hello" > new_data/file

$ docker run -v $(pwd)/new_data:/new_data debian cat /new_data/file

cat: /new_data/file: Permission denied

$ docker run -v $(pwd)/new_data:/new_data:Z debian cat /new_data/file
hello

PR PTEAREH - -security-opt BETSE % &R HUARR:, BUARIRZR %S 85 I T’

$ touch newfile

$ docker run -v $(pwd)/newfile:/file --security-opt label:disable \
debian sh -c 'echo "hello" > /file'

$ cat newfile

hello

— /A BREY SELinux AR% A VRS — MR EPR I T 20 8%, (B2 3% SRl A T R e i
LW, Blan, PRATLLA Nginx 25 # il — /4~ R LU EAE 80 s FFN 443 4 A 34Tl 15
(R y N

HE, fEASWNFCHa1T SELinux U4, SELinux {E%5 &5 N AR A 2C 0, AR 1k R
R PR PR B 71X 8 SELinux SEMGX AR a4, M EHUS R X sedr 41517,
PRI IZREMHLEIR £ T AFISCERE IR #lE SELinux 24 %ng, KA —/MEREEN
T EMfE audit2allow, “Brl AHEVF R B s AT RR It 7 AR 1 H s 28 oA w1 5 il ph
IR RN, A SRR P I T .

SELinux WIARE EETCIHA L, BEE BRI Z R IAIE AR SE B I Docker, 54T
SELinux {R4HIEEE B IZ SRR E R, i AT A RS, steeusFIH MCS 6l
S A TR B AE B R L s v o i8R, B AT SELinux W9 H PR IR
i, — Rk SELinux 19 P EEFF “Permission Denied” (RIAIAHELATGR]) 5
B, i BB Tk, *anfrfggeth— R R, FFREAIEBEALMH Docker it
JF )& SELinux, FEIFRINE S AT HREA —5, {HiX IF/& Docker £ T it 1 [n] 781
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Ry E S % SELinux SEHAAMRYT, IR HRERIIN 20 H AT HR UL, E B OLA B
RE.

13.9.2 AppArmor

AppArmor FIft 5 /E T'E bk SELinux # .13 %2, {HiX [F g Bk S, EA L IRAH
e, et EEislE, BN SRR AEM T, {55 SELinux #HLL,
AppArmor JCiF AR BEAH IR IR 7. AppArmor HY TAE 5 A& Bl i % 4 5 Wik i e B S0
R RZIHERE L, BRAEIZEFERES E FHUBLE Linux PNARE D FIH A WBLE SO Dh A PR o

BRAnPRAI MLz 4RI AL Ubuntu, AppArmor R A RECEFEialErd, AT sudo apparmor_
status JIFS2— T, Docker ¥ [ Zh# AppArmor % 4 5 0& B R4 9% R a2 2% 1, Bk
INF % 22 TN BE NS PH A R 75 2 1 B Ui (] & PP R GE 00, B B S35 {32 T /etc/apparmor.
d/docker, APBEIEZER, BBINIECE SCHEBA R, B4 Docker SFH L7 (EH 5
iR,

4k AppArmor FHLA R IVIE R B1E, LB 2 %% 1Y AppArmor S5, 75 i fEHAT
docker run [} ] - -security-opt="apparmor:unconfined" &%, ARG E N lFH S —
AN EE, AILALE$ AT docker run [if{# F --security-opt="apparmor:PROFILE" %,
ifii ) PROFILE & AppArmor B4 HNFMY 4 4 fic B S 4R

13.10 ®HiZ

SRR 8 B A BERHE TR 2, BRI A ZEAE T o ORIk 10—/
WA, B TR, TLLTRIEA R B % A T, R R B LT
e, B FTA EAGITI0A R, TR BIR R R0, T e 0 PR P
PR BT RIER % AR, A% U3 5 QU %A B OB R 2 VAT (T 7, bk
R BRI (TR, BEOh, WG 1 D T B L R G IR )
B 51T F A, SCPEAUBATBCR e b . ARk iy o L ERERS SCBLE BhTE, A1
BT MIAAT , AR B,

RARBOIE, A RERAGA BRI EITE R TRTE, BT TH
KBS, St docker VFF YRR TS SHRRAF(EIERTAE T, AR IR ik
SRR T (B0 137.77), S HERTLATIRE B NI (AP T

E B ARPR BT, A AT BB A VR BE AR A B iy, IF BB iR o 2 24h TE
2 b, RECZEASABHR, JEH AR docker diff dy 4 R BT (T B (& o KIS,
XSRS . AR EE TR, IRETE R IR E B %,

AR VRREMB BT — AR BEG , Horb RS SR Fr U5 SCIERER e e, B RN
TARRCRE KR I

BRSO — G W EHUSUREAUNLI M AREE, BHLARSMFTREETHE, BHLINE
PRGN, HERGERGET, MRNECIERRER2 TRt EEE,

HEfCaf S TAWMUM THERS A%, RYEE TR ABSEGEL TAR
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i, [ERERERIR, Docker ki T Docker Bench for Security (https:/github.com/docker/docker-
bench-security ), X4~ L H A DA A 2 564 10 38 i Docker Benchmark 3¢ Hp AU EEIL, %3¢
4 i Docker 5 H_Ip: W ¢ 4> A 0> (Center for Internet Security, CIS, https://benchmarks.
cisecurity.org/) BAHIE, ORI TIRZ 22T AR, Lo, FFIEH A Lynis
(https://cisofy.com/lynis/) 7 —Ee4t%tizfT Docker FUAS T,

13.11  H Mgk

— B R AR, YRATCAF]H Docker HY— 2B BERT F P R I v, 4 H R AY
WRIRRTTE, Hh—A~EH B 4 A& docker commit, ‘ZREMS P PEGE 7 B iy RGP
W&, T docker diff Fi docker logs M| UL R & & /EHIE M,

LB 2 B RGN, — L R . AR AR A R A T (iE
P, et T EALAYTIRIBUR THS? ), ARIRIACHA XA AT RErE, EEMIZELR
AT, BAENLERIFTA RV AE 2 MER, P 2 s HREMNBHR g Gl (FEREMPh
BAGHEHIETHER L 2 /0) . ARIREEBTIE Bdig 2R asae, AFEbASIHEE
EAENE], (83 T RAL O BN AR I A s TIN5, B 25 25 A — 2E AL Rl R
B IBHRSUE ST, R A & ELTIEEET.)

X 8 SEHE PR A b AT REA B I i A8 T B, B AnBGE RN RE ), SUHE RSt
B Ak,

— HESH WA, JF H RO ek RIS e LSRR EI0r, (5wl DO PR B R 2 A7 47
AT B i AOARAR S PR MR R FE

A AN T E G0 R A R R A R, 1526 i CERT & AHY “Steps for Recovering from
a UNIX or NT System Compromise” (https://www.cert.org/historical/tech_tips/win-UNIX-system_
compromise.cfm), LA & ServerFault B 3 b Y & 1% (hitps:/serverfault.com/questions/218005/
how-do-i-deal-with-a-compromised-server) ,

13.12 FRF4FHE

5RAMIKHILA Docker FRPEIEEIF &1, HIT Docker &84T 1 iX LD REATIL LI,
LR HARE, SiFCRREBH LEilT,

seccomp

Linux [Y seccomp (8¢#kA secure computing mode) HL il I FH B il 3E 2 HE &% U8 FH 19 78
AR GEREL. seccomp fx oA N BAIAY o FH 4T X DU BE 2%, A2 4% Chrome F11 Firefox,
AL &I Ak R g idth, Docker 5 seccomp A& f5, wLAME 2 2% HAETH HIEER
9y ZRGHAEL. 1 Docker 5 seccomp FURE AR, 32 (AU EA%. T RKAIMIZ %L, LA
B s — AT R G R BC DB N E LS, Wb, fERGUSTTI, VRTLAB R I T
SR AV R AL, BN, TRV AT AR U 2 A clock_adjtime, [K| 24 W Z& I}
i (Network Time Protocol, NTP) FUSFr e sEZ Bkt AT R GEMT R [F 25«
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$ docker run -d --security-opt seccomp:allow:clock_adjtime ntpd
R P 4t 2

WNRHTSCATR,, B2A 2 1R R R A e P dr 2 22 A [, 8 HS root JH A
ATEABUIE A ARIH R, Docker H 3 HHE root I WS 2 4L 1 AI-E3d A

BeAh, 72 Docker REBE & B AR )2 4 T B AT A, BlAnL2e 2 le B S Ay 5 2
MRS b, BET, 4T EMETR 2R KBRIDREES (Flan, b TIRHISCHAE
B, wJLA#EM SELinux, ZEIFFHICRINERE S, LA --read-only 224f).

13.13 B4

IEMFAVEART R REEN, TR RS LEEFIEMELTIH. HEI R 2RI IR
B BN A PR BN X REBRA LR, BIEEX & MR T RGN —E5, RIEdil
A R GERI T FALPR s £ 18 ™ B AR SR U S B2 A, bl 75 2 B 3 £ 1B
(IO

MR ENREAS BT ARMP, SOTUeEE0sEdE, el iZifegiiihizir,
S5 M PR SO T A O R A SS RGBS . A8 TF IR 1 1252 B kg4
T HAEF NI A, AH BRI SO N R R, DA Beds 3 N HAth L2 B B Ih A
(R Ui AR, 288 7] B IR S BhRe b PR T e A i 220y, ml LA ik BRI A7
L SCHETRABRUA B NAZ RE D3R S8, 3 ol AE N BN SR B 2P iy e (R, l
s TnE N, ARl % 58, 4 AppArmor % SELinux,

BEAh, Gl MR R T DU R R Il . B, ARSI ARG TR
TRERAY, AR AR 2 s 5 G ERV BRI TR L, Ak o & A T B
g, mHBEGE AU TEEEE, DR CaiTiR S iz ar, 2Temk
ARz, MR ERICRERIE, Eif— ATl T .

stV S, ZaiE TIERER, FAERRBIRML —FERBAEH. ErfE RS
RS S B A A S RGE Z 4,
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